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1. Introduction
The Work Item on non-public network (NPN) support for NG-RAN was approved at TSG RAN#83 in [1] with the objectives as follows: 
· Support NPN functionality in NG-RAN:

· CAG/SNPN relevant parameter broadcast from SIB [RAN2]

· CAG/SNPN cell selection/reselection [RAN2]
· CAG/SNPN cell access control [RAN2/3]
· For CAG, in the case of Intra-RAT intra-system and inter-RAT intra-system, the connected mode mobility support [RAN2/3] 
· The connected mode mobility support within SNPN[RAN2/3]
· For CAG/SNPN, necessary modifications to NG-C and Xn interfaces to communicate the CAG-ID/NID related parameters to NG-RAN nodes, respectively [RAN3]
· Support CAG/SNPN functionality with CU-DU split [RAN3]

· Support CAG/SNPN functionality with CP-UP split, if any [RAN3]

Note: a common solution for CAG and SNPN is not precluded.
The Non-Public Network can be deployed as standalone and non-standalone architectures. In this document we discuss the general support of public network integrated NPN (PNI-NPN) in RAN.
2. Discussion

2.1 General 

The public network integrated NPN, as specified in [2-4], is a non-public network deployed with the support of a PLMN.  It can be made available via PLMNs e.g. by dedicated Data Network Names (DNNs), or by Network Slice instance(s) allocated for the NPN. Currently, network slicing cannot prevent UEs from trying to access the network cell in which the UE is not allowed to use, hence Closed Access Groups (CAGs) may optionally be used to apply access control [2]. 

Observation 1: CAG is used for the PNI-NPN to prevent the unauthorized UE(s) from automatically selecting and accessing the associated cell(s).

For CAG, the following is specified. 
-
A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;

-
A CAG cell broadcasts one or multiple CAG Identifiers per PLMN;

NOTE 1:
It is assumed that an NG-RAN node supports broadcasting a total of twelve CAG Identifiers. Further details are defined in TS 38.331 [28].

Observation 2: A CAG Identifier unique within the scope of a PLMN ID is used to identify a CAG. And the PLMN ID and associated CAG ID(s) for the PNI-NPN are broadcasted in the associated cell(s). 

The following analyses the impact on NG and Xn interface respectively. 
2.2 Impact on NG interface
2.2.1 NG interface management

In LTE, the CSG ID list IE is included in the S1 Setup Request and ENB configuration update message. With this information, the MME could do the admission control during S1 based handover procedures. 
Similarly, the NG-RAN needs to inform AMF of its supported CAG ID list.  This can be used by the AMF to perform the access control for NG based handover, or generate the mobility restriction list carrying the CAG ID list. Since the CAG ID is unique within the PLMN, thus the CAG ID per PLMN should be included in the NG SETUP REQUEST or RAN CONFIGURATION UPDATE messages. In the response message, the CAG ID list may be provided by the AMF in case of only subset of CAGs are available. Note that this CAG ID list can not be used for the AMF selection purpose. 
Proposal 1: The CAG related information is transferred in NG interface setup and configuration update related messages. 
2.2.2 Verification during state transition
For the state transition from CM-IDLE to CM-CONNECTED, it is described in [2] as follows: 
-
During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF:

-
The AMF shall verify whether UE access is allowed by Mobility Restrictions:

-
If the CAG Identifier received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;
-
If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure; and

-
If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE updates its local configuration, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure.

It can be observed that the AMF is responsible for access control and verify the UE access based on the CAG Identifier provided by the NG-RAN during the initial UE access. 
Proposal 2: The CAG Identifier should be contained in Initial UE Message for the UE verification by the AMF.

As described above, if the CAG identifier provided to the AMF is not in the UE's Allowed CAG list, the AMF will initiate an ERROR INDICATION message to the NG-RAN, which includes an appropriate cause value, i.e., invalid CAG ID. On the other hand, if a UE, which is only allowed to access CAG cells, requests to access a non-CAG cell, the AMF shall reject this request and initiate an ERROR INDICATION message to the NG-RAN with an appropriate cause value, i.e., only CAG cells is allowed.  
Proposal 3: New cause values which are equal to “invalid CAG ID” and “only CAG cell is allowed” should be introduced. 
2.2.3 Mobility Restriction list
As described in [2], the CAG Identifiers may be included in the mobility restriction lists as follows. 

The Mobility Restrictions shall be able to restrict the UE's mobility according to the Allowed CAG list (if configured in the subscription) and include an indication whether the UE is only allowed to access CAG cells (if configured in the subscription);

-
During connected mode mobility procedures:

-
Based on the Mobility Restrictions received from the AMF:

-
Source NG-RAN shall not handover the UE to a target NG-RAN node if the target is a CAG cell and the related CAG Identifier is not part of the UE's Allowed CAG list;

-
Source NG-RAN shall not handover the UE to a non-CAG cell if the UE is only allowed to access CAG cells;

Hence with the mobility restriction, the NG-RAN could select the target NG-RAN in handover procedure, or the SCG in dual connectivity addition procedure. Specifically, the allowed CAG list and the CAG-only indication shall be carried in the following messages. 
· Initial Context Setup Request message;  
· Handover Request message for NG-based handover; 
· Downlink NAS Transport message in case of subscription update
· UE Context Modification Request message.
· Path Switch Request Acknowledge.
Based on the discussions above, we have the following proposal. 
Proposal 4: The allowed CAG list, and the indication whether the UE is only allowed to access CAG cells are contained in Mobility Restriction List.
2.2.4 Handover related signalling

For Xn based handover, as described above, the source NG-RAN only handovers the UE to the target NG-RAN if the target is a CAG cell and its related CAG identifier is part of the UE’s allowed CAG list, based on the mobility restriction list. Since the AMF always holds the mobility restriction list and is aware of CAG IDs supported by the target NG-RAN, there is no need for the AMF to carry the CAG identifier in the Path switch acknowledge message for further verification.    
For NG based handover towards a CAG cell, the source NG-RAN sends the Handover Required message to the AMF, so that the AMF may evaluate the UE access based on the UE’s mobility restriction list and subscription information, and sends the handover Request message to the target node. During this procedure, there is no need to carry the CAG identifier to the target node for further verification. 
Note that during the handover procedure, the existing network slicing functionalities apply e.g., to select the inter-frequency target NG-RAN. 
Proposal 5: There is no need to contain the CAG identifier in HANDOVER REQUIRED, HANDOVER REQUEST and HANDOVER REQUEST ACKNOWLEDGE messages.  
2.3 Impact on Xn interface
2.3.1 Xn interface management

The CAG related information of the NG-RAN should be informed to its neighbouring NG-RAN during Xn interface setup and update procedures. For example, the NG-RAN node can decide whether to handover the UE to the target NG-RAN for a CAG UE. 
Proposal 6: The CAG related information in Served Cell Information should be included in the following XnAP message:

· Xn SETUP REQUEST message

· Xn SETUP RESPONSE message

· NG-RAN NODE CONFIGURATION UPDATE message

· NG-RAN NODE CONFIGURATION UPDATE ACKNOWLEDGE message.  

2.3.2 Mobility Restriction list

For Xn-based HO, the Allowed CAG List and the CAG-only Indication is transmitted to the target NG-RAN (e.g., via HANDOVER REQUEST) to enable the target NG-RAN to make proper decisions for subsequent actions (e.g., selecting another target NG-RAN in Handover procedure, SCG selection procedure in dual connectivity). The same applies for SN addition and SN modification procedure. 
Further when a NG-RAN requests to retrieve UE context from the old serving NG-RAN, the Allowed CAG List and the CAG-only Indication should be sent to the NG-RAN (e.g., via RETRIEVE UE CONTEXT RESPONSE messages) for subsequent actions. 
Proposal 7: The allowed CAG List, and the Indication whether the UE is only allowed to access CAG cells are contained in Mobility Restriction List over Xn interface.
2.3.3 Handover Signalling Messages
For Xn-based handover, the source NG-RAN checks whether the target cell is available to access based on the stored Mobility Restriction (e.g., Allowed CAG List and CAG-only Indication). If the verification is successful, the source NG-RAN can send the Handover request message to the target node without the CAG identifier for further verification. 
Also for MR-DC case, the CAG identifier is not needed in S-NODE ADDITION REQUEST message. 
Proposal 8: There is no need to contain the CAG identifier in HANDOVER REQUEST and S-NODE ADDITION REQUEST message. 
4. Conclusion
In this paper, we have discussed the general support of public network integrated NPN, and have the following observations and proposals:
Observation 3: CAG is used for the PNI-NPN to prevent the unauthorized UE(s) from automatically selecting and accessing the associated cell(s).

Observation 4: A CAG Identifier unique within the scope of a PLMN ID is used to identify a CAG. And the PLMN ID and associated CAG ID(s) for the PNI-NPN are broadcasted in the associated cell(s). 
Proposal 9: The CAG related information is transferred in NG interface setup and configuration update related messages. 
Proposal 10: The CAG Identifier should be contained in Initial UE Message for the UE verification by the AMF.

Proposal 11: New cause values which are equal to “invalid CAG ID” and “only CAG cell is allowed” shall be introduced. 
Proposal 12: The allowed CAG list, and the indication whether the UE is only allowed to access CAG cells are contained in Mobility Restriction List.
Proposal 13: There is no need to contain the CAG identifier in HANDOVER REQUIRED, HANDOVER REQUEST and HANDOVER REQUEST ACKNOWLEDGE messages.  
Proposal 14: The CAG related information in Served Cell Information should be included in the following XnAP message:

· Xn SETUP REQUEST message

· Xn SETUP RESPONSE message

· NG-RAN NODE CONFIGURATION UPDATE message

· NG-RAN NODE CONFIGURATION UPDATE ACKNOWLEDGE message.  

Proposal 15: The allowed CAG List, and the Indication whether the UE is only allowed to access CAG cells are contained in Mobility Restriction List over Xn interface.
Proposal 16: There is no need to contain the CAG identifier in HANDOVER REQUEST and S-NODE ADDITION REQUEST message. 
The corresponding CRs of the Proposals are summarized and submitted in [5-7].
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