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1
Introduction
This paper discusses scenarios in which a UE can simultaneously have PDU sessions with CU-UPs which belong to different security domains. 
2
Discussion

At prior RAN3 meetings. It has been clarified that Release 15 only supports the scenario in which CU-CP and all the corresponding CU-UPs under the same gNB belong to the same security domain.

<< excerpt from TS 38.401 >>

The overall architecture for separation of gNB-CU-CP and gNB-CU-UP is depicted in Figure 6.1.2-1.
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Figure 6.1.2-1. Overall architecture for separation of gNB-CU-CP and gNB-CU-UP 

-
A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs;

-
The gNB-CU-CP is connected to the gNB-DU through the F1-C interface;

-
The gNB-CU-UP is connected to the gNB-DU through the F1-U interface;

-
The gNB-CU-UP is connected to the gNB-CU-CP through the E1 interface;

-
One gNB-DU is connected to only one gNB-CU-CP;

-
One gNB-CU-UP is connected to only one gNB-CU-CP;

NOTE 1:
For resiliency, a gNB-DU and/or a gNB-CU-UP may be connected to multiple gNB-CU-CPs by appropriate implementation.

-
One gNB-DU can be connected to multiple gNB-CU-UPs under the control of the same gNB-CU-CP;

-
One gNB-CU-UP can be connected to multiple DUs under the control of the same gNB-CU-CP;

NOTE 2:
The connectivity between a gNB-CU-UP and a gNB-DU is established by the gNB-CU-CP using Bearer Context Management functions.

NOTE 3:
The gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the requested services for the UE. In case of multiple CU-UPs they belong to same security domain as defined in TS 33.210 [18].
NOTE 4:
Data forwarding between gNB-CU-UPs during intra-gNB-CU-CP handover within a gNB may be supported by Xn-U.

<< End of excerpt from TS 38.401 >>

Additionally, new Study Item has been approved (RP-191481 Revised SID: Enhancement for Disaggregated gNB Architecture), in which one of its objectives is to study the support for multiple security domains as follows:

<< Excerpt from RP-191481 >>

For CP/UP separation scenario, three different scenarios are identified during the study phase, i.e. both gNB-CU-CP and gNB-CU-UP centralized, gNB-CU-CP distributed while gNB-CU-UP centralized and gNB-CU-CP centralized while gNB-CU-UP distributed. In the three scenarios, the central UP entity and distributed UP entity may be deployed at different physical sites. At the same time, the two types of gNB-CU-UPs may provide different services which are supported by one UE. In Rel-15, there are some initial discussions on whether/how to support the scenario that one UE connects to two or more gNB-CU-UPs. In RAN3#101bis meeting, after further discussion, it is confirmed that if the gNB-CU-UPs belongs to the same security domain, it could be supported within Rel-15 framework. However, for the scenario the two gNB-CU-UPs belong to different security domain, e.g. one gNB-CU-UP are centralized while another is central, it is not touched in Rel-15 and it is necessary to be studied and considered in Rel-16. Since security issue is a very important aspect in this scenario, SA3 also needs to be involved in the study.

<< sections skipped >> 
4
Objective

4.1
Objective of SI or Core part WI or Testing part WI

…

2. Identifying detailed solutions to support the scenario that one UE connects to several gNB-CU-UPs which belong to different security domains.
Note2: SA3 should be involved in this SI.

Note3: CP/UP separation and CU/DU split should be invisible to other nodes (especially UE should not be 
impacted).
<< End of excerpt from RP-191481 >>

In this contribution, we discuss whether it is relevant to support the multiple security domain scenario, as well as its implications. 
The support for CU-UPs located in different security domains is useful for several reasons

· An operator may not wish to share the same key with 3rd party application providers (e.g., applications used in specific slices or CU-UPs)

· This security concern exists irrespective of whether the CU-UPs are in the same location or not. For example, consider Figure 1 . In this example CU-UP1, and CU-UP2 are located in the same virtualized centralized environment. However, the level of trust for CU-UP1 and CU-UP2 is not the same. This may be due to having a 3rd party application provider handling specific slices at the CU-UP2 or even controlling the whole CU-UP2. Thus, a security breach in CU-UP2 would compromise CU-UP1. In Figure 2,  a similar scenario is depicted, in which CU-UP1 and CU-UP2 are both still in centralized environments, however, at different location. The security concern for this scenario is the same. Thus, to address this security concern, it is beneficial to have CU-UP1 and CU-UP2 belong to different security domains.
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Figure 2. gNB with gNB-CU-UP centralized at different locations
Observation 1: CU-UPs handled or operated by a 3rd party may not have the same level of trust as the CU-UPs handled by the operator. 
· The location of certain CU-UP under a gNB may be a security concern. Consider Figure 3, in which CU-UP2 is located at a distributed location and CU-UP1 at a centralized one. If the distributed location is not well secured, tampering at the site will compromise CU-UP1. This security concern exists irrespective of whether CU-UP2 is handled by the same operator or a 3rd party.
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Figure 3. gNB with gNB-CU-UP centralized and gNB-CU-UP distributed
Observation 2: CU-UPs at an unsecure location compromise the rest of CU-UPs under the same gNB.
For the reasons described above, the support for CU-UPs under different security domains is beneficial. Considering Release 15 E1AP specifications, the support for multiple security domains is straightforward from an interface definition perspective. To support this scenario, CU-CP needs to be allowed to derive different security keys for each gNB-CU-UP. From an E1AP perspective, this is already possible using existing IEs. In contrast, the Stage 2 architecture definition in TS 38.401 clearly does not support this use case. Therefore, at minimum Stage 2 changes are needed to allow this scenario. 
Additionally, having a UE support multiple keys for the same gNB is a new requirement. We believe this is possible via extension of the existing dual connectivity scenario, and possibly only limited changes are needed from a UE and RRC perspective point of view. Thus, we suggest RAN2 is contacted to evaluate the possible impact. Likewise, SA3 should also be consulted to look in to the security implications of CU-UP in different security domains.
Proposal 1: Contact RAN2 to evaluate the implications to UE and RRC protocol if multiple security domains are supported.

Proposal 2: Contact SA3 to investigate the security implications of CU-UPs belonging to different security domains.
Based on the above reasoning we propose to extend the existing framework to support multiple security domains across a gNB.
Proposal 3: Support for having CU-UPs under different security domains shall be supported in Release 16.
3
Conclusions
Observation 1: CU-UPs handled or operated by a 3rd party may not have the same level of trust as the CU-UPs handled by the operator. 
Observation 2: CU-UPs at an unsecure location compromise the rest of CU-UPs under the same gNB.
Proposal 1: Contact RAN2 to evaluate the implications to UE and RRC protocol if multiple security domains are supported.

Proposal 2: Contact SA3 to investigate the security implications of CU-UPs belonging to different security domains.
Proposal 3: Support for having CU-UPs under different security domains shall be supported in Release 16.
References

[1] 3GPP TS 38.401

[2] RP-191481, Revised SID: Enhancement for Disaggregated gNB Architecture, China Telecom, CATT, China Unicom, CAICT, Huawei
Figure � SEQ Figure \* ARABIC �1�. gNB with gNB-CU-UP centralized









[image: image1.emf]E1

gNB-DU

gNB-CU-CP

F1-C F1-U

gNB

gNB-CU-UP

gNB-DU

[image: image5.png]-CU-UP2

gNB

gNB-CU-DU1

—
o
2
2
Q
o0
=z
00

gNB-CU-CP

Distributed location




[image: image6.png]gNB-CU-UP2

gNB-CU-DU1

—
o
2
2
Q
o0
=z
00

gNB-CU-CP

Distributed location







E1
gNB-DU
gNB-CU-CP

F1-C

F1-U
gNB
gNB-CU-UP

gNB-DU



