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1 Introduction
A Work Item on non-public network (NPN) support for NG-RAN was approved at TSG RAN#83 in [1]. A Non-Public Network (NPN) is a 5GS deployed for non-public use. An NPN may be deployed as:

-
a Stand-alone Non-Public Network (SNPN), i.e. operated by an NPN operator and not relying on network functions provided by a PLMN, or

-
a Public network integrated NPN, i.e. a non-public network deployed with the support of a PLMN.

In this document we discussed the access control in order to support NPN in the NG-RAN.

2 Discussion
For the non-public network, only authorized users can access. So a node should evaluate if the UE is allowed to access the non-public network, i.e. perform the access control. The access control should be performed when the UE is attached to the network or is moving to a target cell. In below access control in three different cases is discussed.
2.1 Initial UE registration

During the UE registration or service request procedure, the UE is changed from idle to RRC-connected mode. In this case, the AMF performs the access control. The AMF should take the stored UE subscription information into account. Besides the subscription information, the AMF should also know the NPN ID of the serving cell. If the UE is registered through a NPN network not belong to the UE allowed list, the AMF will reject to the registration. So in the INITIAL UE MESSAGE, the NPN ID should be sent from the NG-RAN node to the AMF. 
Proposal 1: It is proposed to add the private network ID to the INITIAL UE MESSAGE.
2.2 NG based mobility

For the NG based mobility, it is not sure whether the UE will report the target NPN ID to the source NG-RAN. If the UE can report the target NPN ID to the source NG-RAN, the source NG-RAN forwards it to the AMF, then the source AMF can perform the access control. Otherwise, the target AMF should get the target NPN ID from the target NG-RAN node and then perform the access control. Which mechanism should be used is related to RAN2 discussion.

Proposal 2: Which node performs access control for NG based mobility, is related to RAN2 discussion.
2.3 Xn based mobility

During the Xn based mobility, the source NG-RAN node performs the access control. In order to do that, the source NG-RAN should know the NPN ID used in the target cell and the UE allowed NPN ID list. 
We know there are two different types for non-public network: SNPN and Public network integrated NPN.
For the SNPN, the SNPN network is deployed independently, from the core network to the NG-RAN node. There is no need to setup Xn connection between the SNPN network and public network. Currently it is not sure if there is Xn interface between two nodes serving different SNPN. E.g. the gNB1 and the gNB2 have X2 connection. The gNB1 serves NID 1 and NID2, the gNB2 serves NID1. 
If it is not allowed, then there is no need to add SNPN ID in the Xn SETUP procedure. Otherwise, if two nodes with Xn connection can have non-identical SNPN IDs, there is a need to exchange the SNPN ID in the Xn. Consider this scenario is not confirmed, it is proposed for now no need to add SNPN ID in the Xn interface.
Proposal 3: It needs further discussion to add SNPN ID into Served Cell Information IE in the Xn.
For the CAG user, if it is a CAG-only user, this user can only access the CAG cell. During the Xn based mobility, the source NG-RAN needs to perform access control, and don’t handover the UE to the target cell in case of:

· If target is a CAG cell, and target CAG identity is not part of the UE's Allowed CAG list
· If the target is a normal cell, and UE is a CAG-only UE

So the source NG-RAN needs to know the CAG identity of the target cell.

Proposal 4: It is proposed to add CAG Id into Served Cell Information IE in the Xn.

UE allowed CAG List and CAG-only indication is the UE subscription information and it is the part of the mobility restriction. Mobility restriction is received from the AMF and is passed to the target NG-RAN in the Xn HANDOVER REQUEST message.
Proposal 5: It is proposed to add the UE allowed CAG List and CAG-only indication in the Mobility restriction IE, in NG and Xn.

The corresponding text proposal in NG interface and Xn interface are in R3-194000 and R3-194001.
3 Proposal
In this document, the access control for non-public network is discussed. We have the below proposals.
Proposal 1: It is proposed to add the private network ID to the INITIAL UE MESSAGE.
Proposal 2: Which node performs access control for NG based mobility, is related to RAN2 discussion.
Proposal 3: It needs further discussion to add SNPN ID into Served Cell Information IE in the Xn.
Proposal 4: It is proposed to add CAG Id into Served Cell Information IE in the Xn.

Proposal 5: It is proposed to add the UE allowed CAG List and CAG-only indication in the Mobility restriction IE, in NG and Xn.

The corresponding text proposals in NG and Xn are in in R3-194000 and R3-194001.
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