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Introduction

IPsec topic was discussed at last RAN3 meeting but no agreement achieved. 
31.3.7. F1 Support for IPsec Setup

Previously treated as Rel-15 correction in R3-193003 (noted)

To be continued...
In this contribution, we provides our consideration on this topic.
Discussion
Background IP-SEC in LTE 
NDS/IP architecture applied to LTE

TS 33.210 defines a Za and a Zb-interface that is applied between NE’s (Network Elements) and SEGs (Security Gateways) in order to protect the transfer of signalling data.
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Figure 1: NDS architecture for IP-based protocols from TS 33.210

If we convert the above figure towards SAE/LTE entities then NE A-1 may be an AMF and NE B-1 may be the gNB if the AMF and the gNB reside in different security domains (e.g. if they are connected over the Internet). The SEG may be integrated into the NE or may be a standalone device. If the link between the SEG and the NE can be trusted (e.g. the link between the aGW and the SEG resides in the same building of the operator) than no additional security (other than the physical measure) needs to be applied between them (i.e. the Zb reference point security is optional). Alternatively, if AMF and gNB reside in the same security domain, they may be mapped to NE A-1 and NE A-2 respectively and the optional Zb interface would be used between them.

	TS 33.210 Annex B (normative):
Security protection for GTP

B.0
General
Network domain security is not intended to cover protection of user plane data and hence GTP-U is not protected by NDS/IP mechanisms.


Observation 1: Network domain security (IP-SEC) is not intended to cover protection of user plane data.

Regarding protect User plane,the table below is a summary for user plane attack type identified in SA3 and corresponding solution in LTE.

Table 1: User plane attack type and solution
	Attack type
	Feature 
	LTE solution

	User Plane packet injection attack
	1：The attacker injects packets in the ENodeB

2：The attacker injects user plane packets on the last-mil

3：Abuse of outsourced network access transit capacity
	U-plane is integrity protected between UE and the UPE

	User plane packet modification attacks
	0：UEs would experience lower quality or denial of service
1：The attacker modifies or drops user plane packets in the ENodeB

2：The attacker carries out attack A) by adding a new network node 

3：. The attacker modifies or drops user plane packets in the ENodeB or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing

4：The attacker carries out attack B) by adding a new network node
	use user plane integrity protection between UE and UPE

	User plane packet eavesdropping
	1：steal confidentiality of data transmitted in the packet payload 

2：steal confidentiality of context information such as identities
	1：confidentiality protection is applied below the IP layer

2：security association establishment

	Physical attack threat on ENodeB
	1：Breaking the ENodeB to get the keys

2：The attacker steals an existing and deployed ENodeB to sell or deploy for own use
	1： physical security measures such as alarm systems

2：physical security for ENodeB implementation

	(D)DoS attacks against ENodeB
	
	ENodeBs should not reserve any resources based on signaling without proper authentication. This would mean that the ENodeBs do not trust other ENodeBs without proper authentication


Based on the above information:
Observation 2: Instead of to utilized IP-Sec mechanism , Integrity protection between UE and UPE is used in LTE for user plane protection.
IP-Sec for F1 and E1 interface
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Figure 2: IPSEC with Split architecture
As shown in the figure 2:
Observation 3: It is possible that CU-CP and CU-UP and DU belong to different Security Domain. 
Observation 4: It is also possible that CU-CP may connect to multiple CU-UP belong to different Security Domain. And CU-CP may connect to multiple DU belong to different Security Domain.

It is noting that in current specification, there is no IPSEC address defined in S1 SETUP or X2 setup procedreu .It is becasue Pre-shared keys and/or certificates for IPsec functionality can be pre-configured between insecure links outside IP backbone network:
- between SEG and gNB,gNB-CU-CP,gNB-CU-UP,gNB-DU
- between SEG in the border of IP backbone network and SEG from gNBs vicinity.
The pre-configuration of pre-shared keys (secrets) and/or certificates between SEG and SEG or between SEG and gNB,gNB-CU-CP,gNB-CU-UP,gNB-DU is an implementation matter.

Observation 5: The pre-configuration of keys/certificates between SEG and SEG or between SEG and gNB,gNB-CU-CP,gNB-CU-UP,gNB-DU is an implementation matter.
Proposal 1: It is not necessary to provide IP SEC address when setup DRB or before setup DRB.
Impact on NR ANR function
Background :ANR function with IPSEC address
The IPSEC address maybe used in ANR function. The detail specification is copied below for easy reference. 
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In case the IP-Sec Transport Layer Address IE is present and the GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE is not empty, GTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE.

In case the IP-Sec Transport Layer Address IE is not present, GTP traffic is terminated at the endpoints given by the list of addresses in the Xn GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE.

In case the Xn GTP Transport Layer Addresses IE is empty and the IP-Sec Transport Layer Address IE is present, SCTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE, within the Xn Extended Transport Layer Addresses IE.

If the NG-RAN node is configured to use one IPsec tunnel for all NG and Xn traffic (IPsec star topology) then the traffic to the peer NG-RAN node shall be routed through this IPsec tunnel and the IP-Sec Transport Layer Address IE shall be ignored.

Based on description of current specification, only 1 IP-SEC address provide in DOWNLINK RAN CONFIGURATION TRANSFER.The definition is limited for NR split architecture.

Take figure 2 for example. It is possible that one CU-CP connect to multiple CU-UPs. And CU-CP and multiple CU-UP belong to different Security Domain. In this case, one split architecture gNB has multiple SEG address. In order to enable following data forwarding and other transaction, IP-SEC address for CU-UP with different Security Domain need to be transmitted to target node.

Proposal 2: Multiple IP SEC address needed to be extended in Xn TNL Configuration Info IE for ANR function in case CU-UPs belong to multiple Security Domains..

Corresponding draft CR provide below:
9.3.3.9
Xn TNL Configuration Info

This IE is used for signalling Xn TNL Configuration information for automatic Xn SCTP association establishment.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Xn Transport Layer Addresses
	
	1..<maxnoofXnTLAs>
	
	

	>Transport Layer Address
	M
	
	9.3.2.4
	Transport Layer Addresses for Xn SCTP endpoint.

	Xn Extended Transport Layer Addresses
	
	0..<maxnoofXnExtTLAs>
	
	

	>IP-Sec Transport Layer Address
	O
	
	Transport Layer Address

9.3.2.4
	Transport Layer Addresses for IP-Sec endpoint.

	>Xn GTP Transport Layer Addresses
	
	0..<maxnoofXnGTP-TLAs>
	
	

	>>GTP Transport Layer Address
	M
	
	Transport Layer Address

9.3.2.4
	GTP Transport Layer Addresses for GTP end-points (used for data forwarding over Xn).

	>>IP-Sec Transport Layer Address
	O
	
	Transport Layer Address

9.3.2.4
	Transport Layer Addresses for CU-UP IP-Sec endpoint.


	Range bound
	Explanation

	maxnoofXnTLAs
	Maximum no. of Xn Transport Layer Addresses for an SCTP end-point. Value is 2.

	maxnoofXnExtTLAs
	Maximum no. of Xn Extended Transport Layer Addresses in the message. Value is FFS.

	maxnoofXnGTP-TLAs
	Maximum no. of Xn GTP Transport Layer Addresses for a GTP end-point in the message. Value is FFS


Proposal 3: RAN3 need to consider how to enhance IP sec address for ANR function.
3. Conclusion

In this contribution , proposals are:
Observation 1: Network domain security (IP-SEC) is not intended to cover protection of user plane data.

Observation 2: Instead of to utilized IP-Sec mechanism , Integrity protection between UE and UPE is used in LTE for user plane protection.
Observation 3: It is possible that CU-CP and CU-UP and DU belong to different Security Domain. 
Observation 4: It is also possible that CU-CP may connect to multiple CU-UP belong to different Security Domain. And CU-CP may connect to multiple DU belong to different Security Domain.

Observation 5: The pre-configuration of keys/certificates between SEG and SEG or between SEG and gNB,gNB-CU-CP,gNB-CU-UP,gNB-DU is an implementation matter.
Proposal 1: It is not necessary to provide IP SEC address when setup DRB or before setup DRB.
Proposal 2: Multiple IP SEC address needed to be extended in Xn TNL Configuration Info IE for ANR function in case CU-UPs belong to multiple Security Domains.

Proposal 3: RAN3 need to consider how to enhance IP sec address for ANR function.
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