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Introduction
In RAN#83, a new SI was approved [1] to study on local LMF and LCS client in NG-RAN.
“The objective of this study item is to study the feasibility and specification impact on, [RAN3]
a) Local location management functionality including location of the LMF, potential new interface(s) (if any), impact on existing protocols, and coordination with the LMF in the 5GC
b) NG RAN acting as LCS client. 
SA working groups should be involved, if necessary.”
Location is quite sensitive information and location security is always important since the birth of cellular network supported positioning. The previous location privacy control system is designed based on core-network LCS server architecture, local LMF will inevitably bring some privacy risk. However, this is not something new, our paper analyzes some typical security risk in cellular network together with some privacy control methods, we think local LMF design should fully consider and solve these problems. 
Discussion 
Location-based services (applications that require information about the geographic location of an individual or device) are becoming increasingly common. Navigation and direction services, emergency services, friend finders, management of equipment in the field, and many other applications require geographic location information about Internet hosts, their users, and other related entities. Location is always kind of sensitive information because it can indicate many other information such as religion, individual behavior and being, political view, etc. Patients will be identified when they visit doctors’ offices, members of an association will be identified by their group meetings, and religious groups by their churches. If a person regularly goes to the same place, which is a meeting point of an association, then he/she is probably a member of this association. If a person shops at regular intervals from the same stores, then he/she can suffer from price discrimination. Thanks to the development of 5G, the accuracy of location improves and the use of location information will likely become increasingly pervasive. Ensuring that location information is transmitted and accessed in a secure and privacy-protective way is essential to the future success of these services. 
Many kinds of attacks related with location information may occur in the scope of  cellular network:
· First-hand communication: the attacker obtains the information directly from the user devise owing to a program bug or a spyware.
· Second-hand communication, as known as gossip groups’ attacks. It consists in the relaying of sensitive information from one party to another unauthorized party. 
· Observation: the attacker uses sophisticated equipments that detect UE’s signals and compute the UE’s location. 
· Inference: the attacker gathers a large amount of information, issued from observation and other means, to estimate the user’s positions by inference and tracking individuals through time. 
· Anchor signal spoofing: attackers exploit the dependence of mobile client on the anchors’ signal features. An adversarial network anchor attempts to falsify its beacon signal to be used by self-positioning clients.
To ensure the security and protect the users’ privacy, 3GPP had already standardized some requirements [2]. Figure 1 shows the logical reference model for LCS whereby an LCS Client is enabled to request location information for one or more certain target UEs from the LCS Server supported by a PLMN. The LCS Server employs a positioning function to obtain the location information and furnish the information to the LCS Client. The particular requirements and characteristics of an LCS Client are made known to the LCS Server by its LCS Client Subscription Profile. The particular LCS-related restrictions associated with each Target UE are detailed in the Target UE Subscription Profile. 
But, the LCS server is located in the core network before, if it was implemented on the RAN side, some risks would inevitably occur. That’s because some positioning procedure would omit the AMF and some functions may be played inside the node of ng-RAN. Just as analyzed in our past paper [3], many messages are bound together with target UE’s IMSI, this is not a problem when the LCS server is in the core network side, but when played RAN side, this is not welcomed. Besides, "Measurements", ranging from wireless signal strengths to the Media Access Control (MAC) address of a first-hop router may need to be reported to local LMF, which is also one-to-one mapping to a certain UE. Furthermore, some very sensitive information, such as the base stations’ geographic position and the LCS clients identification is stored or can be gained by the location server, and apparently it would raise the risk when the local LMF is implemented with base station. For example, an pseudo base station with a local LMF can do much worse in terms of any kind typical location attacks mentioned above, and unauthorized access to a local LMF may be able to get all the sensitive information. 
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Figure 1 logical reference model for LCS 
Observation 1: Local LMF will bring extra security and privacy risks.
But the fight against these risks also last for many years, and correspondingly, many approaches for privacy control were also developed:
· Anonymization services: this technique intends to anonymize information of individuals and/or the user identity. 
· Privacy tagging: this technique is based on tags in which privacy requirements are inserted, the tags present a metatada added to documents based on permissions.
· Privacy policy description: this technique make use of policy expression to protect the privacy of service subscribers. The published policy or practice describes what data are collected and what the data are used for. Services are extended by publishing policy, which clients must evaluate.
Security and privacy is not really in the scope of RAN3, also it is not very clear what kind of risks we may face and what kind of job we should do. This aspects need more attention. 
Proposal 1: Privacy control methods should be considered in local LMF design.
Conclusion
Although with some problems need to be solved, local LMF is valuable direction that can improve the positioning performance, based on our study, we give the following observation and proposal:
Observation 1: Local LMF will bring extra security and privacy risks..
Proposal 1:Privacy control methods should be considered in local LMF design.
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