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1	Introduction
RAN3 has made a working assumption: “adopt IPv6 flow labels for 1:1 mapping; FFS whether to also use DSCP” [RAN3 chairman notes]. In this contribution we discuss how it works with IPsec based security.
2	Discussion 
IPsec supports two different modes of operation: transport mode and tunnel mode [RFC 4301]. With transport mode, IPsec is applied in the end systems, i.e., for protecting F1-U interface to IAB-node DU in the CU-UP and in the IAB-node DU, by adding the EPS header between the IP header and UDP/GTP-U headers. In transport mode, the IP header is not protected, only the protocols above IP. With tunnel mode, IPsec adds an outer IP header (tunnel header) and protects the complete inner IP packet including the inner IP header.
In 5G, SA3 TS33.501 ([2]) states “For IPsec implementation, tunnel mode is mandatory to support while transport mode is optional.”

IPv6 header includes a 20 bit Flow Label which can be used to identify different IP flows. An IP router is supposed to route packets of a given flow using always the same route (next hop) in order to keep the packets in order. RAN3 has made a working assumption to use IPv6 Flow Labels for 1:1 UE bearer to BH RLC channel mapping, especially in the DL direction at the IAB-donor DU. IAB-donor CU has to map the UE bearers, i.e., GTP-U TEID, to IPv6 Flow Label. The Flow Label is needed when F1-U and thus also GTP-U header is encrypted. This require changes to the IAB-donor CU-CP and CU-UP (E1 interface). The IAB-donor CU need to configure the IAB-donor DU on which BH RLC channel is to be used for a specific IPv6 Flow Label. The IAB-donor CU only knows the TEID, but does not know the IPv6 Flow Label. E1 interface need to be enhanced to provide the Flow Label (or the rule on how to generate the Flow Label) to CU-CP. Furthermore, F1-U to IAB-node DU is different from F1-U to wired gNB-DU.
Observation 1: Use of IPv6 Flow Label mapped to GTP-U TEID introduces changes to IAB-donor CU-UP, CU-CP and E1 interface, and F1-U to IAB-node DU is different from F1-U to wired gNB-DU.
In IPsec transport mode, the Flow Label is readily available for the IAB-donor DU to make the UE bearer to BH RLC channel mapping. However, with the IPsec tunnel mode as mandated by SA3 TS33.501, also the Flow Label in the inner IP header gets encrypted. Thus, the Flow Label should be copied or inserted into the outer IP header. This is fine when IPsec protection happens in the IAB-donor CU, although it requires changes to IAB-donor CU-UP to add the Flow Label in the IP header. 
Observation 2: Flow Label can be added by IAB-donor CU to IP header (IPsec transport mode) or to outer IP header (IPsec tunnel mode) when IPsec is terminated in the IAB-donor CU (i.e., no external Security Gateway (SEG)).
However, when an external standalone security gateway (SEG, or SG in RFC4301 [1]) is used for IPsec (IPsec tunnel mode), the use of Flow Label becomes more problematic. Since the Flow Label inserted by the IAB-donor CU is encrypted in the SEG, another Flow Label has to be inserted into the outer IP header created by the external SEG. Flow Label cannot be directly copied from the inner IP header, since Flow Label is IP source/destination address specific and an external SEG typically can aggregate traffic from multiple source addresses into the same IPsec tunnel [3]. 
RFC4301 [1] states:
	5.1.2.2.  IPv6: Header Construction for Tunnel Mode


                         <-- How Outer Hdr  Relates Inner Hdr --->
                         Outer Hdr at                 Inner Hdr at
    IPv6                 Encapsulator                 Decapsulator
      Header fields:     --------------------         ------------
        version          6 (1)                        no change
        DS Field         copied from inner hdr (5)    no change (9)
        ECN Field        copied from inner hdr        constructed (6)
        flow label       copied or configured (8)     no change
        payload length   constructed                  no change
        next header      AH,ESP,routing hdr           no change
        hop limit        constructed (2)              decrement (2)
        src address      constructed (3)              no change
        dest address     constructed (3)              no change
      Extension headers  never copied (7)             no change

    Notes:

      (1) - (6) See Section 5.1.2.1.

      (7) IPsec does not copy the extension headers from the inner
          packet into outer headers, nor does IPsec construct extension
          headers in the outer header.  However, post-IPsec code MAY
          insert/construct extension headers for the outer header.

      (8) See [RaCoCaDe04].  Copying is acceptable only for end systems,
          not SGs.  If an SG copied flow labels from the inner header to
          the outer header, collisions might result.

      (9) An implementation MAY choose to provide a facility to pass the
          DS value from the outer header to the inner header, on a per-
          SA basis, for received tunnel mode packets.  The motivation
          for providing this feature is to accommodate situations in
          which the DS code space at the receiver is different from that
          of the sender and the receiver has no way of knowing how to
          translate from the sender's space.  There is a danger in
          copying this value from the outer header to the inner header,
          since it enables an attacker to modify the outer DSCP value in
          a fashion that may adversely affect other traffic at the
          receiver.  Hence the default behavior for IPsec
          implementations is NOT to permit such copying.




Observation 3: An external standalone Security Gateway (SEG) should generate new outer Flow Labels that are unique within the IPsec tunnel and map the inner Flow Label into that.
For 1:1 bearer mapping the QoS parameters of each bearer should be available in the IAB-donor DU. For TEID or Flow Label allocated by IAB-donor CU, it is easy to configure by F1AP the QoS related to each TEID or Flow Label. However, if IPsec is used in tunnel mode and a separate standalone security gateway (SEG) is used, the mapping becomes more tricky. Either the external SEG should be configured to use a given mapping or the SEG should communicate to the IAB-donor CU the mapping.
Observation 4: Mapping of QoS parameters to a specific (outer) Flow Label becomes tricky with external standalone SEG generating new Flow Label. A new interface between the IAB-donor CU and the external SEG would be needed. 
Observation 5: Use of Flow Labels is not in line with current NDS/IPsec requirements since it in practice integrates NDS/IPsec inside the CU-UP, meaning that it does not support the separation of traffic nodes and NDS/IPsec, disabling the possibility to use of stand-alone SEGs required by TS 33.210.


Figure 1 IPsec with external Security Gateway (SeGW)
Figure 1 shows IAB deployment with an external Security Gateway. Like illustrated there is two tunnelling layers: F1 tunnels and IPSec tunnels. The IP transport between the CU in the data center and DUs may be provided by a separate transport operator and blue IP layer belongs to it. With the use of Flow Labels, the operator’s F1 tunnel and the transport operators SEG are not any more independent.
Based on the above, it is questionable whether Flow Label can be used with IPsec in tunnel mode and separate standalone Security Gateway (SEG).
Proposal 1: RAN3 discuss how to perform the 1:1 bearer mapping, while not violate the principles for IPv6 flow label, and NDS/IPSec.
3	Summary
In this contribution we discuss how IPv6 Flow Label works with IPsec based security, especially with separate Security Gateways in tunnel mode. The following observations and a proposal was made.
Observation 1: Use of IPv6 Flow Label mapped to GTP-U TEID introduces changes to IAB-donor CU-UP, CU-CP and E1 interface, and F1-U to IAB-node DU is different from F1-U to wired gNB-DU.
Observation 2: Flow Label can be added by IAB-donor CU to IP header (IPsec transport mode) or to outer IP header (IPsec tunnel mode) when IPsec is terminated in the IAB-donor CU (i.e., no external Security Gateway (SEG)).
Observation 3: An external Security Gateway (SEG) should generate new outer Flow Labels that are unique within the IPsec tunnel and map the inner Flow Label into that.
Observation 4: Mapping of QoS parameters to a specific (outer) Flow Label becomes tricky with external SEG generating new Flow Label. A new interface between the IAB-donor CU and the external SEG would be needed.
Observation 5: Use of Flow Labels is not in line with current NDS/IPsec requirements since it in practice integrates NDS/IPsec inside the CU-UP, meaning that it does not support the separation of traffic nodes and NDS/IPsec, disabling the possibility to use of stand-alone SEGs required by TS 33.210.
Proposal 1: RAN3 discuss how to perform the 1:1 bearer mapping, while not violate the principles for IPv6 flow label, and NDS/IPSec.
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