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1   Introduction
At the last RAN3#103bis meeting, tdoc [1] presented an issue related to 4g to 5g handover and UE sending a NAS PDU Session Modification request to update the 5GSM parameters including the max IP data rate.

SMF further updates the NG-RAN node through NGAP PDU Session Modification Request message to send the updated max IP data Rate. Tdoc [1] proposed two possible solutions:

· NGAP PDU Session Modification Request message updates the full security indication (solution 1).

· NGAP PDU Session Modification Request message updates the max IP data rate only (solution 2).

This paper investigates this issue and provides a preferred third solution.

2   Description and Proposal
Because this issue is complex we would like to split it into several subcases.

Case 1: security policy for the involved PDU session is required

There is no issue here. This is because such PDU session is not allowed on 4g. Therefore, it will either never had existed if the connection had started on 4g, or would have been removed if the connection had started on 5g followed by handover to 4g before the handover back to 5g.

Case 2: security policy for the PDU session is “preferred” or “not needed”
There are two subcases:
Case 2.1 the connection had earlier started on 5G 
In that case the SMF would have earlier received from the UDM the security policy and from the UE the max IP data rate. The SMF keeps this information in memory. Both (security policy, max IP data rate) are therefore known to the SMF at time of the handover back from 4g to 5g: the SMF is able to send both (security policy, max IP data rate) to the NG-RAN in the handover request message. There is therefore no issue for this case i.e. no need to send any modified value in Modification Request.
Case 2.2 the connection had not started on 5g

Here the UE started the connection on 4g. The SMF has nothing in memory from an earlier 5G connection.

Here again two sub-sub-cases.

   Case 2.2.1 the security policy is of type “subscription based” 

During the handover from 4g to 5g the UDM is not contacted and therefore the SMF has no clue when sending the HO Request message whether the security is even allowed to be started. Therefore, SMF has no choice but to start the PDU session as non-IP secured in the HO Request. Given that update of running security was not agreed to be possible during the lifetime of PDU session, the IP security cannot be started by any UE request and it is not needed that NG-RAN node received the security policy and the max IP data rate in an NGAP PDU session Modification request. Here again no issue: the PDU session is simply run non-IP secured.

   Case 2.2.2 the security policy is of type “configured in SMF” (e.g. policy configured based on APN) 
In this case the SMF would know by configuration the security policy at time of HO Request but not the max IP data rate. The issue discussed by tdoc [1] therefore narrows down to only apply to this sub-sub-case 2.2.2.
We have choice between two solutions to solve this sub-sub-case 2.2.2:

· If the SMF knows the policy is “preferred” it can start IP security with a default max IP data rate e.g. 64 kbps, and then send later the NGAP PDU Session Modification Request with the updated max IP data rate (solution 2). However not perfect because anyhow the admission control is done with an erroneous max IP data rate. 
· Or the SMF starts non-IP secured. (solution 3)
The analysis above shows that solution 1 is never needed. Solution 2 only intends to solve the sub-sub-case 2.2.2 and is anyhow not perfect. We therefore propose for simplicity to align all cases 2.2 to behave the same and select solution 3. This means that nothing is needed on NGAP.
Proposal: select solution 3 whereby the SMF does not start IP security in the HO Request at handover from 4g to 5g when it does not know the max IP Data rate (i.e. connection had not earlier started on 5g). No need to update NGAP as proposed in [2] and [3]. 
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