Page 4
Draft prETS 300 ???: Month YYYY


3GPP TSG-RAN WG3 #104
    R3-193093
Reno, Nevada, May 13 - 17, 2019
Agenda Item:
7
Source: 
Huawei, Nokia, Deutsche Telekom, China Mobile, China Telecom, China Unicom, Vodafone, CATT
Title:
On the introduction of PPID for DTLS over SCTP
Document for:
Discussion and Decision
1 Introduction
In last meeting, this issue was discussed [1], and the offline discussion was summarized in [2]. This paper tried to revisit the whole situation, and proposed to conclude this issue by applying a new PPID value from IANA.
2 Discussion
So the origin of this issue is that, it was specified by SA3 in TS 33.501 [3] that, DTLS shall be supported, in addition to IPSec, the concerned interfaces include NG (N2) (9.2 in [3]), Xn (9.4 in [3), F1 (9.8.2 in [3]) and E1 (9.8.3 in [3]), all of which have similar spec texts as below in 9.2.

9.2
Security mechanisms for the N2 interface

N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses.

The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected.

In order to protect the N2 reference point, it is required to implement IPsec ESP and IKEv2 certificates-based authentication as specified in sub-clause 9.1.2 of the present document. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

In addition to IPsec, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E.
Technically, PPID (Payload Protocol Identifier) is needed for DTLS over SCTP, since DTLS packet is encapsulated as SCTP payload, see below descriptions in [4].
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In another section in [5], there are following texts:
4.3. Payload Protocol Identifier Usage

Application protocols using DTLS over SCTP SHOULD register and use a separate payload protocol identifier (PPID) and SHOULD NOT reuse the PPID that they registered for running directly over SCTP.

Using the same PPID does not harm as long as the application can determine whether or not DTLS is used. However, for protocol analyzers, for example, it is much easier if a separate PPID is used.

This means, in particular, that there is no specific PPID for DTLS.
In addition, actually there was precedent where PPID for DTLS was registered and used, e.g. Diameter, see assignments for PPID #46 and 47 in https://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml.
In practice, if for two nodes from different vendors and both supporting DTLS, obviously, a random value could not work, since both sides could not tell whether DTLS is used or not. It was also clarified during online discussion that if we rely on OAM configuration, we have to ask OAM from two different vendors to talk to each other in advance, which actually is not practical because it is not clear if the PPID will be re-use for all interfaces, per interface, per interface instance. In principle, this is against the automation effort of produce since years now on setup function!
Observation 1: DTLS shall be supported for NG, Xn, F1 and E1

Observation 2: Application protocols using DTLS over SCTP SHOULD register and use a separate payload protocol identifier (PPID) and SHOULD NOT reuse the PPID that they registered for running directly over SCTP. 

So we would like RAN3 to confirm the observation and agree to apply new PPID values for N2, Xn, F1 and E1 from IANA.
Proposal 1: RAN3 agree to apply new PPID values for NG, Xn, F1 and E1 from IANA.
3 Conclusion and Proposals
Based on the discussion, we have the following observations and proposals:

Observation 1: DTLS shall be supported for NG, Xn, F1 and E1

Observation 2: Application protocols using DTLS over SCTP SHOULD register and use a separate payload protocol identifier (PPID) and SHOULD NOT reuse the PPID that they registered for running directly over SCTP. 

Proposal 1: RAN3 agree to apply new PPID values for NG, Xn, F1 and E1 from IANA.
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