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1   Introduction
Last RAN3#103bis meeting discussed the maximum IP rate for 4g to 5g handover based on [1]. This contribution intends to give further analysis to align with the TS 24. 501. 
2   Discussion
2.1   Introduction of UE UP IP rate indication in 24.501
As shown in TS 24.501, the integrity protection maximum data rate is included in the PDU session modification request message sent by the UE to the SMF after the EPC to 5GS handover. 
********************************Extracted from TS 24.501****************************************
6.4.2
UE-requested PDU session modification procedure

6.4.2.1
General
The purpose of the UE-requested PDU session modification procedure is:

/******Skip the not related part*****/
e)
to indicate to the network the relevant 5GSM parameters and capabilities (e.g. the UE's 5GSM capabilities, whether the UE supports more than 16 packet filters, the maximum data rate per UE for user-plane integrity protection supported by the UE for uplink and the maximum data rate per UE for user-plane integrity protection supported by the UE for downlink) for a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode in the network supporting N26 interface; or
********************************Extracted from TS 24.501****************************************
The general procedure is that after the EPC to 5GC handover, the UE may signal to the SMF the relevant the 5GSM parameters and capabilities such as the reflective QoS, the multi-homed IPv6 PDU session and UE UP IP data rate for uplink and downlink etc. This may happen when the 5GS has no 5GSM parameters and capabilities for the UE during the inter-system handover. 
When the SMF receives the NAS PDU session modification request message sent by the UE, it may update the NG-RAN node with the received parameters and/or capabilities, e.g. the maximum UP IP data rate.  

Observation 1: The UE may indicate the UE maximum UP IP data rate to the network after EPC to 5GC handover. Then the SMF may notify the NG-RAN with the UE maximum UP IP data rate. 
2.2   Introduction of UP Security in 23.501

As extracted from TS 23. 501, the SMF shall determine the UP security taking the following information into account. 
********************************Extracted from TS 23.501****************************************
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.

-
The maximum supported data rate per UE for integrity protection for the DRBs, provided by the UE as part of the 5GSM capability IE during PDU Session Establishment.

********************************Extracted from TS 23.501****************************************
When the UE handovers from EPC to 5GC, the SMF may not acquire the maximum UP IP data rate from the UE at the first place. Basically there are two possible options for the SMF. 
· Option 1: To apply the UP integrity protection during the handover, and update the maximum UP IP data to NG-RAN later; 
· Option 2: To not apply the UP integrity protection during the handover, and apply the UP integrity protection upon receiving the UE maximum UP IP rate.  

Generally this is within the SA2 or SA3 scope. For option1, the SMF can first consider the lowest IP data rate i.e. 64Kbps as the UE maximum IP data rate during the handover. Considering that it is beneficial to enable the UP IP protection immediately even during the handover, option 1 is preferred from security perspective. 
Proposal 1: The SMF may enable the UP integrity protection during the EPC to 5GC handover even if without the maximum UE UP IP rate.  
2.3   Impact on RAN3 specifications
As discussed above, after the EPC to 5GC handover, the SMF may receive the NAS PDU session modification request message sent by the UE, then to signal the NG-RAN node with the UP IP data rate. This should be included in the PDU session modification procedure. 
The detailed impact on RAN specifications are given as follows. 

· NG interface

For NG interface, it comes with the two questions first. 
· Q1: Which information is carried in the PDU session modification message?
There are two possible ways as follows. 
· Option 1: to add the security indication in the PDU session modification message
· Option 2: to add the maximum IP data rate in the PDU session modification message

Generally both options could work. For future proof reasons e.g. the security policy subscription change etc, option 1 is slightly preferred. Hence the PDU SESSION RESOURCE MODIFY REQUEST message is carrying the Security Indication for each already established  PDU session. 

· Q2: Whether the security result is signaled in the PDU session modify response message?

The security result is only sent in the case of dual connectivity and the IP security policy set to “preferred”. When the NG-RAN nodes receives the security indication in the modification message, it possibly signals the updated S-NG-RAN node Maximum Integrity Protected Data Rate Uplink or Downlink to the SN for admission control. For example, the SN may signal the security result (“not performed”) in case of resource congestion etc. Hence the security result should be included in the PDU session modify response message. 
With these changes, the NG specification and E1 specification are aligned since both security indication and security result are included in the E1 UE Bearer Context Modification procedure. 
Proposal 2: The security indication is included in the PDU SESSION RESOURCE MODIFY REQUEST message, and the security result is included in the PDU SESSION RESOURCE MODIFY RESPONSE in TS 38.413. 
· Xn interface

Currently the security indication is included in the PDU session resource setup information for SN terminated bearers. Though it is said that the maximum IP data rate may be ignored by the SN in case of dual connectivity, the SN should be notified as well if the value is provided from the 5GC after the inter-system handover.  
Regarding the security result, since the MN may provide the updated S-NG-RAN node Maximum Integrity Protected Data Rate Uplink or Downlink to SN for admission control, it may be included in the PDU session resource modification response message for SN terminated bearers. On the other hand, it is beneficial to include it for future proof reasons e.g. change of subscribed User Plane Security Policy.  
With these changes, the Xn specification and E1 specification are aligned. 
Proposal 3: The security indication is included in the PDU Session Resource Modification Info – SN terminated IE, and the security result is included in the PDU Session Resource Modification Response Info – SN terminated IE in TS 38.423. 

· E1 interface

In TS 38.463, the security indication and security result are already included in the Bearer Context Modification procedure, thus no change is not needed. 
3   Conclusion
Based on the discussion on UE maximum IP data for UE during EPC to 5GC handover, the following proposals were made.   

Observation 1: The UE may indicate the UE maximum UP IP data rate to the network after EPC to 5GC handover. Then the SMF may notify the NG-RAN with the UE maximum UP IP data rate. 
Proposal 1: The SMF may enable the UP integrity protection during the EPC to 5GC handover even if without the maximum UE UP IP rate.  

Proposal 2: The security indication is included in the PDU SESSION RESOURCE MODIFY REQUEST message, and the security result is included in the PDU SESSION RESOURCE MODIFY RESPONSE in TS 38.413. 

Proposal 3: The security indication is included in the PDU Session Resource Modification Info – SN terminated IE, and the security result is included in the PDU Session Resource Modification Response Info – SN terminated IE in TS 38.423. 

The CR for TS 38.413 and TS 38.423 can be found in [4][5] respectively.  
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