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1 Introduction

In RAN2#105 meeting, some security aspects were discussed but not much was concluded. The main discussion was about two main security options, i.e. PDCP-based security and IPsec-based security. In RAN2#105-Bis, no further security discussions took place. However, at that meeting (and the collocated RAN3#103-Bis) some decisions were made which impact directly or indirectly applicability of various security options.
As is well-known, the security protection of F1 over wireless backhaul is required, as detailed in the IAB WID. At the RAN3#103-Bis meeting in Xi’an (April 2019) intra-donor transport was discussed for the case whereby IAB-donor gNB is split into IAB-donor DU and IAB-donor CU, which are interconnected by a wireline network. The following agreements were made:

For 1:1 mapping, the use of GTP tunnel ID to identify a DRB between donor CU and donor DU is confirmed

WA: adopt IPv6 flow labels for 1:1 mapping; FFS whether to also use DSCP

In this contribution, we will address the impact of the above decision on IAB security. 
2 Discussion

The RAN3 WA (Working Agreement) on intra-donor transport from RAN3#103-Bis quoted above effectively means that IPv6 flow label will be used to carry some form of UE bearer ID, derived from the GTP tunnel ID. In other words, a part of the F1 header (some form of UE bearer ID) is placed in the IPv6 flow label. The UP stack to support this is still under discussion and it may result in a situation whereby the IPv6 flow label (together with the rest of the IP packet header) is not security protected. Additionally, the IP source and destination addresses may also not be security protected.

RAN2 in turn agreed that the routing over backhaul will be performed by a new layer, previously referred to as the Adaptation layer and being named officially as BAP at the RAN2#105-Bis meeting in Xi’an (April 2019). The following was further agreed at the same meeting:

· “Destination IAB node/IAB donor-DU address” and “Specific path identifier” (carried in the BAP) are considered as candidate for route identifier for routing at an adaptation layer. Additional required information for routing is FFS
The current working assumption on the protocol stack does not protect the BAP header, which as just explained will carry as a minimum some form of route identifier. It may also carry other information – one candidate for this is some form of UE bearer ID.
We believe that SA3’s input is crucial in progressing the intra-donor protocol stack design as well as the overall IAB user plane, and feel the following should be asked to SA3 (who have an ongoing dedicated SI on IAB security, please see S3-190460):
1. Should IP source and destination addresses be security protected end-to-end for transmission over wireless backhaul?

2. Should the UE bearer ID be security protected end-to-end for transmission over wireless backhaul?

3. Should BAP header be security protected hop-by-hop for transmission over wireless backhaul?

Based on above we propose:

Proposal: RAN3 sends an LS to SA3 in order to get timely input from SA3, which can prove critical for timely completion of the ongoing IAB RAN WI, with the following questions:

1. Should IP source and destination addresses be security protected end-to-end for transmission over wireless backhaul?

2. Should the UE bearer ID be security protected end-to-end for transmission over wireless backhaul?

3. Should BAP header be security protected hop-by-hop for transmission over wireless backhaul?

3 Conclusions
In this paper, we foresee some impacts to the IAB security based on RAN3’s decision during RAN3#103bis, and propose:
Proposal: RAN3 sends an LS to SA3 in order to get timely input from SA3, which can prove critical for timely completion of the ongoing IAB RAN WI, with the following questions:

1. Should IP source and destination addresses be security protected end-to-end for transmission over wireless backhaul?

2. Should the UE bearer ID be security protected end-to-end for transmission over wireless backhaul?

3. Should BAP header be security protected hop-by-hop for transmission over wireless backhaul?

The draft LS is provided in [1]. 
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