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1. Introduction
Based on the approved WID in [1], RAN3 has the responsibility for the specification of possible enhancements to F1 interfaces on security protection over the wireless backhaul links, and to E1 on configuration of security protection of F1-U. 

Based on the approved SID in [2], SA3 will study the security aspects of the IAB architecture and protection of the associated wireless backhaul links, in particular that of the unprotected F1* packets headers thereby possibly introducing some security vulnerabilities. 
It is hereby proposed to discuss the points expected to be addressed during the SA3#95 May 2019 on the security protection of the F1* packets headers.
2. Discussion
2.1. Overview of the architectures options

The current two architectures options for the IAB WI follow the CU/DU split architecture, in which the IAB node would correspond to the DU entity connected through the wireless interface to the controlling CU, are as excerpted from [3].
The first option as presented in Figure 1, is the PDCP based framework where the PDCP layer is added between the Adapt and IP layers. As a result, all the protocol headers above IP inclusively will be protected and ciphered by PDCP.
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Figure 1: General IAB CP and UP protocol stack (with PDCP-based option)

The second option as presented in Figure 2, is the IPSec based framework where the IPSec layer is added on top of the IP protocol and will be protecting and ciphering any packets running on top of the IP protocol.
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Figure 2: General IAB CP and UP protocol stack (with IPSec-based option)

Whatever the Access IAB node – IAB Donor end-to-end security protection is either by the PDCP or IPSec-based options, F1* packets headers conveyed on the backhaul links are not protected. This is observed in [4] as well.
On another hand, with end-to-end security protection and depending on the number of hops, integrity issues along a route would cause a waste of radio resources since these issues would only be detected at the destination end. 

Therefore, integrity verification at some intermediate hops could be beneficial both in terms of radio resources saving (radio resources would not be used to forward improper information but directed to valid information) and additional reduced latency aspect (IV would not be performed by each node on each inbound packet header).
2.2. Integrity protection for Layer2
Annex D of the Security architecture and procedures for 5G system specification in [5] shows the use of the integrity algorithm (NIA) to authenticate the integrity of messages.

The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
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Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)




Therefore the input parameters to the integrity algorithm to protect the F1* packets headers would be similar except for BEARER being dedicated to backhaul logical channels and could be the RLC logical channel identity. MESSAGE would contain the F1* packets headers.
Regarding the generation and the update of the integrity key KEY, it is up to SA3 study. 

From implementation point of view, the additional “security” function on top of the routing and bearer mapping functions would be required within the Adapt layer. Thereby, an IAB node would be able to provide access to a non-3GPP non-IP based UE accessing an IAB network as per IAB requirement.
Based on the above, we propose:

Proposal: Wait for SA3 inputs on security protection of F1* packets headers.

3. Conclusion 

In this contribution, we make the following proposal:

Proposal: Wait for SA3 inputs on security protection of F1* packets headers.
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