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Introduction
This contribution explains the necessary clean-ups related to the change of PDCP SN length or RLC mode (which requires DRB release/add) and proposes CRs for X2AP and XnAP in [1] and [2], respectively.
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Discussion
2.1     Why clean-up?

Currently, PDCP SN length related IEs are allowed to be changed and indicated over ERAB or DRB To Be Modified structures in X2AP and XnAP. This structure is used when the bearer termination point is not changed but NW wants to change its ERAB or DRB parameters in MR-DC.
Unfortunately, the status quo still holds some problems. The change of PDCP SN length or RLC mode requires a DRB to be released/added anew, which means that COUNT is restarted. If new DRB ID is assigned, we can avoid COUNT re-use. But as observed in [3], this To Be Modified structure cannot be used because it does not carry new DRB ID info. The receiving node hosting lower layers cannot link the new DRB ID when updating RLC configuration, which in the end may result in the procedure failure or configuration failure to the UE.
On the other hand, if the same DRB ID is re-used, the security key has to be updated to avoid COUNT re-use.

Observation 1: Change of PDCP SN length or RLC mode ( DRB release/add (COUNT restarts)

·  If bearer termination point is not changed,

1)  If with a new DRB ID ( no security problem
2)  If with the same DRB ID ( security key update is required to avoid COUNT re-use

Therefore, when changing the PDCP SN length or RLC mode of a DRB without changing the bearer termination point, NW can choose two options:

·  use To Be Released and To Be Added simultaneously with assigning a new DRB ID, 

·  use To Be Modified (with the same DRB ID) together with security key update.

However, it is still allowed to use the To Be Modified structure to indicate the change of PDCP SN length or RLC mode without security key update. If not addressed, then the status quo could violate the security requirement not to re-use COUNT with the same security inputs.

Observation 2: In X2AP and XnAP, it is still allowed to use To Be Modified for the change of PDCP SN length or RLC mode of a DRB without security key update.

Observation 3: If not addressed, the status quo could violate the security requirement not to re-use COUNT with the same security inputs.
Therefore, for the change of PDCP SN length or RLC mode of a DRB without changing bearer termination point, we propose to clean up, i.e., tie up the usage of To Be Modified structure only when the security key is updated together in X2AP and XnAP.

Proposal 1: For the change of PDCP SN length or RLC mode of a DRB without bearer termination point change, RAN3 to tie up the usage of To Be Modified only when security key is updated in X2/XnAP.

2.2     How cleared-up?

The security key can be updated via by the MN-initiated SN modification procedure, so we performed the following clean-ups in the X2AP and XnAP, respectively. 

	X2AP SgNB MOD REQ:

> E-RABs To Be Modified > PDCP not present in SN (i.e., for MN terminated)
  > UL PDCP SN Length IE (stays)
  > DL PDCP SN Length IE (stays)
  > RLC Mode IE (added new)
	X2AP SgNB MOD REQ ACK:

> E-RABs Admitted To Be Modified > PDCP present in SN (i.e., for SN terminated)
  > UL PDCP SN Length IE (stays)
  > DL PDCP SN Length IE (stays)
    > RLC Mode IE (added new)

	XnAP S-NODE MOD REQ

> PDU Session Resource Modification Info – MN terminated > DRBs To Be Modified (i.e. for MN terminated)
  > PDCP SN Length IE (stays)
  > RLC Mode IE (added new)
	XnAP S-NODE MOD REQ ACK

> PDU Session Resource Modification Response Info – SN terminated > DRBs To Be Modified (i.e. for SN terminated)
  > PDCP SN Length IE (stays)
    > RLC Mode IE (added new)


with the corresponding procedural text and semantic description that these IEs above can only be used when associated with the security key change.

The PDCP SN length related IEs that were already defined over ERAB or DRB To Be Modified structures stays as they are. But note that the RLC mode IE is added so that the change of RLC mode can also be indicated by the To Be Modified structure (with the same DRB ID) when the security key is updated together.
Moreover, in X2AP, the change of PDCP SN lengths can be signaled via To Be Modified structure in the SgNB-initiated SgNB Modification procedure (i.e. SgNB MOD REQD and SgNB MOD CNFM messages). 

However, we believe there are no usage for the SN MOD REQD and SN MOD CNFM messages over To Be Modified structures. The reasons are as follows:

·  In MR-DC with 5GC (i.e. for XnAP), if SN wants to change the PDCP SN length or RLC mode for a SN terminated bearer with the same DRB ID, SN will request to update its security key for which the MN will trigger the MN-initiated SN modification procedure (i.e. sending SN MOD REQ message). Then SN can update accordingly (with the same DRB ID) in the SN MOD REQ ACK, while this bearer is released and added anew. Therefore, no need for SN to use the SN-initiated SN modification procedure to do that.
·  The similar story applies to EN-DC (i.e. for X2AP), but SgNB will request new DRB ID instead (recall we introduced New DRB ID Request IE) to MeNB. If MeNB cannot release/add that SN terminated bearer with a new DRB ID, then MeNB can trigger SgNB MOD REQ to update its security key together with releasing/adding that SN terminated bearer with the same DRB ID. Then SgNB can update the PDCP SN length or RLC mode in the response, i.e., SgNB MOD REQ ACK to the MeNB.
Overall, it is awkward for SN to inform MN of a change of PDCP SN length or RLC mode of a SN terminated bearer via SN MOD REQD, given that anyway security key has to be updated to do so.
Therefore, for the X2AP SgNB-initiated SgNB modification procedure, we propose to clear-up PDCP SN length related IEs in a backward-compatible way:

	X2AP SgNB MOD REQD:

> E-RABs To Be Modified > PDCP present in SN (i.e., SN terminated)
  > UL PDCP SN Length IE (shall be ignored)
  > DL PDCP SN Length IE (shall be ignored)
	X2AP SgNB MOD CNFM:

> E-RABs Admitted To Be Modified > PDCP not present in SN (i.e., for MN terminated)
  > UL PDCP SN Length IE (shall be ignored)
  > DL PDCP SN Length IE (shall be ignored)


Proposal 2: Agree the X2AP and XnAP CRs in [1] and [2], respectively. 
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Conclusion

In the present contribution we make the following observations:

Observation 1: Change of PDCP SN length or RLC mode ( DRB release/add (COUNT restarts)

·  If bearer termination point is not changed,

1)  If with a new DRB ID ( no security problem

2)  If with the same DRB ID ( security key update is required to avoid COUNT re-use

Observation 2: In X2AP and XnAP, it is still allowed to use To Be Modified for the change of PDCP SN length or RLC mode of a DRB without security key update.

Observation 3: If not addressed, the status quo could violate the security requirement not to re-use COUNT with the same security inputs.
Based on the discussion in the present contribution and the observations above we propose: 

Proposal 1: For the change of PDCP SN length or RLC mode of a DRB without bearer termination point change, RAN3 to tie up the usage of To Be Modified only when security key is updated in X2/XnAP.
Proposal 2: Agree the X2AP and XnAP CRs in [1] and [2], respectively. 
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