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1   Introduction
In case of MR-DC with 5GC and NR-NR DC, since AS security on demand activation/deactivation including integrity protection and ciphering protection is supported, then how MN and SN coordinates on Xn interface in order to configure UE the AS security in Uu interface should be discussed. 
2   Discussion

AS UP integrity protection

· Regarding the AS integrity protection, an LS [1] was sent by SA3 to clarify the followings:
	· For the case of NE-DC:

· MN terminated DRBs for a PDU session can have UP integrity protection activation on. However, in this case, the MN shall not at any point offload any DRB of such PDU session to the SN.

· SN terminated DRBs for a PDU session always have the UP integrity protection activation “off”.

· For the case of NR-DC:

· MN and/or SN terminated DRBs for a PDU session can have UP integrity protection activation either on or off.

· For the case of NG-EN-DC:

· In release 15, both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off. 

· For all the above cases, all DRBs which belong to the same PDU session shall always have the same UP integrity protection activation, i.e., either on or off.


In last RAN3 meeting, it was agreed that MN decides the security result for the split PDU session, in which some QoS flows terminated in MN and others QoS flows terminated in SN, and send to SN. And then SN will follow the result based on the following SA3 spec description [2].

	In the case of split PDU session where some of the DRB(s) is terminated at the MN and some DRB(s) is terminated at the SN, the MN shall ensure that all DRBs which belong to the same PDU session have the same UP integrity protection and ciphering activation. In addition, the MN shall inform the SN with its UP integrity protection and ciphering activation decision of any DRB that is offloaded and to be terminated at the SN.


It needs further discussion on which node should determine the security result for the PDU session with security indicator set as “preferred” of which all QoS flows terminated in SN. In SA3 spec TS 33.501, the following description is captured.
	Case 2: UP security policy indicates UP Integrity Protection "preferred":

In NGEN-DC scenario, the MN shall always deactivate UP integrity protection. In this case, the SN shall always deactivate the UP integrity protection of any PDU session terminated at the SN.

In NE-DC scenario, if the MN has activated any of this PDU session DRBs with UP integrity protection "on", the MN shall not offload any DRB of this PDU session to the SN. However, if the MN has activated all DRBs of this PDU session with integrity protection "off", the MN may offload DRBs of this PDU session to the SN. In this case, the SN shall not activate the UP integrity protection and shall always set the UP integrity protection indication to "off". 

In NR-DC scenario, the MN makes the decision for PDU sessions that are terminated at the MN while the SN makes the decision for PDU sessions that are terminated at the SN.


Therefore in case of NR-DC, SN makes the decision for PDU sessions that are terminated at SN. To support this, the MN should send the security indicator received from CN to SN, which is already covered in the current spec. 
While in case of NGEN-DC, if MN instructs the UP integrity protection as “preferred” to SN, then SN can response with “not performed”. In case of NE-DC, the solution could be similar, MN offloads the PDU session to SN by indicating the security protection as “preferred”, and SN decides not to perform the security protection.

For the PDU session with security indication as “required”, MN can simply reject the PDU session in case of NGEN-DC. And for NE-DC, MN should not offload the PDU session to SN. For the PDU session with security indicator as “not needed”, MN can either send the security indicator or security result to SN for all DC options. By considering a unified solution for all kinds of handling of security, then it should be MN to send the indictor to SN, and then SN responses with the security result for PDU sessions that are terminated at SN in case of all DC options.
Proposal 1: For PDU session terminated in SN, MN sends the security (for UP integrity protection) indicator to SN, and SN response with the security result. For PDU session indicated security (for UP integrity protection) by MN as “preferred”, SN replies to MN by indicating “not performed” in case of NGEN-DC and NE-DC.
AS ciphering protection
The security indicator of ciphering protection has the same values as “required” “preferred” and “not needed” as that of integrity protection. For split PDU session, the ciphering result should be unified between MN and SN based on SA3 agreement. Therefore a similar solution can be applicable for ciphering protection. The only difference between ciphering protection and integrity protection is that MN and SN in all DC options can support ciphering protection. Therefore no limitation exists for SN or MN acting as the decision maker for ciphering protection result. 
	For UP Ciphering Protection:

In all MR-DC scenarios, the MN and SN shall make a decision on UP ciphering protection according to the UP security policy where all DRBs belonging to the same PDU session shall have the ciphering protection either "on" or "off".


Proposal 2: The same procedure for integrity protection should be applied for the purpose of ciphering protection.
The related CRs are provided in [3] and [4].

3   Conclusion
Based on the discussion in this paper, we propose to capture the stage 2 and stage 3 CR provided in [3] and [4]. The detailed proposals are:
Proposal 1: For PDU session terminated in SN, MN sends the security (for UP integrity protection) indicator to SN, and SN response with the security result. For PDU session indicated security (for UP integrity protection) by MN as “preferred”, SN replies to MN by indicating “not performed” in case of NGEN-DC and NE-DC.

Proposal 2: The same procedure for integrity protection should be applied for the purpose of ciphering protection.
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