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1. Introduction
Last meeting some additional corrections were approved [1,2] that took some aspects of SA3 conclusions into account (e.g. that encryption and/or integrity protection must be handled in the same way for all DRBs that map into a given PDU session). However, not all aspects into consideration were absorbed into those CRs, and this document provides a brief discussion on these, as a basis for an accompanying CR [3].
2. Discussion
The recently approved docs [1,2] provide some additional functionality, which can be summarized as follows:

· Encryption and/or integrity protection must be handled in the same way for all DRBs that map into a given PDU session [1].

· In stage 3, the above is ensured by providing the Security Result IE to the SN [2].

· The condition for SN rejection based on “IP preferred” and “SN is ng-eNB” and “IP is being performed already in MN” is deleted presumably because it was assumed that the MN would not do this.
However, there are some subtle aspects that require further checking.

First, it is our understanding that the SN can take its own decision for SN terminated PDU sessions. However, the current text does not place clear restrictions on the provision of the Security Result IE to the SN, and in fact it states that “the S-NG-RAN node shall perform user plane integrity protection or ciphering, according to the Security Result IE, for the split PDU session”. The behaviour of either MN or SN for a non-split session is thus left somewhat unclear, it is certainly not clear that the above is hinting at sender behaviour for example. It is also not clear that the receiver is aware that a session is split.
One possible way out is to introduce some semantics to clarify that the Security Result IE is only sent in case of split PDU session.

Proposal 1: Add semantics to clarify that the Security Result IE is only sent in case of split PDU session.

It should also be noted that the sentence above is conditional to admission of the PDU session. This might be considered obvious, but in fact the SN may not be able to admit the PDU Session precisely because of the security result. With this, and since this condition is about actions rather than e.g. “storing”, “taking into account” or “signalling”, it seems safer to make this clear:
Proposal 2: Clarify that the SN performs user plane IP or ciphering for DRBs according to the Security Result IE for the DRBs that it sets up for that session. 

Another aspect relates to the deletion of a condition under which the SN rejects the PDU session. The original condition prevented the case when IP is preferred and is already being performed in the MN for the same session. Currently, we have:

(1) If the S-NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required”.

This is clear; but because of passing the Security Result IE to the SN, there is another condition that should have the same result:

(2) If the S-NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "preferred” and the received result indicates IP activated (this is a consequence of the new signalling).

Proposal 3: Clarify that the SN also rejects PDU sessions for which the Integrity Protection Indication IE is set to "preferred” and the received result indicates IP activated.

A final aspect relates to the case of “preferred” policy for integrity protection. In NGAP and XnAP (handover case), the situation is relatively clear: the receiver decides whether to activate IP based on whether it is a ng-eNB, algorithm support, and maximum IP bit rate considerations. In MR-DC, all of these apply, and in addition, it is not expected that IP would be applied in the option 4 scenario (see TS 33.501, section 6.10.4, Case 2: UP security policy indicates UP Integrity Protection "preferred").
It becomes quite complex to translate such considerations into stage 3 text, and maybe this is not required. However, it will also be confusing not to call out such exceptions. Therefore, it is proposed:
Proposal 4: Introduce a statement on SN behaviour in case of “preferred” policy for IP, with a reference to TS 33.501.
A CR is provided in [3].
3. Conclusions

This contribution proposes the following:

Proposal 1: Add semantics to clarify that the Security Result IE is only sent in case of split PDU session.

Proposal 2: Clarify that the SN performs user plane IP or ciphering for DRBs according to the Security Result IE for the DRBs that it sets up for that session. 

Proposal 3: Clarify that the SN also rejects PDU sessions for which the Integrity Protection Indication IE is set to "preferred” and the received result indicates IP activated.

Proposal 4: Introduce a statement on SN behaviour in case of “preferred” policy for IP, with a reference to TS 33.501.
A CR is provided in [3].
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