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1
Introduction
IAB study outcome [1] made the following recommendation for the WI:
RAN2 investigated termination of IP at the access IAB-node vs. IAB-donor DU. IP termination at the access IAB-node is recommended for the work item. In this solution, GTP-U is included in the UP stack for F1-U.
Further, the IAB WID lists the following objective:
	· Specification of possible enhancements to E1, F1 and X2/Xn interfaces [RAN3-led, RAN2]:

· On F1: 

· security protection over the wireless backhaul links.

· setting up and reconfiguring IAB-nodes and IAB-donor DUs

· On X2 and Xn, necessary functions to enable DC operation with IAB. 

· On E1, configuration of necessary IAB-specific transport and/or security protection of F1-U. 

· Specification of an IAB-node following architecture 1a including [RAN2-led, RAN3]: 

· Routing function on IAB-node to support forwarding across the multi-hop topology based on routing identifier. (Additional function in IAB-node apart from DU and MT)
· Hop-by-hop propagation of signalling to support low latency scheduling (e.g. TR 38.874 clause 8.6), BH RLF handling (e.g. TR 38.874 clause 9.7.14-15) and resource coordination across the multi-hop topology (e.g. TR 38.874 clause 7.3.3). 

· UE-bearer to BH RLC-channel mapping and mapping between ingress and egress BH RLC channels functions for support of one-to-one and many-to-one bearer mapping.


Furthermore, RAN2 in [2] asked SA3 to confirm whether the security requirements for F1-U also applies to F1*-U and whether NDS or PDCP can be used to protect F1*U and F1*C. As an initial response in [3], SA3 confirmed that same security requirements are applicable also for F1*U and F1*C and also confirmed that, based on the design either NDS or PDCP could be considered as security option. SA3 in [4] has agreed to study the potential security threats and vulnerabilities that are applicable for IAB architecture and to identify potential security requirements. Given that SA3 would complete its study [4] only by SA#84 (June 2019), which could be quite late for RAN2(3) WGs to consider any major changes to CPlane and Uplane protocol stacks.
In this contribution we further look into protocol stack options, Option e for Uplane and Alternative 4 for Cplane, (which qualify the agreement made during SI to support IP termination at access IAB node) and lists potential issues and aspects to be further discussed in RAN2 related to Uplane Option e and CPlane Alt 4 considering security and bearer mapping requirements as agreed for IAB WI and further lists how these issues could be addressed.
2
Discussion
2.1
Uplane protocol stack option e with IPSec security
Following figure 1 shows the Uplane protocol stack qualifying the IAB SI agreement to have IP termination at access IAB node.
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Figure 1: Uplane protocol stack option e

Observation 1: The Uplane option e, supports only NDS/IPSec based security. 

The protocol stack with IPSec end to end security protection is shown in the below figure 2:
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Figure 2: Uplane protocol stack option e with IPSec security

Observation 2: With end to end security, the GTP-U payload and headers are encrypted, thus it is not feasible to read the GTP-U header information for mapping at the intermediate IAB nodes or at the Donor DU.
In this Uplane option, the IAB uses an IP address related to the Donor-DU. In case of topology adaptation, e.g. when the IAB connects to a different Donor-DU, the IAB will get a new IP address related to the new Donor-DU. The IPSec has to be re-established. This can cause additional interruption in topology adaptation. 
Observation 3: Using IPSec for Option e can cause frequent IPSec re-establishment, and add additional interruption during topology adaptation. 

Proposal 1: If User Plane Option e is selected, RAN3 analyze the impact of additional delay due to IPSec reestablishment during topology adaptation. 

2.2
Uplane protocol stack alternate option with PDCP security
We have proposed in [5], an alternate protocol stack option with IP termination at access IAB node. The following figure 3 shows the proposed alternate UP protocol stack option with IP termination at Access IAB node with IPSec end to end security.
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Figure 3: Uplane protocol stack alternate option with IP termination at Access IAB node

The following figure 4 shows our proposed alternate UP protocol stack option with IP termination at Access IAB node with PDCP end to end security.
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Figure 4: Uplane protocol stack alternate option with PDCP security

Observation 4: Protocol stack option b in [5] can support 1:1 and N:1 bearer mapping with both IPSec and PDCP based end to end security, without the use of DSCP code values or IPv6 flow labels. 
PDCP security vs IPSec security 

	PDCP security 
	IPSec security

	1) PDCP based security is designed for wireless interface. The overhead is just 7 bytes (3 bytes of PDCP header + 4 bytes of integrity protection).

2) PDCP based security would be simpler to update when IAB node migrates to a different IAB Donor CU.
	1) IPSec security is widely used for wireline interface and the overhead is higher.
2) IPSec based security is not as simple as PDCP security for the scenarios of IAB node migration to a different IAB Donor CU.


Observation 5: PDCP based security with protocol stack option b in [5] could support the 1:1 bearer mapping requirement without IPv6 as a mandatory requirement. 
Proposal 2: Considering the above listed observations and comparisons between PDCP based security and IPSec based security, we propose to consider PDCP based end to end security option for F1* wireless backhaul interface, while also considering the alternate protocol stack option B we have proposed in [5].
Observation 6: With both PDCP based and IPSec based end to end security, the Adaptation layer headers are still unprotected. The Adaptation layers header shall have routing/forwarding identifiers which could be accessible.
Proposal 3: We propose to discuss the need to protect Adaptation layer headers and seek SA3’s views on this.

3
Conclusion
Observation 1: The Uplane option e, supports only NDS/IPSec based security. 

Observation 2: With end to end security, the GTP-U payload and headers are encrypted, thus it is not feasible to read the GTP-U header information for mapping or routing functions at the intermediate IAB nodes or at the Donor DU.

Observation 3: Using IPSec for Option e can cause frequent IPSec re-establishment, and add additional interruption during topology adaptation. 
Observation 4: Protocol stack option b in [5] shall support 1:1 and N:1 bearer mapping with both IPSec and PDCP based end to end security, without the use of DSCP code values or IPv6 flow labels. 

Observation 5: PDCP based security with protocol stack option b in [5] could support the 1:1 bearer mapping requirement without IPv6 as a mandatory requirement. 

Observation 6: With both PDCP based and IPSec based end to end security, the Adaptation layer headers are still unprotected. The Adaptation layers header shall have routing/forwarding identifiers which could be accessible.

Proposal 1: If User Plane Option e is selected, RAN3 analyze the impact of additional delay due to IPSec reestablishment during topology adaptation. 

Proposal 2: Considering the above listed observations and comparisons between PDCP based security and IPSec based security, we propose to consider PDCP based end to end security option for F1* wireless backhaul interface, while also considering the alternate protocol stack option B we have proposed in [5].

Proposal 3: We propose to discuss the need to protect Adaptation layer headers and seek SA3’s views on this.
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