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1   Introduction
In current RAN3 specification, it is not clear how to support integrity protection in NG EN-DC and NE-DC, and whether split PDU session should have a unified security protection result for all the DRBs associated this PDU session. Based on SA3’s LS [1], the security related description and IEs should be revised in RAN3 spec.
2   Discussion

In SA3’s LS [1], two questions related to AS security in MR-DC from RAN2 are answered, one is which of bearer types need integrity protection for each of NE-DC, NR-DC and NG EN-DC, and the other one is when the security indication for one PDU session is set to “preferred”, is it required to perform same security protection for all the MN and SN terminated bearers, e.g. IP on or off. 
For Q1, SA3’s answer is as follows:
	· For the case of NE-DC:

· MN terminated DRBs for a PDU session can have UP integrity protection activation on. However, in this case, the MN shall not at any point offload any DRB of such PDU session to the SN.

· SN terminated DRBs for a PDU session always have the UP integrity protection activation “off”.

· For the case of NR-DC:

· MN and/or SN terminated DRBs for a PDU session can have UP integrity protection activation either on or off.

· For the case of NG-EN-DC:

· In release 15, both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off. 

· For all the above cases, all DRBs which belong to the same PDU session shall always have the same UP integrity protection activation, i.e., either on or off.


Proposal 1: In stage 2 spec, the SA3 agreement for IP support in case of MR-DC should be captured.
Proposal 2: In RAN3 stage 3 spec, it should be clarified that in case of NE-DC, i.e. SN is ng-eNB, for a PDU session which is required to be IP activation on, MN should not offload any DRB or QoS flows of this PDU session to SN.

For Q2, SA3 confirms that for split PDU session all DRBs of one PDU session should have the same security protection result regardless of being MN terminated DRB or SN terminated DRB. Regarding how to align the security protection result between MN and SN for split PDU session whose security indication is set to “preferred”, SA3 has discussed and agreed the CR in [2]. The related description is as follows:
	In the case of split PDU session where some of the DRB(s) is terminated at the MN and some DRB(s) is terminated at the SN, the MN shall ensure that all DRBs which belong to the same PDU session have the same UP integrity protection and ciphering activation. In addition, the MN shall inform the SN with its UP integrity protection and ciphering activation decision of any DRB that is offloaded and to be terminated at the SN.


We can see that based on SA3’s discussion, MN should ensure that all the DRBs of the split PDU session allocated in MN and SN should have a unified security protection result. And MN should inform SN with its UP security protection decision of DRB offloaded to SN. Then the most straightforward and simplest way is that MN also decides the security protection results for the split PDU session when some QoS flows of this PDU session are offloaded to SN. In this case, MN should inform its UP security protection decision for the DRBs and QoS flows offloaded to SN during SN addition procedure and SN modification procedure. SA3 also agreed that for the SN terminated PDU session, SN should decide the security protection result in which case MN needs to inform the security indication received from CN to SN. Since the information is transparent to SN whether the PDU session is split PDU session or SN terminated PDU session, the security protection should be performed based on the information received from MN, i.e. if MN sends SN the security indication, and then SN decides security result; if MN sends security result, SN will apply it for the DRBs or QoS flows of the PDU session. In addition, considering one case that a SN terminated PDU session transforms to a split PDU session, in order to align the security decision between MN and SN, MN should apply the decision made by SN, therefore MN should store the security results for SN terminated PDU session in the first place.
Proposal 3: The SA3 agreement that for split PDU session all DRBs of one PDU session should have the same security protection result regardless of being MN terminated DRB or SN terminated DRB should be captured in stage 2 spec.
Proposal 4: In RAN3 stage3 spec, it should be reflected that MN sends SN the security indication for the SN terminated PDU session and the security result for split PDU session.

Proposal 5: In RAN3 stage3 spec, it should be reflected that MN should store the security result decided by SN and apply it in case that SN terminated PDU session turns into split PDU session. 
The related CRs are provided in [3] and [4].

3   Conclusion
Based on the discussion in this paper, we propose to capture the stage 2 and stage 3 CR provided in [3] and [4]. The detailed proposals are:
Proposal 1: In stage 2 spec, the SA3 agreement for IP support in case of MR-DC should be captured.
Proposal 2: In RAN3 stage 3 spec, it should be clarified that in case of NE-DC, i.e. SN is ng-eNB, for a PDU session which is required to be IP activation on, MN should not offload any DRB or QoS flows of this PDU session to SN.

Proposal 3: The SA3 agreement that for split PDU session all DRBs of one PDU session need to have the same security protection result regardless of MN terminated DRB or SN terminated DRB should be captured in stage 2 spec.
Proposal 4: In RAN3 stage3 spec, it should be reflected that MN sends SN the security indication for the SN terminated PDU session and the security result for split PDU session.

Proposal 5: In RAN3 stage3 spec, it should be reflected that MN should store the security result decided by SN and apply it in case that SN terminated PDU session turns into split PDU session. 
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