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1. Introduction
Based on the approved WID in [1], RAN3 has the responsibility for the specification of possible enhancements to F1 interfaces on security protection over the wireless backhaul links, and to E1 on configuration of security protection of F1-U. 

SA3 plans to start the discussions on the security and privacy related normative specification for supporting wireless backhauling of NR base stations at their #94_AH March 2019 meeting. 
It is hereby proposed to discuss the current two architectures options for IAB protocol stack (IPSec-based and PDCP-based) and express a preference to SA3 to minimize their time for specification.
2. Discussion
2.1. Overview of the architectures options

The current two architectures options for the IAB WI follow the CU/DU split architecture, in which the IAB node would correspond to the DU entity connected through the wireless interface to the controlling CU, are as excerpted from [2].
The first option as presented in Figure 1, is the PDCP based framework where the PDCP layer is added between the Adapt and IP layers. As a result, all the protocol headers above IP inclusively will be protected and ciphered by PDCP.
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Figure 1: General IAB CP and UP protocol stack (with PDCP-based option)

The second option as presented in Figure 2, is the IPSec based framework where the IPSec layer is added on top of the IP protocol and will be protecting and ciphering any packets running on top of the IP protocol.
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Figure 2: General IAB CP and UP protocol stack (with IPSec-based option)

2.2. Comparison of the architectures options

a) Protocol overhead

NDS/IP (IPSec) protocol requires the implementation of IPSec security associations as specified in RFC-2401 and IKE protocol used for the negotiation of IPSec SAs as specified in RFC-2407, RFC-2408, RFC-2409. 

In addition, IPSec requires IP protocol which PDCP-based option does not require. 
b) Granularity of security protection

On another hand, with end-to-end security protection and an increase in the number of hops, integrity issues along a route would cause a waste of radio resources since these issues would only be detected at the destination end. 
Therefore, integrity verification at some intermediate hops could be beneficial, thereby radio resources would be saved to transport valid information. To this purpose, configuring PDCP-based security protection for a logical channel, a bearer or a UE is more straightforward than establishing tunnels within the IAB network.
c) Non-IP access

Furthermore, a non-3GPP non-IP UE accessing an IAB network (as per IAB requirement) that supports IPSec only would not benefit security protection from that network. It would then be beneficial to provide PDCP-based option for such UE. 
The table below summarizing the pros/cons of the two options shows a majority of assets for PDCP-based option:
	
	PDCP-based option
	IPSec-based option

	a) Protocol overhead
	(
	(

	b) Granularity of security protection
	Logical channel, Bearer, UE
	Tunnel-based

	c) Non-IP access
	(
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Figure 3: PDCP vs. IPSec-based architectures options
Then it is proposed to discuss and agree to the following proposal:
Proposal 1: Request SA3 to prioritize the PDCP-based option for security protection of F1 interface over the wireless backhaul links.
3. Conclusion 

In this contribution, we make the following proposal:

Proposal 1: Request SA3 to prioritize the PDCP-based option for security protection of F1 interface over the wireless backhaul links.
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