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1
Introduction
In RAN3#102 meeting, an LS [1] as shown below came to RAN3 from SA3 for UP integrity protection for small data in early data transfer. 
	1. Overall Description:

SA3 has revisited the security solution for EDT and agreed to add integrity protection to the UL data. SA3 has agreed to a solution as captured in the attached CR (S3-183651). However, SA3 has not agreed the CR waiting for RAN2 and RAN3 feedback. 

SA3 kindly requests RAN2 and RAN3 to take the attached solution in consideration and inform SA3 during Spokane meeting whether it is ok for SA3 to accept the CR for release 15. 

2. Actions:

To RAN2 and RAN3 group.

ACTION 1: SA3 kindly requests RAN2 and RAN3 to take the above details in consideration and inform SA3 during Spokane meeting of whether the proposed solution can be adopted in release 15 or not. 

ACTION 2: If the RAN2 and RAN3 agrees that this solution can be accepted in release 15, SA3 kindly requests RAN2 and RAN3 to take the attached solution in considerations while finalizing RAN2/RAN3 specifications for small data transmission during EDT.


Additionally, SA3 revisited the UP integrity protection for EDT further in SA3#94 for multiple PDCP PDUs and an LS [2] was sent to RAN3.

	1. Overall Description:

SA3 has revisited UP integrity protection for EDT data and would like to provide the following feedback to RAN2 and RAN3.

The current EDT UP integrity protection mechanism that is documented in TS33.401 v15.6.0 assumes the UE transmits a single PDCP PDU during the EDT Resume procedure.

Upon further analysis, SA3 concluded that the current solution as in TS33.401 v15.6.0 does not address the case when the UE transmit multiple PDCP PDUs in the same EDT Resume procedure. Therefore, SA3 would like to inform RAN2 and RAN3 with possible options for the case of multiple PDCP PDUs.

Option 1: Predefined order of the HASHes of the PDCP PDUs 

Using a predefined order rule which defines the order in which the HASHes of the PDCP PDUs are used when calculating the ShortResumeMAC-I. 

For example, the predefined order rule can be as “Increasing DRB ID followed by increasing PDCP SN”. This could be done on just the transmitted LSBs of PDCP SN or the complete PDCP SN as long as it is clearly specified which one. As an example; in case we have DRB1-ID=10 and DRB2-ID=13, then the order of HASHes should be as follows for 3 PDCP PDUs. PDCP PDU1 (DRB-ID=10, PDCP SN=0), PDCP PDU2 (DRB-ID=10, PDCP SN=1), PDCP PDU3 (DRB-ID=13, PDCP SN=0). 

Therefore, the order of VarShortResumeMAC-Input parameters can be defined as follows:

C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU1, HASHPDU2, and HASHPDU3.

Option 2: Order of PDCP PDUs HASHes communicated to eNB

This solution requires changes to ASN.1 where the UE informs the eNB with the order of the PDCP PDUs HASHes.

Option 3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.

SA3 would like RAN2 and RAN3 to evaluate the above options and to inform SA3 with their feedback. 

2. Actions:

To RAN2 and RAN3 group.

ACTION: SA3 kindly requests RAN2 and RAN3 to evaluate the above options and inform SA3 with their feedback.


In this contribution, we discuss the impacts of UP integrity protection from RAN3 point of view.
2
Discussion 

In SA3 attached CR [3], following changes was made for the introduced UP integrity protection for early data transfer for a single PDCP PDU.
	7.2.11.3
RRC connection resume to a new eNB

In addition, a new input parameter for the calculation and verification of ShortResumeMAC-I is needed to protect the UP data transmitted during the resume procedure, i.e. HASH of uplink PDCP data PDU. The UE shall calculate HASHUE-data as described in Annex I.X with uplink PDCP Data PDU. The UE shall calculate shortResumeMAC-I with source PCI, source C-RNTI, target Cell-ID, and HASHUE-data. The target eNB shall calculate HASHeNB-data as described in Annex I.X with uplink PDCP Data PDU received from the UE, and shall include the HASHeNB-data in the Retrieve UE Context Request message to the source eNB. The source eNB shall verify the ShortResumeMAC-I with the source PCI, source C-RNTI, target Cell-ID and HASHeNB-data.
NOTE 1: 
Since HASHUE-data is input of ShortResumeMAC-I, the HASHUE-data is integrity protected, thus, the input of HASHUE-data, i.e. uplink PDCP Data PDU is integrity protected too. 

NOTE 2: An application cannot assume that all its data will be sent over EDT and hence be integrity protected.


As can be seen above, a new input parameter for the calculation and verification of ShortResumeMAC-I is needed to protect the UP data transmitted during the resume procedure, i.e. HASH of uplink PDCP data PDU. In order to verify the UE, the target eNB shall calculate HASHeNB-data with uplink PDCP Data PDU received from the UE, and shall include the HASHeNB-data in the Retrieve UE Context Request message to the source eNB. Then the source eNB shall verify the ShortResumeMAC-I with the source PCI, source C-RNTI, target Cell-ID and HASHeNB-data. However, since the target eNB has not acquired yet the UE context from the source eNB, it is impossible for the eNB to obtain the PDCP PDU. The target eNB can only acquire the CCCH SDU and a MAC SDU. The target eNB cannot process the MAC SDU, e.g., deliver to upper layer.
Observation1: For the case of a single PDCP PDU in EDT, it is impossible for the target eNB to calculate the HASH of the PDCP PDU as the UE context is not available and the configuration cannot be restored.
For multiple PDCP PDUs, SA3 provided three options below.

Option1: Predefined order of the HASHes of the PDCP PDUs

Option2: Order of PDCP PDUs HASHes communicated to eNB

Above two options have the same issue as the single case, i.e. the target eNB cannot restore the AS configuration and thus cannot calculate the HASH value.
Observation2: For both Option1 and Option2 it is not feasible for the target eNB to calculate the HASH of PDCP PDUs.
Option3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.
From the eNB perspective, it is possible to separate the CCCH SDU and “the other assembled MAC SDU” (the other assembled MAC SDU may contain multiple MAC SDUs). Then the target eNB can calculate the HASH over “the other assembled MAC SDU” and deliver the HASH to source eNB for verification. 
However, as analysed in [4], option 3 has similar problems at the the UE  as option 1 and 2 for the eNB, i.e since the shortResumeMAC-I is included in the CCCH SDU, it should be available before the MAC PDU is assembled and thus the shortResumeMAC-I cannot use the HASH value of the MAC SDU in the calculation. 
Observation3: Option3 is feasible from the eNB point of view but has UE issues.
Taking above observations into account, it seems the UP integrity protection issue is complicated. Therefore, we proposal to ask SA3 to discuss the issue further.
Proposal: Send a further reply LS to SA3 to inform RAN3 observations.
Draft reply LS could be seen in [5].

3
Conclusion

In this contribution, we discussed the UP integrity protection from RAN3 point of view. We proposed that:
Observation1: For the case of a single PDCP PDU in EDT, it is impossible for the target eNB to calculate the HASH of the PDCP PDU as the UE context is not available and the configuration cannot be restored.
Observation2: For both Option1 and Option2 it is not feasible for the target eNB to calculate the HASH of PDCP PDUs.
Observation3: Option3 is feasible from the eNB point of view but has UE issues.
Proposal: Send a further reply LS to SA3 to inform RAN3 observations.
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