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Attachments:

1. Overall Description:

RAN2 would like to thank SA3 for the LS on Using same counter in EDCE5 (S3-182616).
SA3 had pointed out that the usage of different counters (scg-Counter in LTE-DC and sk-Counter in EN-DC) may result in key re-use when going from one DC mode to another (e.g. LTE-DC to EN-DC), which is unacceptable from security point of view. Thus, SA3 had requested RAN2/3 to ensure that one counter value is used regardless of the which counter is used (for the sake of LTE-DC and EN-DC) and for MR-DC and any new types of DC in the future, it was suggested to use only one counter. 

RAN2 agrees with the concern raised by SA3. Already in RAN2 #103, the scg-Counter/sk-Counter issue was discussed. It was agreed that, as SA3 has already observed in the LS, deprecating the sk-Counter is impractical and instead a clarification note has been added to ensure that key-reuse will not happen (clause 5.3.12 TS 36.331, v 15.3.0):

The network ensures that different values are used for the SCG counter and for the sk-Counter when deriving S-KgNB and/or S-KeNB from the same KeNB. 
The remaining variants of MR-DC (i.e. NGEN-DC, NE-DC and NR-DC) will follow the same approach to introduce clarifications like the above, when needed, to make it clear that the network has to ensure key-reuse will not happen.
2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 to take above feedbacks into account.
3. Date of Next RAN2 Meetings:

RAN2#104
12-16 November 2018, Spokane, USA

RAN2#105
25 February - 1 March 2019, Athens, Greece
