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1   Introduction
The enforcement of UE’s maximum bit rate for integrity protection is discussed in [1]. 
Proposal 1: RAN3 to discuss the following two options with bit rate for maximum integrity protection data rate for MR-DC over Xn interface and E1 interface.
· PDU session level to signal the integrity protected data rate

· UE level to signal the integrity protected data rate
This document provides the corresponding TP for the BL CR for TS 38.463.
2   Reference

[1] R3-186947, (TP for NR BL CR for TS 38.423) Maximum Bit Rate for Integrity Protection, Huawei.
3   Annex – TP
It is proposed to make the following changes to TS 38.463.
TP for option 1:
	1st change


9.3.1.57
Maximum Integrity Protected Data Rate
This IE indicates the maximum aggregate data rate for integrity protected DRBs for a UE as defined in TS 38.300 [8].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Maximum IP rate
	M
	
	
Bit Rate

9.3.1.20
	Defines the upper bound of the aggregated data rate of user plane integrity protected data. This limit applies to both UL and DL independently.


	2nd change


9.4.5
Information Element definitions

<Unchange Text Omitted>
MaximumIPdatarate ::= SEQUENCE {


maxIPrate


BitRate,


iE-Extensions

ProtocolExtensionContainer { {MaximumIPdatarate-ExtIEs} }
OPTIONAL,


...

}

MaximumIPdatarate-ExtIEs E1AP-PROTOCOL-EXTENSION ::= {


...

}






<Unchange Text Omitted>

TP for option 2:
	1st change


9.2.2.1
BEARER CONTEXT SETUP REQUEST

This message is sent by the gNB-CU-CP to request the gNB-CU-UP to setup a bearer context. 

Direction: gNB-CU-CP ( gNB-CU-UP

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	Security Information
	M
	
	9.3.1.10
	
	YES
	reject

	UE DL Aggregate Maximum Bit Rate
	M
	
	Bit Rate 9.3.1.20
	
	YES
	reject

	UE Maximum Integrity Protected Data Rate
	O
	
	Bit Rate 9.3.1.20
	
	YES
	reject

	Serving PLMN
	M
	
	PLMN Identity 

9.3.1.7
	
	YES
	ignore

	Activity Notification Level
	M
	
	ENUMERATED (DRB, PDU Session, UE, …)
	
	YES
	reject

	UE Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to UE. 
	-
	-

	Bearer Context Status Change
	O
	
	ENUMERATED (Suspend, Resume, …)
	Indicates to Suspend or Resume the Bearer Context
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRB To Setup List
	
	1
	
	
	YES
	reject

	>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>PDCP Configuration 
	M
	
	9.3.1.38
	
	-
	-

	>>>>E-UTRAN QoS
	M
	
	9.3.1.17
	
	-
	-

	>>>>S1 UL UP Transport Layer Information 
	M
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>Data Forwarding Information Request
	O
	
	9.3.2.5
	
	-
	-

	>>>>Cell Group Information
	M
	
	9.3.1.11
	The gNB-CU-UP shall provide one UL UP Transport Layer Information Item per cell group entry.
	-
	-

	>>>>DL UP Parameters
	O
	
	9.3.1.13
	
	-
	-

	>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>NG-RAN
	
	
	
	
	
	

	>>PDU Session Resource To Setup List
	
	1
	
	
	YES
	reject

	>>>PDU Session Resource To Setup Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>>>>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>>>>PDU Session Type 
	M
	
	9.3.1.22
	
	-
	-

	>>>>S-NSSAI 
	M
	
	9.3.1.9
	
	-
	-

	>>>>Security Indication 
	M
	
	9.3.1.23
	
	-
	-

	>>>>PDU Session Resource DL Aggregate Maximum Bit Rate
	O
	
	9.3.1.20
	This IE shall be present when at least one non-GBR QoS Flows is being setup.
	-
	-

	>>>>NG UL UP Transport Layer Information
	M
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>PDU Session Data Forwarding Information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>PDU Session Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to PDU Session.
	-
	-

	>>>>DRB To Setup List
	
	1
	
	
	-
	-

	>>>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>>>DRB ID
	M
	
	9.3.1.16
	
	-
	-

	>>>>>>SDAP Configuration
	M 
	
	9.3.1.39
	
	-
	-

	>>>>>>PDCP Configuration
	M
	
	9.3.1.38
	
	-
	-

	>>>>>>Cell Group Information
	M
	
	9.3.1.11
	The gNB-CU-UP shall provide one UL UP Transport Layer Information Item per cell group entry.
	-
	-

	>>>>>>Flow Mapping Information 
	M
	
	QoS Flow QoS Parameters List

9.3.1.25
	
	-
	-

	>>>>>>DRB Data forwarding information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>>>>>PDCP UL Count
	O
	
	PDCP Count 9.3.1.35
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>>>PDCP DL Count
	O
	
	PDCP Count  9.3.1.35
	PDCP count for next DL packet to be assigned.
	-
	-


	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.


	2nd change


9.2.2.4
BEARER CONTEXT MODIFICATION REQUEST

This message is sent by the gNB-CU-CP to request the gNB-CU-UP to setup a bearer context. 

Direction: gNB-CU-CP ( gNB-CU-UP

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	Security Information
	O
	
	9.3.1.10
	
	YES
	reject

	UE DL Aggregate Maximum Bit Rate
	O
	
	Bit Rate 9.3.1.20
	
	YES
	reject

	UE Maximum Integrity Protected Data Rate
	O
	
	Bit Rate 9.3.1.20
	
	YES
	reject

	Bearer Context Status Change
	O
	
	ENUMERATED (Suspend, Resume, …)
	Indicates to Suspend or Resume the Bearer Context
	YES
	reject

	New UL TNL Information Required
	O
	
	ENUMERATED (required, …)
	Indicates that new UL TNL information has been requested to be provided.
	YES
	reject

	UE Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to UE.
	-
	-

	CHOICE System
	O
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRB To Setup List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>PDCP Configuration 
	M
	
	9.3.1.38
	
	-
	-

	>>>>E-UTRAN QoS
	M
	
	9.3.1.17
	
	-
	-

	>>>>S1 UL UP Trasnport Layer Information
	M
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>Data Forwarding Information Request
	O
	
	9.3.2.5
	
	-
	-

	>>>>Cell Group Information
	M
	
	9.3.1.11
	The gNB-CU-UP shall provide one UL UP Transport Layer Information Item per cell group entry
	-
	-

	>>>>DL UP Parameters
	O
	
	9.3.1.13
	
	-
	-

	>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>DRB To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>PDCP Configuration 
	O
	
	9.3.1.38
	
	-
	-

	>>>>E-UTRAN QoS
	O
	
	9.3.1.17
	
	-
	-

	>>>>S1 UL UP Transport Layer Information
	O
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>Data Forwarding Information Request
	O
	
	9.3.2.5
	
	-
	-

	>>>>PDCP Count Request
	O
	
	ENUMERATED (requested, …)
	The gNB-CU-CP requests the gNB-CU-UP to provide the PDCP Count in the response message.
	-
	-

	>>>>PDCP UL Count
	O
	
	PDCP Count

9.3.1.35
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>PDCP DL Count
	O
	
	PDCP Count 

9.3.1.35
	PDCP count for next DL packet to be assigned.
	-
	-

	>>>>DL UP Parameters 
	O
	
	9.3.1.13
	
	-
	-

	>>>>Cell Group To Add
	O
	
	9.3.1.11
	
	-
	-

	>>>>Cell Group To Modify 
	O
	
	9.3.1.11
	
	-
	-

	>>>>Cell Group To Remove 
	O
	
	9.3.1.11
	
	-
	-

	>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>DRB To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>NG-RAN
	
	
	
	
	
	

	>>PDU Session Resource To Setup List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Setup Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>>>>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>>>>PDU Session Type 
	M
	
	9.3.1.22
	
	-
	-

	>>>>S-NSSAI 
	M
	
	9.3.1.9
	
	-
	-

	>>>>Security Indication 
	M
	
	9.3.1.23
	
	-
	-

	>>>>PDU Session Resource DL Aggregate Maximum Bit Rate
	O
	
	9.3.1.20
	This IE shall be present when non-GBR QoS Flows are setting up.
	-
	-

	>>>>NG UL UP Transport Layer Information
	M
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>PDU Session Data Forwarding Information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>PDU Session Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to PDU Session.
	-
	-

	>>>>DRB To Setup List
	
	1
	
	
	-
	-

	>>>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>>>DRB ID
	M
	
	9.3.1.16
	
	-
	-

	>>>>>>SDAP Configuration
	M 
	
	9.3.1.39
	
	-
	-

	>>>>>>PDCP Configuration
	M
	
	9.3.1.38
	
	-
	-

	>>>>>>Cell Group Information
	M
	
	9.3.1.11
	The gNB-CU-UP shall provide one UL UP Transport Layer Information Item per cell group entry.
	-
	-

	>>>>>>Flow Mapping Information 
	M
	
	QoS Flow QoS Parameters List

9.3.1.25
	
	-
	-

	>>>>>>DRB Data forwarding information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>>>>>PDCP UL Count
	O
	
	PDCP Count

9.3.1.35
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>>>PDCP DL Count
	O
	
	PDCP Count 

9.3.1.35
	PDCP count for next DL packet to be assigned.
	-
	-

	>>PDU Session Resource To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>>>>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>>>>PDU Session Type 
	O
	
	9.3.1.22
	
	-
	-

	>>>>S-NSSAI 
	O
	
	9.3.1.9
	
	-
	-

	>>>>Security Indication 
	O
	
	9.3.1.23
	
	-
	-

	>>>>PDU Session Resource DL Aggregate Maximum Bit Rate
	O
	
	9.3.1.20
	
	-
	-

	>>>>NG UL UP Transport Layer Information
	O
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-

	>>>>PDU Session Data Forwarding Information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>PDU Session Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to PDU Session.
	-
	-

	>>>>DRB To Setup List
	
	0..1
	
	
	-
	-

	>>>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>>>DRB ID
	M
	
	9.3.1.16
	
	-
	-

	>>>>>>SDAP Configuration
	M
	
	9.3.1.39
	
	-
	-

	>>>>>>PDCP Configuration
	M
	
	9.3.1.38
	
	-
	-

	>>>>>>Cell Group Information
	M
	
	9.3.1.11
	
	-
	-

	>>>>>>Flow Mapping Information 
	M
	
	QoS Flow QoS Parameters List

9.3.1.25
	
	-
	-

	>>>>>>DRB Data Forwarding Information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	
	-
	-

	>>>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>>>>>PDCP UL Count
	O
	
	PDCP Count

9.3.1.35
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>>>PDCP DL Count
	O
	
	PDCP Count 

9.3.1.35
	PDCP count for next DL packet to be assigned.
	-
	-

	>>>>DRB To Modify List
	
	0.. 1
	
	
	-
	-

	>>>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>>>SDAP Configuration
	O
	
	9.3.1.39
	
	-
	-

	>>>>>>PDCP Configuration 
	O
	
	9.3.1.38
	
	-
	-

	>>>>>>DRB Data forwarding information Request
	O
	
	Data Forwarding Information Request 

9.3.2.5
	Overrides previous information.
	-
	-

	>>>>>>PDCP Count Request
	O
	
	ENUMERATED (requested, …)
	The gNB-CU-CP requests the gNB-CU-UP to provide the PDCP Count in the response message.
	-
	-

	>>>>>>PDCP UL Count
	O
	
	PDCP Count

9.3.1.35
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>>>PDCP DL Count
	O
	
	PDCP Count 

9.3.1.35
	PDCP count for next DL packet to be assigned.
	-
	-

	>>>>>>DL UP Parameters
	O
	
	9.3.1.13
	
	-
	-

	>>>>>>Cell Group To Add
	O
	
	9.3.1.11
	
	-
	-

	>>>>>>Cell Group To Modify 
	O
	
	9.3.1.11
	
	-
	-

	>>>>>>Cell Group To Remove 
	O
	
	9.3.1.11
	
	-
	-

	>>>>>>Flow Mapping Information 
	O
	
	QoS Flow QoS Parameters List

9.3.1.25
	Overrides previous mapping information. 
	-
	-

	>>>>>>DRB Inactivity Timer
	O
	
	Inactivty Timer 

9.3.1.54
	Included if the Activity Level Notification is set to DRB.
	-
	-

	>>>>DRB To Remove List
	
	0.. 1
	
	
	-
	-

	>>>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	-
	-

	>>>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>PDU Session Resource To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Remove Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>>>>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-


	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.


	3rd change


9.3.1.23
Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.

	
	
	
	
	


	
	

	
	


	4th change


<Unchange Text Omitted>

BitRate
<Unchange Text Omitted>
id-ueMaximumIntegrityProtectedDataRate
<Unchange Text Omitted>
BearerContextSetupRequestIEs E1AP-PROTOCOL-IES ::= {


{ ID id-gNB-CU-CP-UE-E1AP-ID



CRITICALITY reject
TYPE GNB-CU-CP-UE-E1AP-ID






PRESENCE mandatory }|


{ ID id-SecurityInformation




CRITICALITY reject
TYPE SecurityInformation






PRESENCE mandatory }|


{ ID id-UEDLAggregateMaximumBitRate


CRITICALITY reject
TYPE BitRate









PRESENCE mandatory }|

{ ID id-ueMaximumIntegrityProtectedDataRate
CRITICALITY reject

TYPE BitRate





PRESENCE optional }|

{ ID id-Serving-PLMN





CRITICALITY ignore
TYPE PLMN-Identity








PRESENCE mandatory }|

{ ID id-ActivityNotificationLevel


CRITICALITY reject
TYPE ActivityNotificationLevel




PRESENCE mandatory }|

{ ID id-UE-Inactivity-Timer




CRITICALITY reject
TYPE Inactivity-Timer







PRESENCE optional  }|

{ ID id-BearerContextStatusChange


CRITICALITY reject
TYPE BearerContextStatusChange




PRESENCE optional  }|

{ ID id-System-BearerContextSetupRequest
CRITICALITY reject
TYPE System-BearerContextSetupRequest



PRESENCE mandatory },


...

} 

<Unchange Text Omitted>
BearerContextModificationRequestIEs E1AP-PROTOCOL-IES ::= {


{ ID id-gNB-CU-CP-UE-E1AP-ID




CRITICALITY reject
TYPE GNB-CU-CP-UE-E1AP-ID








PRESENCE mandatory }|


{ ID id-gNB-CU-UP-UE-E1AP-ID




CRITICALITY reject
TYPE GNB-CU-UP-UE-E1AP-ID








PRESENCE mandatory }|


{ ID id-SecurityInformation





CRITICALITY reject
TYPE SecurityInformation








PRESENCE optional  }|


{ ID id-UEDLAggregateMaximumBitRate



CRITICALITY reject
TYPE BitRate











PRESENCE optional  }|

{ ID id-ueMaximumIntegrityProtectedDataRate

CRITICALITY reject
TYPE BitRate








PRESENCE optional }|

{ ID id-BearerContextStatusChange



CRITICALITY reject
TYPE BearerContextStatusChange






PRESENCE optional  }|

{ ID id-New-UL-TNL-Information-Required


CRITICALITY reject
TYPE New-UL-TNL-Information-Required




PRESENCE optional  }|

{ ID id-UE-Inactivity-Timer





CRITICALITY reject
TYPE Inactivity-Timer









PRESENCE optional  }|

{ ID id-System-BearerContextModificationRequest
CRITICALITY reject
TYPE System-BearerContextModificationRequest

PRESENCE optional  },


...

} 

<Unchange Text Omitted>
SecurityIndication ::= SEQUENCE {


integrityProtectionIndication


IntegrityProtectionIndication,


confidentialityProtectionIndication

ConfidentialityProtectionIndication,


iE-Extensions

ProtocolExtensionContainer { {SecurityIndication-ExtIEs} }
OPTIONAL,


...

}

<Unchange Text Omitted>
id-ueMaximumIntegrityProtectedDataRate












ProtocolIE-ID ::= xx
<Unchange Text Omitted>
	End of changes
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