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1. Introduction
In last meeting, RAN2 identified the security-related issue in the RNAU without context relocation [1]. The main issue is that after RNAU without context relocation, the last serving gNB may suffer from the problem related to the UE authentication during the next resume procedure. In this contribution, we examine this issue and then provide our solution to solve this problem.
2. Discussion
Recently, the RAN2 identified the security-related issue in the RNAU without context relocation as follows [1]:
	LS from RAN2 [1]:
…
Upon reception of RRCRelease the UE stores the PCI of the serving cell and the current C-RNTI, which will be used to calculate resumeMAC-I for the next resume procedure.
If the last serving gNB does not store the PCI and C-RNTI associated with the cell from which the UE received the RRCRelease message, the next resume procedure will fail.
RAN2 decided that it is up to RAN3 to solve the issue without any stage 3 impact to RAN2 specifications.
…


During the first RNAU without context relocation, there is no issue. However, the last serving gNB may suffer from the problem related to the UE authentication during the next resume procedure. 
As highlighted one above, at the end of first RNAU procedure without context relocation, the UE stores new values for PCI and C-RNTI associated with the cell from which the UE received the RRC Release message with SuspendConfig, whereas the last serving gNB cannot update this information. This is because the UE is located into the gNB other than the last serving gNB. Therefore, the last serving gNB still has the old PCI and C-RNTI, which was used to calculate resumeMAC-I during first RNAU without context relocation. For the next resume procedure, since the UE and last serving gNB have different PCI and C-RNTI, the authentication for that UE is failed. 
To solve this problem without any stage 3 impact to RAN2 specifications, the last serving gNB needs to know the PCI and C-RNTI associated with the cell where the RRC connection has been requested to be resumed during the first RNAU without context relocation. This is because these values become the input to calculate the resumeMAC-I for the next resume procedure.

To this end, when the RRC resume cause in the RRC Resume Request message is set to the RNA update, the target gNB should contain the PCI and C-RNTI associated with the cell where the RRC connection has been requested to be resumed, with the RRC resume cause in the XnAP Retrieve UE Context Request message. Upon the reception of the RRC resume cause, the last serving gNB may decide whether to provide the UE context to the target gNB. For RNAU without context relocation, the last serving gNB shall respond to the target gNB with the Retrieve UE Context Failure message containing the Old NG-RAN node to New NG-RAN node Resume Container IE and then store the PCI and C-RNTI in the Retrieve UE Context Request message to calculate resumeMAC-I for the next resume procedure.

For RNAU with context relocation, the target gNB becomes the serving gNB. Since the target gNB knows the PCI and C-RNTI associated with the cell from which the UE received the RRC Release message, the last serving gNB needs not to store this information. 
Proposal 1: It is proposed to add the PCI and C-RNTI in the XnAP Retrieve UE Context Request message in case of RNA update.
Proposal 2: It is proposed to agree the text proposal in the appendix of this contribution.
3. Conclusion
In this contribution, we focused on the security-related issue in the RNAU without context relocation and provided our view on it. The following proposal is kindly suggested to RAN3:
Proposal 1: It is proposed to add the PCI and C-RNTI in the XnAP Retrieve UE Context Request message in case of RNA update.

Proposal 2: It is proposed to agree the text proposal in the appendix of this contribution.
4. References

[1] R3-186288, “LS on RNAU without context relocation,” November, 2018.
5. Appendix : Text proposal to TS 38.423
This appendix provides the Text proposal to TS 38.423 based on the proposals of this contribution.
---------------- Start of the First Change ---------------
8.2.4.2
Successful Operation
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Figure 8.2.4.2-1: Retrieve UE Context, successful operation

The new NG-RAN node initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old NG-RAN node.

If the old NG-RAN node is able to identify the UE context by means of the UE Context ID, and to successfully verify the UE by means of the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message, and decides to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT RESPONSE message.
If the NG-RAN Cell PCI IE and C-RNTI IE are contained in the RETRIEVE UE CONTEXT REQUEST message, and the old NG-RAN node decides to provide the UE context to the new NG-RAN node, it shall discard this information.
If the Index to RAT/Frequency Selection Priority IE is contained in the RETRIEVE UE CONTEXT RESPONSE message, the new NG-RAN node shall store this information and use it as defined in TS 23.501 [7].

If the Location Reporting Information IE is included in the RETRIEVE UE CONTEXT RESPONSE message, then the new NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].

8.2.4.3
Unsuccessful Operation
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Figure 8.2.4.3-1: Retrieve UE Context, unsuccessful operation

If the old NG-RAN node is not able to identify the UE context by means of the UE Context ID, or if the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message is not valid, or, if it decides not to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.
If the NG-RAN Cell PCI IE and C-RNTI IE are contained in the RETRIEVE UE CONTEXT REQUEST message, and the old NG-RAN node decides not to provide the UE context to the new NG-RAN node, it shall store this information and use it as specified in TS 38.331 [10] and TS 36.331 [14].
If the Old NG-RAN node to New NG-RAN node Resume Container IE is included in the RETRIEVE UE CONTEXT FAILURE message, the new NG-RAN node should transparently forward the content of this IE to the UE as described in TS 38.300 [9].

---------------- End of the First Change ---------------
---------------- Start of the Second Change ---------------
9.1.1.8
RETRIEVE UE CONTEXT REQUEST

This message is sent by the new NG-RAN node to request the old NG-RAN node to transfer the UE Context to the new NG-RAN.

Direction: new NG-RAN node ( old NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	ignore

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	reject

	UE Context ID
	M
	
	9.2.3.40
	
	YES
	reject

	Integrity protection
	M
	
	BIT STRING (SIZE (16)) 
	ShortMAC-I either contained in the RRCConnection ResumeRequest message as defined in TS 38.331 [10])

or in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])
	YES
	reject

	New Cell Identifier
	M
	
	NG-RAN Cell Identity

9.2.2.9
	The Cell Identifier of the cell where the RRC connection has been requested to be resumed or to be re-established.
	YES
	reject

	RRC Resume Cause
	O
	
	9.2.3.61
	In case of RNA Update, contains the cause value provided by the UE in the RRC ResumeRequest message, as defined in TS 38.331 [10],

or in the RRCConnection ResumeRequest message, as defined in TS 36.331 [14].
	YES
	ignore

	NG-RAN Cell PCI
	O
	
	9.2.2.10
	In case of RNA Update, this IE shall be present.
PCI of the cell the UE is trying to resume.
	YES
	Ignore

	C-RNTI
	O
	
	BIT STRING (SIZE (16))
	In case of RNA Update, this IE shall be present.
C-RNTI the UE has in the cell the UE is trying to resume.
	YES
	ignore


---------------- End of the Second Change ---------------[image: image3.png]



old  NG-RAN node
new  NG-RAN node
RETRIEVE UE CONTEXT REQUEST
RETRIEVE UE CONTEXT RESPONSE



old  NG-RAN node
new  NG-RAN node
RETRIEVE UE CONTEXT REQUEST
RETRIEVE UE CONTEXT FAILURE



