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1	Introduction
At the previous meeting the topic of IP termination was discussed for IAB Architecture group 1a. During the discussion it turned out that not all companies have a clear understanding of how Network Domain Security (NDS) works (meeting minutes are in Annex A). This paper presents some background information on how NDS works and how it can be applied to IAB nodes. 
2 	What is NDS, as defined in 3GPP?
The 3GPP standards contains two specifications related to Network Domain Security. TS 33.210, which focuses on the IP Network Layer Security, covers the security architecture for network domain IP based interfaces that shall be applied to NDS/IP-networks (i.e. 3GPP and fixed broadband networks). TS 33.310 on the Authentication Framework covers the authentication of network elements, which are using NDS/IP or TLS, and the Certificate Enrolment procedure for Base Stations.
[bookmark: _Toc528682383][bookmark: _Toc528850343]IP Network Layer Security is specified in 3GPP TS 33.210 and Authentication Framework for NDS/IP or TLS is specified in 3GPP TS 33.310. 
The NDS architecture is based on the notion of security domains. An NDS/IP-network is sectioned into security domains that typically coincide with operator network borders. At the edge of a security domain there is the Security Gateway (SEG) supporting the Za and Zb interfaces for communicating respectively with other SEGs, at the border of different security domains, and any other Network Entities (NEs). As mandated in TS 33.210, IPsec and IKEv2 (IKE stands for Internet Key Exchange) are used to secure the communication over the Za and Zb interfaces. IPsec and IKEv2 are the de-facto security protocols for end-to-end protection at the IP layer.
To be able to bootstrap the IPsec tunnels using IKEv2, it is assumed that the communicating entities (SEGs or NEs) are provisioned with certificates. TS 33.310 goes to the full extent of explaining how to set up a Public Key Infrastructure (PKI) and handle cross certification in the scenario where the SEGs belong to different operators or in general to different administrative domains. Within the same operator domain, there is no need for cross-certification and the management of certificates is simpler.
[bookmark: _Toc528682384][bookmark: _Toc528850344]Network Elements (such as gNBs, CUs, DUs) are provisioned with certificates used to setup NDS (see TS 33.310).

3 	How is NDS applied to protect RAN interfaces?
The use of NDS/IP for the protection of selected network interfaces was mandated in EPS and is now mandated in 5GS for the protection of all the RAN interfaces. As described in TS 33.501, the protection of the IP based interfaces (Xn, N2, N3, F1 and E1) shall be done according to NDS/IP as specified in TS 33.210. 
IPsec ESP (Encapsulating Security Payload) according to RFC 4303 [4] is expected to be supported by the gNB as profiled by TS 33.210. For IPsec implementation, tunnel mode is mandatory to support while transport mode is optional. IKEv2 certificate-based authentication implementation shall be supported according to TS 33.310. The certificates shall be supported according to the profile described in TS 33.310. IKEv2 shall be supported conforming to the IKEv2 profile described in TS 33.310. 
On top of IPsec, TS 33.501 mandates the support of DTLS (Datagram Transport Level Security) for the SCTP-based interfaces, i.e. F1-C, E1 and N2. The use of NDS/IP and DTLS provides integrity, confidentiality and replay protection as required by SA3. Supporting both DTLS and IPsec allows decoupling the protection mechanism of the management and signaling interfaces from that of the user plane interfaces.
[bookmark: _Toc528682385][bookmark: _Toc528850345]According to TS 33.501, both NDS/IP (IPsec) and DTLS are mandated to be supported for nodes terminating the F1 interface.
It is worth mentioning that IPsec is used in 5G System over non-3GPP access to protect the communication between the UE and N3IWF (Non-3GPP Inter-Working Function) like how it was used in EPS between the UE and the ePDG (Evolved Packet Data Gateway) (see TS 33.402). This is without making any distinction on the type of the underlying access, i.e. whether it is wired or wireless. For example, almost all of us use IPsec for VPN access of our company servers over the 3GPP Wi-Fi network during 3GPP meetings (or via a Wi-Fi network tethered via the LTE connection of a mobile phone), the same way we can use it over a wired network. 
[bookmark: _Toc528682386][bookmark: _Toc528850346]NDS security mechanisms operate on the IP layer and above and make no assumption on underlaying accesses or protocols i.e. if it is wired or wireless.
4 	Can NDS be supported over Wireless Backhaul?
As indicated in the previous sections, NDS can be supported also over wireless backhaul. Consider the scenario shown in the figure below. For IPsec, it is possible to support it end to end between IAB-node 2 and SEG, or in a hop-by-hop fashion between IAB-node 2 and Donor DU, and between Donor DU and SEG. DTLS can be supported end to end between IAB node 2 and CU-CP. The mechanism specified in TS 33.310 can be used to setup NDS as is. 



[bookmark: _Toc528682387]
[bookmark: _Toc528850347]NDS security mechanisms can be used to protect F1 signalling in multi-hop IAB network as is, without any standardization impact. 

5	Conclusion
The following observations regarding NDS is made:
Observation 1	IP Network Layer Security is specified in 3GPP TS 33.210 and Authentication Framework for NDS/IP or TLS is specified in 3GPP TS 33.310.
Observation 2	Network Elements (such as gNBs, CUs, DUs) are provisioned with certificates used to setup NDS (see TS 33.310).
Observation 3	According to TS 33.501, both NDS/IP (IPsec) and DTLS are mandated to be supported for nodes terminating the F1 interface.
Observation 4	NDS security mechanisms operate on the IP layer and above and make no assumption on underlaying accesses or protocols i.e. if it is wired or wireless.
Observation 5	NDS security mechanisms can be used to protect F1 signalling in multi-hop IAB network as is, without any standardization impact.

Annex A
R2-1814071	Comparison of Adapt with vs. without IP for IAB arch 1	Qualcomm Inc	discussion
-	Nokia points out that what is visible is the IP flow.
-	Nokia doesn’t agree with “Additional effort when upgrading IAB-nodes to IAB-donor-DUs”
=>	Noted 

[103bis#xx][NR - IAB] Adaptation layer non-IP or IP (Ericsson)
	Intended outcome: Agree on TP for comparison between non-IP-based and IP-based Adapt for architecture 1a
	Deadline:  Thursday 2018-11-02 


Discussion:
Downscoping of adaptation with or without IP
-	KDDI thinks that we should identify what the problems are with each solution 
-	Ericsson would like to add some additional benefits to the comparison table 
-	ZTE thinks that we can keep the GTP header and then work on the other headers. Intel is concerned with the overhead.  Nokia thinks the overhead is overestimated.
-	Qualcomm explains that GTP header can still be there with the solution without IP. 
-	AT&T and KDDI sees a complexity associated with integration of non-IP.  Huawei doesn’t see the issue.  
-	Nokia thinks we need take a closer look in more details, with the unified design in mind
-	Huawei would like to see a paper from Ericsson explaining how security NDS would work.  Qualcomm explains that NDS is known protocol and it should work.  
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