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1 Introduction
In RAN3 Ad-hoc #1807 meeting [1], there were 5 alternatives proposed for the control plane protocol stacks of architecture 1a. And in the RAN2 #103bis meeting [2], a comparison of these control plane protocol stack alternatives for architecture 1a was discussed and the following agreement was achieved.
Agreements

=> Only 1A CP architecture variants 2 and 4 to be considered for further study
In this contribution, we present some further analysis and propose a further down-selection between alternative 2 and alternative 4.
2 Discussion
 The following are illustrative examples of the protocol stacks for alternative 2 and 4.
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Figure 1: Example for alternative 2 of architecture 1a. 2a: UE’s RRC, 2b: MT’s RRC, 2c: DU’s F1-AP
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Figure 2: Example for alternative 4 of architecture 1a. 4a: UE’s RRC, 4b: MT’s RRC, 4c: DU’s F1-AP 

In RAN2#103, the transport of IAB related CP protocols over a wireless interface was discussed. The aspects that a wireless transport should support in order to be suitable to carry CP interfaces for IAB were debated, and it was agreed to have an e-mail discussion until the October 2018 RAN WG meeting, to address both RAN2 and RAN3 concerns and considerations. After the email discussion, it was agreed that the following essential functionalities are required for transporting control plane messages between the donor CU and IAB DUs over the IAB backhaul network:
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Since only alternative 2 and 4 are agreed to be considered for further study, in the following, we briefly discuss how these essential aspects can be realized with CP alternative 2 (based on PDCP) and CP alternative 4 (based on DTLS/SCTP/IP). 
2.1 Comparison between CP Alternative 2 and Alternative 4 solutions 

The following provides additional comparisons and analyses between CP alternatives 2 and 4.

Reliable transport
First backhaul links are expected to be more stable than the access link due to fixed location of the IAB nodes. Also traffic congestion in the control plane is less likely to occur than for user plane data. Once congestion occurs, E2E ARQ in RLC and HARQ in MAC can perform retransmission to provide reliable transmission.

It has been agreed in RAN2 ad-hoc #1807 that flow control and congestion handling should be studied for IAB. As for the flow control mechanism provided by SCTP, it is optimized for traditional wired networks. Whether it is suitable for wireless transmission in the IAB scenario may need to be further studied. Also it can only achieve end-to-end flow control since SCTP only resides in the CU and IAB DU. On the other hand, PDCP supports additional functionality that contributes to the reliability of wireless transport (e.g. packet duplication). There is a need to further study whether DTLS/SCTP/IP can achieve wireless transport reliability that is comparable to that achievable by existing L2 protocols. 
In addition, while SCTP could provide flow control for F1-AP only, a unified flow control mechanism that applies for both control plane and user plane is preferred. However, as discussed in another contribution [3], both hop-by-hop flow control and end-to-end flow control should be considered for an IAB network. In general an IAB node can report link status and/or packet delivery status to an IAB donor or an upstream IAB node, in order to handle congestion. Therefore, it is not clear if the flow control supported by SCTP would be sufficient or appropriate in the case of IAB. 
Observation 1: Reliability can be guaranteed by retransmission of ARQ in RLC and HARQ in MAC.
Observation 2: A flow control mechanism supported by L2 protocols is more suitable for IAB than SCTP when considering unified flow control mechanism for CP and UP.

In-order delivery

In-order delivery is a basic function of the PDCP protocol, and it is proven to work well over the air interface. PDCP supports re-ordering by delivering PDCP SDUs to upper layers in ascending order of the associated COUNT value. When the re-ordering timer expires with some missing packets, a PDCP status report can be reported to the transmitting entity, and PDCP retransmission could be used to guarantee PDU delivery. Perhaps in-order delivery could also be guaranteed by an SCTP-based F1-AP transport without setting a re-ordering timer, but this may cause too much latency as unexpected blockage or RLF of a BH link may result in an unspecified wait times with ordered SCTP delivery. 
Observation 3: In-order delivery and re-ordering functions are best supported by PDCP layer for F1-AP transporting.
Multi-streams and bounded latency
In order to differentiate control plane and user plane data priority, a multi-streams property was originally introduced in SCTP as an enhancement over TCP. However, for IAB, F1-AP between donor CU and IAB DU only supports control plane signalling. F1-AP can be carried on a dedicated SRB. In addition, different RLC-channels/SRBs would still be needed to distinguish the priority for packets from different streams, since SCTP/IP layer sits above the adaption function.

As for low bounded latency, UP and CP packets are normally separated into different logical channels with CP always given higher priority by the scheduler. Furthermore, L2 processing of the CP packets for one IAB node should not significant impact the latency experienced by the CP of another IAB node due to typically small CP packet size. Therefore, head of line blocking should not be a concern for IAB CP. In addition, if the above-MAC architecture is used for adapt, the scheduler can guarantee fairness and optimize prioritization of packets carried by SRBs corresponding to different IAB nodes.
As a result, it’s not necessary to introduce SCTP’s multi-streams approach in addition to the differentiation provided by different RLC-channels/SRBs, as this will result in a significant increase of complexity.
Observation 4: Head of line blocking can be solved by introducing different SRBs for FI-AP signals with different priorities. It’s not necessary to introduce SCTP’s multi-streams approach as this will lead to a significant increase of complexity of the IAB solution.
Route redundancy

At RAN3#100, it has been agreed that IAB should support route redundancy and this has been included into TR 38.874. Redundant routes between donor and an IAB node may be configured to use a hot standby approach. It is also possible that redundant routes are used concurrently, e.g., to achieve load balancing or increased packet delivery reliability. Therefore, there is no need to introduce the multi-homing approach used in SCTP for IAB, as this will also result in an unnecessary increase of complexity. Furthermore, it is not clear that SCTP’s multi-homing feature would be useful for IAB unless the topology of the underlying wireless transport network already provides redundant routes. Also, it is not entirely clear how exploitation of this route redundancy would be guaranteed with SCTP/IP.
Observation 5: Route redundancy can be achieved by the adaption layer with appropriate topology and route management.
Overhead and complexity
With respect to overhead and complexity, Alt 4 has significant extra overhead compared to the other alternatives, which is reflected in the following two aspects.
1) Packet header
PDCP only needs at most a 3 byte packet header for SN and other fields. But for the DTLS/SCTP/IP protocols of alternative 4, as shown in the Figure 3, at least 39 bytes are needed. This approach includes many unnecessary fields, e.g. stream identifier, protocol identifier in SCTP and source IP address, destination IP address in IP.
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Figure 3: Protocol header for alternative 4 of architecture 1a for DU’s F1-AP
2) Signaling overhead for frequent handshakes
Frequent handshake for the connection setup procedures and additional overhead for connection maintenance (such as association connection state) will be introduced if SCTP is used for the transmission of DU’s F1-AP. DTLS also requires additional handshakes between client and server, and these handshake messages can be quite large (in theory up to 2^24-1 bytes) [4].
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Figure 4: SCTP 4-ways handshake
Observation 6: PDCP is more suitable for transporting of F1-AP over the air-interface due to lower overhead and less complexity than SCTP/DTLS/IP.

Security 

Ciphering/deciphering and integrity protection/integrity verification provided by PDCP can be reused for security of the wireless backhaul. The same security framework can be applied to both CP and UP. On the other hand, some aspects of DTLS are still under discussion in SA3 and it has not be evaluated for application over a wireless link. 

Observation 7: Ciphering/deciphering and integrity protection/integrity verification provided by PDCP layer can be reused for security of the wireless backhaul with the same framework for CP and UP.
The realization of above functionalities can be summarized in the following table for PDCP based Alt. 2 of architecture group 1a.
Table 1 Realization of CP functionalities for PDCP based Alt. 2 
	CP functionality
	Realization

	Reliable transport
	Reliable transport achieved via error correction capabilities of RLC (ARQ) and MAC (HARQ), and interaction of RLC-channel with PDCP to indicate successful transmission of PDCP PDUs

	Flow control
	A flow control mechanism can be introduced at L2 such that the IAB node can report link status and/or packet delivery status to an IAB donor or an upstream IAB node

	In-order delivery
	In order delivery and reordering if necessary is provided by PDCP layer

	Low Bounded latency
	Prioritized scheduling of SRB packets vs. DRB packets on BH interfaces. In addition, if above-MAC architecture is used for Adapt, scheduler can guarantee fairness and optimize prioritization of packets (messages) carried by SRBs corresponding to different IAB nodes

	Route redundancy
	Route redundancy can be achieved with topology and route managements

	Security
	Ciphering/deciphering and integrity protection/integrity verification provided by PDCP layer

	Overhead
	Alt.2  has significantly less header and signaling overhead when considering packet header and handshakes than alternative 4


Based on the discussion and observations above, all the functionalities can be well realized for F1-AP transmission using alternative 2, and signal overhead to establish and maintain the transport will be greatly decreased since this does not require the introduction of any additional protocol layers such as DTLS/SCTP/IP. Therefore, F1-AP transmission through PDCP is more suitable than DTLS/SCTP/IP and alternative 2 is recommended to be adopted to carry F1-AP messages for the IAB node’s DU rather than alternative 4.
Proposal 1: PDCP (Alternative 2) is recommended to carry F1-AP messages for the IAB node’s DU rather than DTLS/SCTP/IP (Alternative 4).
Proposal 2: Alterative 2 is selected as the control plane solution of architecture 1a.
3 Conclusion and Proposals
In this contribution we discussed some further analysis about the F1*-C protocol stacks of architecture group 1a. And we make the following observations and proposals:
Observation 1: Reliability can be guaranteed by retransmission of ARQ in RLC and HARQ in MAC.

Observation 2: A flow control mechanism supported by L2 protocols is more suitable for IAB than SCTP when considering unified flow control mechanism for CP and UP.

Observation 3: In-order delivery and re-ordering functions are best supported by PDCP layer for F1-AP transporting.
Observation 4: Head of line blocking can be solved by introducing different SRBs for FI-AP signals with different priorities, it’s not necessary to introduce SCTP’s multi-streams approach as this will lead to a significant increase of complexity of the IAB solution.
Observation 5: Route redundancy can be achieved by the adaption layer with appropriate topology and route management.
Observation 6: PDCP is more suitable for transporting of F1-AP over the air-interface due to lower overhead and less complexity than SCTP/DTLS/IP.

Observation 7: Ciphering/deciphering and integrity protection/integrity verification provided by PDCP layer can be reused for security of the wireless backhaul with the same framework for CP and UP.
Proposal 1: PDCP (Alternative 2) is recommended to carry F1-AP messages for the IAB node’s DU rather than DTLS/SCTP/IP (Alternative 4).

Proposal 2: Alterative 2 is selected as the control plane solution of architecture 1a.
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And other aspects that can be studied further include (this list is not exhaustive):


how to achieve low bounded latency (e.g. by avoiding head of line blocking)


route redundancy


minimizing impact to existing F1-AP procedures


overhead of transport solution, both in terms of headers and control aspects to setup/maintain transport 
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