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1. Introduction
At RAN3#101, text was approved to support the passing of information on maximum supported UE bit rate for integrity protection (over NGAP and XnAP). This was extended to E1 at RAN3#101bis.
This functionality enables admission control at the RAN. But in addition to this, the discussion in [1] clearly indicates that it is valid to perform bit rate enforcement/policing for the set of active PDU sessions with integrity protection for a UE. This document discusses requirements for this additional functionality. The document extracts the relevant parts of the discussion in [2] and [3].
2. Maximum Rate Enforcement
As indicated in [1], bit rate policing is needed to ensure that the actual data rate does not exceed the UE capability, in addition to admission control at the SMF and RAN.
This opens the question of how to police and enforce this rate bound. In fact, this is very similar to the discussion on UE-AMBR, with some differences
1. It is not clear whether the averaging window is similar to that for UE-AMBR (e.g. 1-2 s), or narrower.

2. While for UE-AMBR policing there is some room for operator policy, in this case the limit should probably be pre-emptive rather than reactive.
As for UE-AMBR, enforcement should also apply with dual connectivity. 
With the above considerations in mind, we can now discuss how to handle maximum bit rate enforcement in DL and UL:
Downlink: as with UE-AMBR the enforcement could be performed in the PDCP layer. If so, nothing further needs to be done in case that all integrity protected bearers operate in single connectivity (single PDCP entity for the UE). If two PDCP entities are involved, there may be a need for signalling a sub-limit.
In fact, the basic signalling already exists in NG, Xn and E1, so the only remaining issue is to ensure that there is a sub-limit signalling for DC which is handled by another document.

Observation 1: For DL IP maximum rate enforcement, it is possible to follow the principle of DL UE-AMBR handling, and most of the required signalling is in place.

Uplink: it has already been noted in the UE-AMBR discussion that it is not possible for a RAN node to differentiate between bearers in terms of uplink grant for the UE (and so throttle back only specific bearers). With UE-AMBR the problem has been solved by assigning sub-limits that apply to each uplink MAC entity (via F1 signalling). Here however the problem is worse because the RAN cannot differentiate between bearers that have integrity protection activated, and others that do not (e.g. in case of multiple PDU sessions). 
Observation 2: UL IP maximum rate enforcement may not always be possible in the RAN (or may be inefficient) if the scenario of DRBs with and without integrity protection is to be supported. 
Based on the above observations, there seem to be two options, as already discussed in [3]: 
Option 1: Proceed with full NG-RAN signalling support, and transmission of hard sub-limits similar to UE-AMBR. Signalling for this is missing in F1 for the UL (also some clarification may be required on E1 to state that this applies to DL only).
Option 2: Assume that the UE itself will handle IP traffic limitations in the uplink (this means that only clarifications are needed, possibly also stage 2).
Option 2 seems to make sense as the UE itself could regulate uplink integrity protected traffic according to its capability and avoid some of the issues that make uplink enforcement in the network either constraining or inefficient. However, this option would need to be checked with other WGs.

Proposal 1: Select option 2 and liaise other groups.
3. Conclusions

The following proposal and observations are put forward in this document:
Observation 1: For DL IP maximum rate enforcement, it is possible to follow the principle of DL UE-AMBR handling, and most of the required signalling is in place.

Observation 2: UL IP maximum rate enforcement may not always be possible in the RAN (or may be inefficient) if the scenario of DRBs with and without integrity protection is to be supported. 

Proposal 1: Select option 2 and liaise other groups.
An LS draft is provided in [4].
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