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1. Introduction
This document presents the reasoning for several corrections linked to “security policy” and “max IP rate” in both NG and Xn. The document also provides the related TP for TS 38.413, with changes in TS 38.423 contained in [1].
2. Intended operation for integrity protection handling
In the following we briefly summarize our understanding of how IP is handled, taking both ng-eNB and MR-DC operation into account.

1) The ng-eNB rejects all PDU sessions with policy “IP required” and does not trigger IP for sessions with policy “IP preferred” (as it does not support integrity protection).
2) The ng-eNB stores the security policy including IP max rate and passes this at handover (the target may be a gNB and could initiate IP on sessions with policy “IP preferred”).
3)  For MR-DC, the master passes the security policy (including IP max rate) to the SN, but the max IP rate does not need to be the same as received from the SMF.
4)  In case the secondary is an ng-eNB, as specified in TS 33.501, the master does not offload sessions requiring IP, nor sessions for which IP is already being performed.

5) The max IP rate delivered to the secondary can change in general without any addition of PDU sessions in the secondary (which is the case today)
3. Proposed changes
In TS 38.413
· The procedural text is changed to ensure that (1) RAN nodes store the max IP rate information, and (2) enforcement of max IP rate is linked to whether IP is performed (and not to the policy). There was also some text repetition.
In TS 38.423

· The signalling of maximum IP rate to the SN is decoupled from addition of a PDU session to the SN, by defining a new SN max IP rate portion, the S-NG-RAN node Maximum Integrity Protected Data Rate IE (i.e. the SN receives the usual IE with the max rate sent from CN, and a sub-limit, with the amount it is supposed to enforce).
· In handover procedure, the procedural text is added for handling of Maximum Integrity Protected Data Rate IE, similar to NGAP (this was missing).

· Procedural text is added also to DC procedures (addition and modification) to cover (1) general handling of security indication, missing; (2) conditions under which PDU sessions shall be rejected when SN is a ng-eNB, and (3) handling of the new S-NG-RAN node Maximum Integrity Protected Data Rate IE.
4. References

[1] R3-186469, “(TP for NR BL CR for TS 38.413) Corrections on security handling”, Qualcomm Inc, RAN3#102, November 2018. 
Annex: Text Proposal for TS 38.413
8.2
PDU Session Management Procedures

8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU session resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

[ skip unchanged text]

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.

If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup Response Transfer IE of the PDU SESSION RESOURCE SETUP RESPONSE message.

For each PDU session for which the Maximum Integrity Protected Data Rate IE is included in the Security Indication IE in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node shall store the respective information and, if integrity protection is to be performed for the concerned PDU session, it shall enforce the traffic corresponding to the received Maximum Integrity Protected Data Rate IE, for the concerned PDU session and concerned UE, as specified in TS 23.501 [9].

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane integrity protection or perform ciphering
, respectively, for the concerned PDU session.
�The current text is contradictory since enforcement does not follow from policy = preferred


�The current text also assumes that an ng-eNB does not need to store the information. Also, there is repetition since “use” and “enforce” are almost the same.


�Use of “nor” does not make sense since the policies are independent, and each can be turned off on its own.
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