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1   Introduction
User plane security has been discussed in RAN3 for several meetings based on incoming LS from SA2. The related IEs have been introduced to support information transferring over both NG and Xn interfaces. Currently, the behaviour of receiving RAN node is not clear if the Security Indication is not transferred.
In this paper, we would provide some analysis and give the corresponding proposal.
2   Discussion

RAN3 has introduced integrity protection and confidentiality protection for the purpose of user plane security. The corresponding IE Security Indication was added to the PDU SESSION RESOURCE SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUIRED, and HANDOVER REQUEST messages. It is defined as optional for now.
According to [1], the User Plane Security Enforcement information communication takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. As described in [2], The SMF shall provide UP security policy for a PDU session to the gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. 
It has been discussed in RAN3#101 meeting, and some concerns were raised about the behaviour of receiving RAN node if it does not have the information of user plane security policy. So far three possibilities have been defined within security indication, i.e., required, not needed, and preferred. 
To solve this ambiguity, one possible solution proposed is to change the presence of the IE from optional to mandatory [3][4]. Similar proposal was also given in [5][6]. However, there was no consensus yet. Thus the issue still remains.
We are thinking of another way by adding description to define how receiving node works for the user plane security if no indication is received. From our understanding, the receiving node should consider it as “not needed” when no Security Indication IE is sent.
Proposal: It is proposed to clarify in the TS 38.413 and 38.423 that if no Security Indication is received, the receiving side should consider user plane security is not needed.
3   Conclusion
Based on the discussion in this paper, we propose to clarify that the Security Indication IE shall be present in the request messages over NG and Xn interfaces. The detailed proposal is:
Proposal: It is proposed to clarify in the TS 38.413 and 38.423 that if no Security Indication is received, the receiving side should consider user plane security is not needed.
The corresponding TP changes are in the Annex for TS 38.413, [7] for TS 38.423, and [8] for TS 38.463.  
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5   Annex – TP
TP to TS 38.413:
	*** First change, omitted text not changed ***


8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU session resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

The PDU SESSION RESOURCE SETUP REQUEST message shall contain the information required by the NG-RAN node to setup PDU session related NG-RAN configuration consisting of at least one PDU session resource and include each PDU session resource to setup in the PDU Session Resource Setup Request List IE.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message, and if resources are available for the requested configuration, the NG-RAN node shall execute the requested NG-RAN configuration and allocate associated resources over NG and over Uu for each PDU session listed in the PDU Session Resource Setup Request List IE. 

If the RAN Paging Priority IE is included in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may use it to determine a priority for paging the UE in RRC_INACTIVE state.
For each requested PDU session, if resources are available for the requested configuration, the NG-RAN node shall establish at least one Data Radio Bearers and associate each accepted QoS flow of the PDU session to a Data Radio Bearer established. 
For each PDU session successfully established the NG-RAN node shall pass to the UE the PDU Session NAS-PDU IE, if available, and the value contained in the PDU Session ID IE received for the PDU session. The NG-RAN node shall not send to the UE the PDU Session NAS PDUs associated to the failed PDU sessions. 

For each PDU session the NG-RAN node shall store the UP transport layer information included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and use it as the uplink termination point for the user plane data for this PDU session.

For each PDU session, if the Additional UL NG-U UP TNL Information IE is included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may forward the UP transport layer information to the S-NG-RAN node as the uplink termination point for the user plane data for this PDU session split in different tunnel.

For each PDU session, if the PDU Session Type IE included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message is set to "ethernet" or "unstructured", the NG-RAN node shall not perform header compression for the concerned PDU session.

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.

If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU Session Resource Setup Response Transfer IE of the PDU SESSION RESOURCE SETUP RESPONSE message.
For each PDU session for which the Maximum Integrity Protected Data Rate IE is included in the Security Indication IE in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE is set to "required" or "preferred", the NG-RAN node shall enforce the traffic corresponding to the received Maximum Integrity Protected Data Rate IE, for the concerned PDU session and concerned UE, as specified in TS 23.501 [9]. The NG-RAN node shall store the received Maximum Integrity Protected Data Rate IE and use it for the concerned PDU session and concerned UE as specified in TS 23.501 [9].
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
For each PDU session for which the Security Indication IE is not included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
For each PDU session for which the PDU Session Aggregate Maximum Bit Rate IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node shall enforce the traffic policing corresponding to the received PDU Session Aggregate Maximum Bit Rate IE. The NG-RAN node shall store the received Aggregate Maximum Bit Rate in the UE context and use it for non-GBR QoS flows for the concerned PDU session and concerned UE as specified in TS 23.501 [9].

For each PDU session in the PDU SESSION RESOURCE SETUP REQUEST message, if the Additional QoS Flow Information IE is included, the NG-RAN node may consider it for the DRB allocation process. It is up to NG-RAN node implementation to decide whether and how to use it.
For each QoS flow requested to be setup the NG-RAN node shall take into account the received QoS Flow Level QoS Parameters IE. For each QoS flow the NG-RAN node shall establish or modify the resources according to the values of the Allocation and Retention Priority IE (priority level and pre-emption indicators) and the resource situation as follows: 

-
The NG-RAN node shall consider the priority level of the requested QoS flow, when deciding on the resource allocation.

-
The priority levels and the pre-emption indicators may (individually or in combination) be used to determine whether the QoS flow setup has to be performed unconditionally and immediately. If the requested QoS flow is marked as "may trigger pre-emption" and the resource situation requires so, the NG-RAN node may trigger the pre-emption procedure which may then cause the forced release of a lower priority QoS flow which is marked as "pre-emptable". Whilst the process and the extent of the pre-emption procedure are operator-dependent, the pre-emption indicators shall be treated as follows:

1.
The values of the last received Pre-emption Vulnerability IE and Priority Level IE shall prevail.

2.
If the Pre-emption Capability IE is set to "may trigger pre-emption", then this allocation request may trigger the pre-emption procedure.

3.
If the Pre-emption Capability IE is set to "shall not trigger pre-emption", then this allocation request shall not trigger the pre-emption procedure.

4.
If the Pre-emption Vulnerability IE is set to "pre-emptable", then this QoS flow shall be included in the pre-emption process.

5.
If the Pre-emption Vulnerability IE is set to "not pre-emptable", then this QoS flow shall not be included in the pre-emption process.

-
The NG-RAN node pre-emption process shall keep the following rules:

1.
The NG-RAN node shall only pre‑empt QoS flows with lower priority, in ascending order of priority.

2.
The pre-emption may be done for QoS flows belonging to the same UE or to other UEs.

For each QoS flow which has been successfully established, the NG-RAN node stores the mapped E-RAB ID if included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and uses it as specified in TS 38.300 [8].
The NG-RAN node shall report to the AMF in the PDU SESSION RESOURCE SETUP RESPONSE message the result for each PDU session resource requested to be setup: 
-
For each PDU session resource successfully setup, the PDU Session Resource Setup Response Transfer IE shall be included containing:

1.
The UP transport layer information to be used for the PDU session and associated list of QoS flows which have been successfully established, in the QoS Flow per TNL Information IE.

2.
The list of QoS flows which failed to be established, if any, in the QoS Flow Failed to Setup List IE.
-
For each PDU session resource which failed to be setup, the PDU Session Resource Setup Unsuccessful Transfer IE shall be included containing an appropriate cause value.

For each PDU session resource successfully setup at the NG-RAN, the NG-RAN node may allocate resources for an additional NG-U PDU session resource GTP-U tunnel, indicated in the Additional QoS Flow per TNL Information IE.

Upon reception of the PDU SESSION RESOURCE SETUP RESPONSE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Resource Setup Response Transfer IE or PDU Session Resource Setup Unsuccessful Transfer IE to each SMF associated with the concerned PDU session. In case the splitting PDU session is not used by the NG-RAN node, the SMF should remove the Additional Transport Layer Information, if any.
When the NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to enable the SMF to know the reason for an unsuccessful establishment.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message to setup a QoS flow for IMS voice, if successful IMS voice over NG-RAN is not able to be supported, the NG-RAN node shall initiate EPS fallback or RAT fallback for IMS voice procedure as specified in TS 23.501 [9] and report unsuccessful establishment of the QoS flow in the PDU Session Resource Setup Response Transfer IE with cause value "IMS voice EPS fallback or RAT fallback triggered".

Interactions with Handover Preparation procedure:

If a handover becomes necessary during the PDU Session Resource Setup procedure, the NG-RAN node may interrupt the ongoing PDU Session Resource Setup procedure and initiate the Handover Preparation procedure as follows:

1.
The NG-RAN node shall send the PDU SESSION RESOURCE SETUP RESPONSE message in which the NG-RAN node shall indicate, if necessary, all the PDU session resources failed to be setup with an appropriate cause value.

2.
The NG-RAN node shall trigger the handover procedure.

	*** Next change, omitted text not changed ***


8.4.4
Path Switch Request

8.4.4.1
General

The purpose of the Path Switch Request procedure is to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.

8.4.4.2
Successful Operation
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Figure 8.4.4.2-1: Path switch request: successful operation

The NG-RAN node initiates the procedure by sending the PATH SWITCH REQUEST message to the AMF.

After all necessary updates including the UP path switch have been successfully completed in the 5GC for at least one of the PDU session resources included in the PATH SWITCH REQUEST, the AMF shall send the PATH SWITCH REQUEST ACKNOWLEDGE message to the NG-RAN node and the procedure ends.

The list of accepted QoS flows shall be included in the PATH SWITCH REQUEST message within the Path Switch Request Transfer IE. The SMF shall handle this information as specified in TS 23.502 [10].

The list of PDU sessions which failed to be setup, if any, shall be included in the PATH SWITCH REQUEST message within the Path Switch Request Setup Failed Transfer IE. The AMF shall handle this information as specified in TS 23.502 [10].

For each PDU session for which the User Plane Security Information IE is included in the Path Switch Request Transfer IE of the PATH SWITCH REQUEST message, the SMF shall behave as specified in TS 33.501 [13] and may send back the Security Indication IE within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.
For each PDU session for which the User Plane Security Information IE is not included in the Path Switch Request Transfer IE of the PATH SWITCH REQUEST message, the SMF shall not send back the Security Indication IE within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.
If the Security Indication IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall behave as specified in TS 33.501 [13].
If the UL NG-U UP TNL Information IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall store this information and use it as the uplink termination point for the user plane data for this PDU session.

If the Core Network Assistance Information IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall, if supported, store this information in the UE context and use it for e.g. the RRC_INACTIVE state decision and RNA configuration for the UE and RAN paging if any for a UE in RRC_INACTIVE state, as specified in TS 38.300 [8].

If the RRC Inactive Transition Report Request IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall, if supported, store this information in the UE context and
-
report to the AMF the RRC state of the UE when the UE enters or leaves RRC_INACTIVE state in case the RRC Inactive Transition Report Request IE is set to "subsequent state transition report"; or
-
send one RRC INACTIVE TRANSITION REPORT message but no subsequent messages if the UE is in RRC_CONNECTED state and the RRC Inactive Transition Report Request IE is set to "single RRC connected state report", or

-
send one RRC INACTIVE TRANSITION REPORT message plus one subsequent RRC INACTIVE TRANSITION REPORT message when the RRC state transitions to RRC_CONNECTED state if the UE is in RRC_INACTIVE state and the RRC Inactive Transition Report Request IE is set to "single RRC connected state report", or
-
stop reporting to the AMF the RRC state of the UE in case the RRC Inactive Transition Report Request IE is set to "cancel report".

If the New Security Context Indicator IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall use the information as specified in TS 33.501 [13].

Upon reception of the PATH SWITCH REQUEST ACKNOWLEDGE message the NG-RAN node shall store the received Security Context IE in the UE context and the NG-RAN node shall use it as specified in TS 33.501 [13].

If the UE Security Capabilities IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall handle it accordingly (TS 33.501 [13]).

If the PDU Session Resource Released List IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall release the corresponding QoS flows and regard the PDU session(s) indicated in the PDU Session Resource Released List IE as being released. The appropriate cause value for each PDU session released is included in the Path Switch Request Unsuccessful Transfer IE contained in the PATH SWITCH REQUEST ACKNOWLEDGE message.
	*** End of changes ***
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