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1. Introduction

In gNB-CU-CP/UP scenario, multiple CU-UPs can be connected to one CU-CP. It is possible for one UE in RRC connection to use the PDCP and SDAP resources of multiple gNB-CU-UP entities, all of which belongs to the same gNB. In this contribution, we further clarify this scenario and try to have a common understanding in RAN3.
2. Discussion
The main motivation for one UE to connect to several CU-UPs is that different gNB-CU-UP entities may provide different services for this UE. Following is an example:
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Figure 1. Multi-CU-UP connection.
In this example, gNB-CU-UP1 could provide some services demanding low user plane latency, while gNB-CU-UP2 could provide some other types of services, e.g. demanding high bandwidth.
The main concern of such feature is from security. According to the current TS 33.501, the user plain algorithm keys provided toward and used within the gNB-CU-UP, i.e. KUPenc and KUPint, shall be all the same among every gNB-CU-UP within the same logical gNB for a given UE, if the same algorithm is used.
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Figure 2. Key derivation within a gNB.
As shown in Figure 1, one gNB-CU-UP can be distributed, and the other gNB-CU-UP can be centralised. These two entities have to share the same algorithm keys. In the SI phase of gNB-CU-UP specification, we once made some discussion over the security, and sent an LS to SA3 among which includes the following bullet [1]:

If there is a need to change CU-UP node, then the CU-CP node could always trigger a KgNB refresh towards the UE.
From this bullet, it could be seen that RAN3 would avoid reusing the same algorithm key when the bearer context is relocated from one gNB-CU-UP entity to another. It would be reasonable to also avoid using the same algorithm keys for different gNB-CU-UP entity simultaneously.
However, it is yet not supported to generate different algorithm keys for different gNB-CU-UPs within one node. Since it may need work in SA3, we propose to consider the scenario in Rel-16.

Proposal 1: It is proposed for RAN3 to confirm different algorithm keys are needed for the scenario that one UE is connected to different gNB-CU-UP entities simultaneously. Since it may need work in SA3, we propose to consider the scenario in Rel-16.
3. Conclusion

Proposal 1: It is proposed for RAN3 to confirm different algorithm keys are needed for the scenario that one UE is connected to different gNB-CU-UP entities simultaneously. Since it may need work in SA3, we propose to consider the scenario in Rel-16.

4. Conclusion

[1] R3-180630 LS on security for CU-CP/UP separation
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