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1. Overall Description:

SA3 thanks SA plenary for the LS (SP-180914/S3-182884) on Guidance on initial NAS message protection.
The LS tasks SA2, SA3 and CT1 with concluding on a solution for initial NAS security for Rel-15 for the December plenary.
There was guidance from SA to cipher everything except for UE identity, e.g. GUTI/SUCI. However, to retrieve security context and/or establish security, the following IEs have to be sent in clear in addition to UE identity:
Message information (
Extended Protocol discriminator, Security header type, Spare half octet, Message identity and Registration type information (similar information for other messages)), ngKSI, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC 
From SA3 perspective, there is no functional reason to send S-NSSAI or latest TAI in clear. Therefore, SA3 has prepared a draft CR (please see attached) removing those IEs from the cleartext elements and including them in the ciphered IEs. 

SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.
The implication of the above is that the information will not be sent until the relevant layer of security has been activated. In particular for NAS layer, this means that the Registered S-NSSAI will not be available at the reception of the Registration Request when there is no NAS security context (and some failure cases).
SA3 assumes that the Indication that UE is moving from EPC is needed to fetch the MM context from the MME. If it is not needed, then SA3 prefers to have it sent ciphered. Could SA2 and CT1 confirm whether Indication that UE is moving from EPC is needed to fetch the MM context.
2. Actions:

To SA2, CT1, RAN2 and RAN3 groups.

ACTION: 
SA3 asks SA2, CT1, RAN2 and RAN3 groups to take the above into account and provide any necessary feedback.
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