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1   Introduction
In last RAN3 meeting it was discussed about the maximum integrity protected data rate based on RAN2 and LSs from other working groups, and the following agreements over Xn and NG interface were made [1] [2]. 
· Introduce a Cause value “UE Maximum integrity protected data rate reason”: 

· Introduce an IE “Maximum Integrity Protected Data Rate” 

· On encoding of the IE “Maximum Integrity Protected Data Rate” 

In this document we discuss the maximum integrity protected data rate the over E1 interface, and propose a stage 3 TP. 
2   Discussion
Based on the discussions in RAN3, the impact of the maximum integrity protected data rate over E1 interface are given as follows. 
· The value of Maximum Integrity Protected Data Rate IE can be 64Kb/s or full data rate of the UE. This per PDU session data rate should be provided from the gNB-CU-CP to the gNB-CU-UP in the BEARER CONTEXT SETUP REQUEST message. 
· In 23.501, it is captured that the NG-RAN may determine whether to admit or reject the PDU session setup request as follows. 
The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources
Following the same principle, the gNB-CU-UP node can determine  
· Either to enforce the traffic corresponding to the maximum integrity protected data rate per PDU session, or
· to reject the request with an exact cause value related to the UE maximum integrity protected data rate. 
Based on the analysis above, the following proposals are made. 
Proposal 1: To introduce an IE “Maximum Integrity Protected Data Rate” in the Security Indication in BEARER CONTEXT SETUP REQUEST.
Proposal 2: To introduce a Cause value “UE Maximum integrity protected data rate reason”.
3   Conclusion

Based on the discussion in this paper, we discussed the maximum integrity protected data rate over E1 interface. We listed our proposal as below
Proposal 3: To introduce an IE “Maximum Integrity Protected Data Rate” in the Security Indication in BEARER CONTEXT SETUP REQUEST.

Proposal 4: To introduce a Cause value “UE Maximum integrity protected data rate reason”.
We propose then to update the TS 38.463 in Section 5.
4   Reference
[1] TS 38.413 Baseline CR

[2] TS 38.423 Baseline CR
5   Annex – TP to 38.463
Beginning of Text Proposal to TS 38.463
8.3.1
Bearer Context Setup 

8.3.1.1
General

The purpose of the Bearer Context Setup procedure is to allow the gNB-CU-CP to establish a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Bearer Context Setup procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT SETUP REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to establish the requested resources, it replies to the gNB-CU-CP with the BEARER CONTEXT SETUP RESPONSE message.
The gNB-CU-UP shall report to the gNB-CU-CP, in the BEARER CONTEXT SETUP RESPONSE message, the result for all the requested resources in the following way:
For E-UTRAN:
-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;
For NG-RAN:
-
A list of PDU Session Resources which are successfully established shall be included in the PDU Session Resource Setup List IE;

-
A list of PDU Session Resources which failed to be established shall be included in the PDU Session Resource Failed List IE;
-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;
-
A list of QoS Flows which are successfully established shall be included in the Flow Setup List IE;

-
A list of QoS Flows which failed to be established shall be included in the Flow Failed List IE;

When the gNB-CU-UP reports the unsuccessful establishment of a PDU Session Resource, DRB or QoS Flow the cause value should be precise enough to enable the gNB-CU-CP to know the reason for the unsuccessful establishment.
If the PDU Session Resource DL Aggregate Maximum Bit Rate IE is contained in the PDU Session Resource To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall store and use the information for the down link traffic policing for the non-GBR QoS flows for the concerned PDU session and concerned UE as specified in TS 23.501 [20]. 
If the Data Forwarding Information Request IE, PDU Session Data Forwarding Information Request IE or the DRB Data Forwarding Information Request IE are included in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall include the requested forwarding information in the Data Forwarding Information Response IE, PDU Session Data Forwarding Information Response IE or the DRB Data Forwarding Information Response IE in the BEARER CONTEXT SETUP RESPONSE message.

If the DL UP Parameters IE is contained in the DRB To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall configure the corresponding information. 
If the Security Indication IE indicates Maximum Integrity Protected Data Rate IE in the PDU Session Resource To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, and the Integrity Protection Indication IE is set to "required" or "preferred", the gNB-CU-UP node shall enforce the traffic corresponding to the received Maximum Integrity Protected Data Rate IE, for the concerned PDU session and concerned UE, as specified in TS 23.501 [20]. The gNB-CU-UP node shall store the received Maximum Integrity Protected Data Rate IE and use it for the concerned PDU session and concerned UE as specified in TS 23.501 [20].
If the Security Indication IE indicates security policy as “preferred” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall include the Security Result IE in the BEARER CONTEXT SETUP RESPONSE message.

If the Bearer Context Status Change IE is contained in the BEARER CONTEXT SETUP REQUEST message and the value is set to “Suspended”, the gNB-CU-UP shall consider that the bearer context is suspended.
If the PDCP UL Count IE and the PDCP DL Count IE are contained in the DRB To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall take it into account and act as specified in TS 38.401 [2].
Next Change
9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the E1AP protocol.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified, 

Unknown or already allocated gNB-CU-CP UE E1AP ID, 

Unknown or already allocated gNB-CU-UP UE E1AP ID, 

Unknown or inconsistent pair of UE E1AP ID, 

Interaction with other procedure, 
PDCP Count Wrap Around, 
Not supported QCI value,

Not supported 5QI value,

Encryption algorithms not supported, 
Integrity protection algorithms not supported,

UP integrity protection not possible, 

UP confidentiality protection not possible,

Multiple PDU Session ID Instances,

Unknown PDU Session ID,

Multiple QoS Flow ID Instances,

Unknown QoS Flow ID,

Multiple DRB ID Instances,

Unknown DRB ID,

Invalid QoS combination,

Procedure cancelled,

Normal release,

No radio resources available,

Action desirable for radio reasons,
Resources not available for the slice,

PDCP configuration not supported,

UE Maximum integrity protected data rate reason,
…)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Unspecified, 

Transport Resource Unavailable, …)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,

Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified, …)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.
	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	Unknown or already allocated gNB-CU-CP UE E1AP ID
	The action failed because the gNB-CU-CP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU) is known and already allocated to an existing context.

	Unknown or already allocated gNB-CU-UP UE E1AP ID
	The action failed because the gNB-CU-UP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU-UP) is known and already allocated to an existing context.

	Unknown or inconsistent pair of UE E1AP ID
	The action failed because both UE E1AP IDs are unknown, or are known but do not define a single UE context.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	PDCP COUNT wrap around
	PDCP COUNT approaches the maximum value.

	Not supported QCI value
	The action failed because the requested QCI is not supported.

	Not supported 5QI value
	The action failed because the requested 5QI is not supported.

	Encryption algorithms not supported 

	The gNB-CU-UP is unable to support the selected encryption algorithm for the UE.

	Integrity protection algorithms not supported
	The gNB-CU-UP is unable to support the selected integrity protection algorithm for the UE.

	UP integrity protection not possible 


	The PDU session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU session cannot be accepted according to the required user plane confidentiality protection policy

	Multiple PDU Session ID Instances
	The action failed because multiple instances of the same PDU Session had been provided.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown.

	Multiple QoS Flow ID Instances
	The action failed because multiple instances of the same QoS flow had been provided.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknow.

	Multiple DRB ID Instances
	The action failed because multiple instances of the same DRB had been provided.

	Unknown DRB ID
	The action failed because the DRB ID is unknow.

	Invalid QoS combination
	The action was failed because of invalid QoS combination

	Procedure cancelled


	The sending node cancelled the procedure due to other urgent actions to be performed.

	Normal release


	The action is due to a normal release of the UE (e.g. because of mobility) and does not indicate an error.

	No radio resources available
	The requested node doesn’t have sufficient radio resources available.

	Action desirable for radio reasons
	The reason for requesting the action is radio related.

	Resources not available for the slice
	The requested resources are not available for the slice.

	PDCP configuration not supported,
	The gNB-CU-UP is unable to support the selected PDCP configuration for the UE.

	UE Maximum integrity protected data rate reason
	The request is not accepted in order to comply with the maximum data rate for integrity protection supported by the UE.


Next Change
9.3.1.23
Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.

	Maximum Integrity Protected Data Rate
	C-ifIntegrityProtectionrequiredorpreferred
	
	9.3.1.XX
	


	Condition
	Explanation

	ifIntegrityProtectionrequiredorpreferred
	This IE shall be present if the Integrity Protection Indication IE within the Security Indication IE is present and set to “required” or “preferred”.


Next Change
9.3.1.XX
Maximum Integrity Protected Data Rate
This IE indicates the maximum aggregate data rate for integrity protected DRBs for a UE as defined in TS 38.300 [8].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Maximum IP rate
	M
	
	ENUMERATED (64kbps, max-UErate, …)
	Defines the upper bound of the aggregated data rate of user plane integrity protected data. This limit applies to both UL and DL independently.


Next Change
CauseRadioNetwork ::= ENUMERATED {


unspecified,


unknown-or-already-allocated-gnb-cu-cp-ue-e1ap-id,


unknown-or-already-allocated-gnb-cu-up-ue-e1ap-id,


unknown-or-inconsistent-pair-of-ue-e1ap-id,


interaction-with-other-procedure,

not-supported-QCI-value,


not-supported-5QI-value,


encryption-algorithms-not-supported, 


integrity-protection-algorithms-not-supported,


uP-integrity-protection-not-possible, 


uP-confidentiality-protection-not-possible,


multiple-PDU-Session-ID-Instances,


unknown-PDU-Session-ID,


multiple-QoS-Flow-ID-Instances,


unknown-QoS-Flow-ID,


multiple-DRB-ID-Instances,


unknown-DRB-ID,


invalid-QoS-combination,


procedure-cancelled,


normal-release,

no-radio-resources-available,


action-desirable-for-radio-reasons,

resources-not-available-for-the-slice,


pDCP-configuration-not-supported,


ue-max-IP-data-rate-reason,

...

}

<Unchanged Skipped>

-- M

MaxDataBurstVolume  ::= INTEGER (0..4095, ...) 

MaxPacketLossRate ::= INTEGER (0..1000, ...)

MaximumIPdatarate ::= SEQUENCE {


maxIPrate


MaxIPrate,


iE-Extensions

ProtocolExtensionContainer { {MaximumIPdatarate-ExtIEs} }
OPTIONAL,


...

}

MaximumIPdatarate-ExtIEs E1AP-PROTOCOL-EXTENSION ::= {


...

}

MaxIPrate ::= ENUMERATED {


bitrate64kbs,


max-UErate,


...

}
<Unchanged Skipped>

SecurityIndication ::= SEQUENCE {


integrityProtectionIndication


IntegrityProtectionIndication,


confidentialityProtectionIndication

ConfidentialityProtectionIndication,


maximumIPdatarate





MaximumIPdatarate






OPTIONAL,

iE-Extensions

ProtocolExtensionContainer { {SecurityIndication-ExtIEs} }
OPTIONAL,


...

}

End of Text Proposal to TS 38.463
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