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1   Introduction
As discussed in [1], some additional description is proposed to clarify the network behaviour if no Security Indication IE is received. In this contribution the changes to TS 38.463 is provided.  
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3   Annex – TP

<<<<<<<<<<<<<<<<<<<< Text Proposal Begin >>>>>>>>>>>>>>>>>>>>
8.3.1
Bearer Context Setup 

8.3.1.1
General

The purpose of the Bearer Context Setup procedure is to allow the gNB-CU-CP to establish a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Bearer Context Setup procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT SETUP REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to establish the requested resources, it replies to the gNB-CU-CP with the BEARER CONTEXT SETUP RESPONSE message.
The gNB-CU-UP shall report to the gNB-CU-CP, in the BEARER CONTEXT SETUP RESPONSE message, the result for all the requested resources in the following way:
For E-UTRAN:
-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;
For NG-RAN:
-
A list of PDU Session Resources which are successfully established shall be included in the PDU Session Resource Setup List IE;

-
A list of PDU Session Resources which failed to be established shall be included in the PDU Session Resource Failed List IE;
-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;
-
A list of QoS Flows which are successfully established shall be included in the Flow Setup List IE;

-
A list of QoS Flows which failed to be established shall be included in the Flow Failed List IE;

When the gNB-CU-UP reports the unsuccessful establishment of a PDU Session Resource, DRB or QoS Flow the cause value should be precise enough to enable the gNB-CU-CP to know the reason for the unsuccessful establishment.
If the PDU Session Resource DL Aggregate Maximum Bit Rate IE is contained in the PDU Session Resource To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall store and use the information for the down link traffic policing for the non-GBR QoS flows for the concerned PDU session and concerned UE as specified in TS 23.501 [20]. 
If the Data Forwarding Information Request IE, PDU Session Data Forwarding Information Request IE or the DRB Data Forwarding Information Request IE are included in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall include the requested forwarding information in the Data Forwarding Information Response IE, PDU Session Data Forwarding Information Response IE or the DRB Data Forwarding Information Response IE in the BEARER CONTEXT SETUP RESPONSE message.

If the DL UP Parameters IE is contained in the DRB To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall configure the corresponding information. 
If the Security Indication IE indicates security policy as “preferred” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall include the Security Result IE in the BEARER CONTEXT SETUP RESPONSE message.
If the Security Indication IE indicates security policy as “required” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the gNB-CU-UP cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.
If the Security Indication IE indicates security policy as “not needed” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
If the Bearer Context Status Change IE is contained in the BEARER CONTEXT SETUP REQUEST message and the value is set to “Suspended”, the gNB-CU-UP shall consider that the bearer context is suspended.
If the PDCP UL Count IE and the PDCP DL Count IE are contained in the DRB To Setup List IE in the BEARER CONTEXT SETUP REQUEST message, the gNB-CU-UP shall take it into account and act as specified in TS 38.401 [2].
<<<<<<<<<<<<<<<<<<<< Next Text Proposal >>>>>>>>>>>>>>>>>>>>
8.3.2
Bearer Context Modification (gNB-CU-CP initiated) 

8.3.2.1
General

The purpose of the Bearer Context Modification procedure is to allow the gNB-CU-CP to modify a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
8.3.2.2
Successful Operation
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Figure 8.3.2.2-1: Bearer Context Modification procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT MODIFICATION REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to modify the bearer context, it replies to the gNB-CU-CP with the BEARER CONTEXT MODIFICATION RESPONSE message.
The gNB-CU-UP shall report to the gNB-CU-CP, in the BEARER CONTEXT MODIFICATION RESPONSE message, the result for all the requested resources in the following way:

For E-UTRAN:

-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;

-
A list of DRBs which are successfully modified shall be included in the DRB Modified List IE;

-
A list of DRBs which failed to be modified shall be included in the DRB Failed To Modify List IE;

For NG-RAN:

-
A list of PDU Session Resources which are successfully established shall be included in the PDU Session Resource Setup List IE;

-
A list of PDU Session Resources which failed to be established shall be included in the PDU Session Resource Failed List IE;

-
A list of PDU Session Resources which are successfully modified shall be included in the PDU Session Resource Modified List IE;

-
A list of PDU Session Resources which failed to be modified shall be included in the PDU Session Resource Failed To Modify List IE;

-
A list of DRBs which are successfully established shall be included in the DRB Setup List IE;

-
A list of DRBs which failed to be established shall be included in the DRB Failed List IE;

-
A list of DRBs which are successfully modified shall be included in the DRB Modified List IE;

-
A list of DRBs which failed to be modified shall be included in the DRB Failed To Modify List IE;

-
A list of QoS Flows which are successfully established shall be included in the Flow Setup List IE;

-
A list of QoS Flows which failed to be established shall be included in the Flow Failed List IE;

When the gNB-CU-UP reports the unsuccessful establishment of a PDU Session Resource, DRB or QoS Flow the cause value should be precise enough to enable the gNB-CU-CP to know the reason for the unsuccessful establishment.

If the Security Information IE is contained in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the UE DL Aggregate Maximum Bit Rate IE is contained in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 
If the Bearer Context Status Change IE is contained in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall consider that the UE is changing RRC state and act as specified in TS 38.401 [2]. 

If the Data Forwarding Information Request IE, PDU Session Data Forwarding Information Request IE or the DRB Data Forwarding Information Request IE are included in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall include the requested forwarding information in the Data Forwarding Information Response IE, PDU Session Data Forwarding Information Response IE or the DRB Data Forwarding Information Response IE in the BEARER CONTEXT MODIFICATION RESPONSE message.

If the PDCP Configuration IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the E-UTRAN QoS IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the PDCP Count Request IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall include the PDCP UL Count IE and the PDCP DL Count IE in the BEARER CONTEXT MODIFICATION RESPONSE message. 

If the PDCP UL Count IE and the PDCP DL Count IE are contained in the DRB To Setup List IE or the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall take it into account and act as specified in TS 38.401 [2]. 

If the DL UP Parameters IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the Cell Group To Add IE or the Cell Group To Modify IE or the Cell Group To Remove IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall add or modify or remove the corresponding cell group. 

If the PDU Session Type IE is contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the S-NSSAI IE is contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the Security Indication IE is contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the PDU Session Resource DL Aggregate Maximum Bit Rate IE is contained in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall replace the information in the UE context and use it for the concerned PDU session and concerned UE for Downlink as specified in TS 23.501 [20]. 

If the PDU Session Resource DL Aggregate Maximum Bit Rate IE is contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the SDAP Configuration IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

If the Flow Mapping Information IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall update the corresponding information. 

For each requested DRB, if the PDCP Duplication IE is included in the PDCP Configuration IE contained in the BEARER CONTEXT MODIFICATION REQUEST message, and one cell group is included in Cell Group Information IE, then the gNB-CU-UP shall include two UP Transport Layer Information IEs in the BEARER CONTEXT MODIFICATION RESPONSE message to support packet duplication for intra-gNB-DU CA.

If the New UL TNL Information Required IE is contained in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall include the new UP Transport Layer Information in the BEARER CONTEXT MODIFICATION RESPONSE message. 

If the Security Indication IE indicates security policy as “preferred” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall include the Security Result IE in the BEARER CONTEXT MODIFICATION RESPONSE message.
If the Security Indication IE indicates security policy as “required” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the gNB-CU-UP cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.
If the Security Indication IE indicates security policy as “not needed” in the PDU Session Resource To Setup List IE in the BEARER CONTEXT MODIFICATION REQUEST message, the gNB-CU-UP shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
If the Security Indication IE is not included in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message, then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
<<<<<<<<<<<<<<<<<<<< Text Proposal End >>>>>>>>>>>>>>>>>>>>
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