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1.
Introduction

SA3 sent an LS [1] to RAN3 and RAN2 to clarify that if separate SN counters are used for EN-DC and LTE DC, it will lead to key re-use which is not acceptable form security point of view, and SA3 asked RAN groups to consider using a single counter value. 
In this contribution, we will discuss how RAN to handle the counters from RAN3 point of view.
2. Discussion
In LTE DC, a scg-Counter is defined in TS 36.331 [2] to be used by MN and UE to derive S-KeNB used in LTE SN link. Over X2 interface, MN sends the derived S-KeNB to SN in the SeNB addition request message and SeNB modification confirm message for SN addition, PSCell change or SN PDCP Count wrap-around. Later in R15, a sk-Counter is defined in TS 36.331 [2] for EN-DC, which is used by MN and UE to derive S-KgNB used in NR SN link. And then MN sends the derived S-KgNB to SN in the SgNB addition request and SgNB modification confirm message for SN addition or SN trigged modification procedures. 

In our RAN2 paper [3], we anylse the issue and confirm that the key re-use issue may happen if scg-Counter and sk-Counter are configured and maintained seperately for one UE in one PCell. However, since the usage of scg-Counter and sk-Counter are only captured in RAN2 spec, there is no impact on RAN3 specification. Therefore, the key re-use issue will be solved by RAN2 spec update, from both network and UE’s perspectives. No RAN3 spec impact is foreseen.
Observation 1: Key re-use issue may happen if scg-Counter and sk-Counter are configured and maintained seperately for one UE in one PCell.

Observation 2: RAN2 should handle the key re-use issue.
For MR-DC with 5GC and NR-NR DC, currently, there is no SN counter defined for any DC options under 5GC, and there is an email discussion on MR-DC security. However, we assume that the similar security framework will be used and we think the same handling of counters should be applicable for MR-DC and NR-NR DC. So there will no RAN3 impact either.
Proposal: Send a reply LS to SA3 to indicate that no impact on RAN3 specification is foreseen.
3. Conclusion

We discuss how RAN to handle the single counter value for DC cases to avoid key re-use issue, and proposed:
Observation 1: Key re-use issue may happen if scg-Counter and sk-Counter are configured and maintained seperately for one UE in one PCell.

Observation 2: RAN2 should handle the key re-use issue.

Proposal: Send a reply LS to SA3 to indicate that no impact on RAN3 specification is foreseen.
A draft reply LS to SA3 is in [4].
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