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Introduction

Recently, there have been some discussion in multiple groups regarding support of a maximum aggregate rate for Integrity Protected DRBs. According to the latest RAN3 agreements, the Maximum Integrity Protected Data Rate has been captured into the NG/Xn interface. In this contribution, we further provide our understanding on this issue for E1 interface. The corresponding TP is also provided.

Discussion
According to the latest agreement of RAN3 meeting, the “Maximum Integrity Protected Data Rate” is captured inside the Security Indication IE into the NG/Xn interface. According to the description and requirement from SA2[1], it is claimed that this IE is needed for the NG-RAN node if the UP Integrity Protection policy is determined to be “Required” or “Preferred”. This IE is also beneficial for the NG-RAN node to decide whether to accept or reject the establishment of UP resources. Additionally, this IE is also needed to be transmitted from source to target node at handover.

In our understanding, this IE further provides a restriction for the integrity protected data rate. Considering the CP-UP separation scenario, in order to make sure that the integrity protected data rate in the gNB-CU-UP is not going beyond the restriction, this IE is necessary to be transferred from to gNB-CU-CP to gNB-CU-UP. 

In order to align with the progress in NG/Xn interface, the “Maximum Integrity Protected Data Rate” could be captured inside the Security Indication IE in E1AP.

Observation1: It is necessary to transfer the Maximum Integrity Protected Data Rate from gNB-CU-CP to the gNB-CU-UP.

Proposal 1: It is proposed to agree to introduce Maximum Integrity Protected Data Rate to E1AP within the Security Indication IE.

Conclusion
The following observations and proposals are provided:

Observation1: It is necessary to transfer the Maximum Integrity Protected Data Rate from gNB-CU-CP to the gNB-CU-UP.

Proposal 1: It is proposed to agree to introduce Maximum Integrity Protected Data Rate to E1AP within the Security Indication IE.
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<<<<<<<<<<<<<<<<<<<< Start of first change >>>>>>>>>>>>>>>>>>>>
9.3.1.23
Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.

	Maximum Integrity Protected Data Rate
	C-ifIntegrityProtectionrequiredorpreferred
	
	9.3.1.XX
	


	Condition
	Explanation

	ifIntegrityProtectionrequiredorpreferred
	This IE shall be present if the Integrity Protection IE within the Security Indication IE is present and set to “required” or “preferred”.


<<<<<<<<<<<<<<<<<<<< Start of second change >>>>>>>>>>>>>>>>>>>>

9.3.1.XX
Maximum Integrity Protected Data Rate
This IE indicates the maximum aggregate data rate for integrity protected DRBs for a UE as defined in TS 38.300 [8].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Maximum IP rate
	M
	
	ENUMERATED (64kbps, max-UErate, …)
	Defines the upper bound of the aggregated data rate of user plane integrity protected data. This limit applies to both UL and DL independently.


<<<<<<<<<<<<<<<<<<<< End of change >>>>>>>>>>>>>>>>>>>>
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