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1   Description and proposal
At last RAN3 AH 1801 RAN3 discussed the security handling for E1 interface and especially the case where multiple CU UPs are involved. RAN3 made a couple of assumptions in the direction of CU CP deriving the Kupenc and Kupint itself and sending them to CU UP rather than CU UP deriving these keys.

Then RAN3 consulted SA3 in the LS [3] to validate RAN3 assumptions and to provide guidance: 
1. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 

SA3 confirmed RAN3 assumptions and replied at RAN3#99 in [4]:

1. SA3 thanks RAN3 for the LS (R3-180630/S3-180561) “LS on security for CU-CP/UP separation”. SA3 discussed the assumptions made for the CU-CP and CU-UP split. SA3 sees no security issues for the assumptions made by RAN3 for this feature. SA3 would like to indicate that in the case multiple CU-UP resources/entities are used by the same UE, all of these CU-UP resources/entities used by the UE shall be located in the same security domain.
SA3 insist in their reply on the fact that if multiple CU UPs are used for one UE, they shall all be part of the same security domain.
This implicitly means that in release 15 all these CU UPs will use the same Kupenc, Kupint and are in same security domain as the CU CP.

This important assumption is not well captured in RAN3 specifications and especially in the stage 2.

Proposal: agree the TP below for TS 38.401 to capture the condition under which multiple CU UPs can be used simultaneously by CU CP for one UE.
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6.1.2
Overall architecture for separation of gNB-CU-CP and gNB-CU-UP

The overall architecture for separation of gNB-CU-CP and gNB-CU-UP is depicted in Figure 6.1.2-1.
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Figure 6.1.2-1. Overall architecture for separation of gNB-CU-CP and gNB-CU-UP 

-
A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs;

-
A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs;

-
The gNB-CU-CP is connected to the gNB-DU through the F1-C interface;

-
The gNB-CU-UP is connected to the gNB-DU through the F1-U interface;

-
The gNB-CU-UP is connected to the gNB-CU-CP through the E1 interface;

-
One gNB-DU is connected to only one gNB-CU-CP;

-
One gNB-CU-UP is connected to only one gNB-CU-CP;

NOTE 1:
For resiliency, a gNB-DU and/or a gNB-CU-UP may be connected to multiple gNB-CU-CPs by appropriate implementation.

-
One gNB-DU can be connected to multiple gNB-CU-UPs under the control of the same gNB-CU-CP;

-
One gNB-CU-UP can be connected to multiple DUs under the control of the same gNB-CU-CP;

NOTE 2:
The connectivity between a gNB-CU-UP and a gNB-DU is established by the gNB-CU-CP using Bearer Context Management functions.

NOTE 3:
The gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the requested services for the UE.

NOTE 4:
Data forwarding between gNB-CU-UPs during intra-gNB-CU-CP handover within a gNB may be supported by Xn-U.
NOTE 5:
One UE can be connected to multiple gNB-CU-UPs belonging to the same security domain as the gNB-CU-CP it is connected to, as defined in TS 33.501 [13].
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