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1. Introduction
In last meeting, the procedure for PDCP counter wrap around was agreed for E1AP. This paper is to investigate a little bit more on counter check for supporting security in CU-CP/UP separation. The corresponding proposals are also provided.
2. Discussion
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. 
On the other hand, in TS 33.501, signalling procedure for PDCP COUNT check for NR was also defined as follows: 
---------------------------------------------------------------------------------------------------------------------------------------------
The following procedure is used optionally by the gNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the gNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.
The gNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.


Fig. 6.13-1. gNB periodic local authentication procedure.
1.	When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the gNB. The Counter Check message contains the most significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active radio bearer.
2.	The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.
3.	If the gNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the gNB receives a counter check response that contains one or several PDCP COUNT values, the gNB may release the connection or report the difference of the PDCP COUNT values for the serving AMF or O&M server for further traffic analysis for e.g. detecting the attacker.
---------------------------------------------------------------------------------------------------------------------------------------------
As highlighted above, for both uplink and downlink, gNB is monitoring the PDCP COUNT values associated to each radio bearer. The condition for triggering the procedure is, e.g, the value in some fixed bit position in the hyperframe number is changed. So whether this function locates in the CU-CP or CU-UP in case of CP/UP separation is the key point to decide whether counter check procedure for E1 is necessary or not. 
For example, for uplink case, all the packets will go to CU-UP directly, then how the CU-CP monitor the hyperframe number? So if CU-CP cannot monitor it, it should be allowed for CU-UP to trigger the counter check procedure through E1 interface. Then the CU-CP can use RRC message to perform the authentication to UE. 
Proposal 1): CU-UP triggered Counter Check procedure should be defined in E1AP. 

Proposal 2): To agree the Text Proposal for E1AP. 

3. Conclusion
In this contribution, the counter check procedure in CU-CP/UP Separation was investigated. The following proposals are suggested to RAN3:
Proposal 1): CU-UP triggered Counter Check procedure should be defined in E1AP. 
Proposal 2): To agree the Text Proposals for E1AP. 
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<<<<<<<<<<<<<<<<<<<< Start of Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc462753014]8.3.X	gNB-CU-UP Counter Check
[bookmark: _Toc462753015]8.3.X.1	General
This procedure is initiated by the gNB-CU-UP to request the gNB-CU-CP to execute a counter check procedure to verify the value of the PDCP COUNTs associated with DRBs established in the gNB-CU-UP.
The procedure uses UE-associated signalling.
[bookmark: _Toc462753016]8.3.X.2	Successful Operation
gNB-CU-UP
gNB-CU-CP
GNB-CU-UP COUNTER CHECK REQUEST

Figure 8.3.X.2-1: gNB-CU-UP Counter Check procedure, successful operation.
The gNB-CU-UP initiates the procedure by sending the gNB-CU-UP COUNTER CHECK REQUEST message to the gNB-CU-CP.
Upon reception of the gNB-CU-UP COUNTER CHECK REQUEST message, the gNB-CU-CP may perform the RRC counter check procedure as defined in TS 33.501 [13].
[bookmark: _Toc462753017]8.3.X.3	Unsuccessful Operation
Not applicable.
[bookmark: _Toc462753018]8.3.X.4	Abnormal Conditions
Not applicable.

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc462753074]9.2.2.Y	GNB-CU-UP COUNTER CHECK REQUEST
This message is sent by the gNB-CU-UP to request the verification of the value of the PDCP COUNTs associated with the DRBs established in the gNB-CU-UP.
Direction: gNB-CU-UP  gNB-CU-CP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRBs Subject to
Counter Check List
	
	1
	
	
	YES
	ignore

	>>>DRBs Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	

	>NG-RAN
	
	
	
	
	
	

	>>DRBs Subject to Counter Check List
	
	1
	
	
	YES
	ignore

	[bookmark: _GoBack]>>>DRBs Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>PDU Session ID
	M
	
	
	
	-
	

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	



	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.




<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
9.4.3	Elementary Procedure Definitions
-- **************************************************************
--
-- Elementary Procedure definitions
--
-- **************************************************************

[bookmark: _Hlk513724263]E1AP-PDU-Descriptions {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-PDU-Descriptions (0) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************
--
-- IE parameter types from other modules
--
-- **************************************************************

IMPORTS
	Criticality,
	ProcedureCode

FROM E1AP-CommonDataTypes
	Reset,
	ResetAcknowledge,
	ErrorIndication,
	GNB-CU-UP-E1SetupRequest,
	GNB-CU-UP-E1SetupResponse,
	GNB-CU-UP-E1SetupFailure, 
	GNB-CU-CP-E1SetupRequest,
	GNB-CU-CP-E1SetupResponse,
	GNB-CU-CP-E1SetupFailure, 
	GNB-CU-UP-ConfigurationUpdate,
	GNB-CU-UP-ConfigurationUpdateAcknowledge,
	GNB-CU-UP-ConfigurationUpdateFailure,
	GNB-CU-CP-ConfigurationUpdate,
	GNB-CU-CP-ConfigurationUpdateAcknowledge,
	GNB-CU-CP-ConfigurationUpdateFailure,
	BearerContextSetupRequest,
	BearerContextSetupResponse,
	BearerContextSetupFailure,
	BearerContextModificationRequest,
	BearerContextModificationResponse,
	BearerContextModificationFailure,
	BearerContextModificationRequired,

BearerContextModificationConfirm,
	BearerContextReleaseCommand,
	BearerContextReleaseComplete,
	BearerContextReleaseRequest,
	BearerContextInactivityNotification,
	DLDataNotification,
	DataUsageReport,
	E1ReleaseRequest,
	E1ReleaseResponse,
GNB-CU-UP-CounterCheckRequest,
	PrivateMessage

FROM E1AP-PDU-Contents
	id-reset,
	id-errorIndication,
	id-gNB-CU-UP-E1Setup,
	id-gNB-CU-CP-E1Setup,
	id-gNB-CU-UP-ConfigurationUpdate,
	id-gNB-CU-CP-ConfigurationUpdate,
	id-e1Release,
	id-bearerContextSetup,
	id-bearerContextModification,
	id-bearerContextModificationRequired,
	id-bearerContextRelease,
	id-bearerContextReleaseRequest,
	id-bearerContextInactivityNotification,
	id-dLDataNotification,
	id-dataUsageReport,
	id-gNB-CU-UP-CounterCheck,
	id-privateMessage

FROM E1AP-Constants;

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
-- **************************************************************
--
-- Interface Elementary Procedure List
--
-- **************************************************************

E1AP-ELEMENTARY-PROCEDURES E1AP-ELEMENTARY-PROCEDURE ::= {
	E1AP-ELEMENTARY-PROCEDURES-CLASS-1			|
	E1AP-ELEMENTARY-PROCEDURES-CLASS-2			,

	...
}

E1AP-ELEMENTARY-PROCEDURES-CLASS-1 E1AP-ELEMENTARY-PROCEDURE ::= {
	reset										|
	gNB-CU-UP-E1Setup							|
	gNB-CU-CP-E1Setup							|
	gNB-CU-UP-ConfigurationUpdate			|
	gNB-CU-CP-ConfigurationUpdate			|
	e1Release									|
	bearerContextSetup							|
	bearerContextModification					|
	bearerContextModificationRequired		|
	bearerContextRelease						,
	...
}

E1AP-ELEMENTARY-PROCEDURES-CLASS-2 E1AP-ELEMENTARY-PROCEDURE ::= {
	errorIndication							|
	bearerContextReleaseRequest				|
	bearerContextInactivityNotification		|
	dLDataNotification							|
	dataUsageReport							|
	gNB-CU-UP-CounterCheck					|
	privateMessage								,
	...
}


<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
-- **************************************************************
--
-- Interface Elementary Procedures
--
-- **************************************************************

reset E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		Reset
	SUCCESSFUL OUTCOME		ResetAcknowledge
	PROCEDURE CODE			id-reset
	CRITICALITY				reject
}

errorIndication E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		ErrorIndication
	PROCEDURE CODE			id-errorIndication
	CRITICALITY				ignore
}

gNB-CU-UP-E1Setup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-E1SetupRequest
	SUCCESSFUL OUTCOME		GNB-CU-UP-E1SetupResponse
	UNSUCCESSFUL OUTCOME	GNB-CU-UP-E1SetupFailure
	PROCEDURE CODE			id-gNB-CU-UP-E1Setup
	CRITICALITY				reject
}

gNB-CU-CP-E1Setup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-CP-E1SetupRequest
	SUCCESSFUL OUTCOME		GNB-CU-CP-E1SetupResponse
	UNSUCCESSFUL OUTCOME	GNB-CU-CP-E1SetupFailure
	PROCEDURE CODE			id-gNB-CU-CP-E1Setup
	CRITICALITY				reject
}

gNB-CU-UP-ConfigurationUpdate E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-ConfigurationUpdate
	SUCCESSFUL OUTCOME		GNB-CU-UP-ConfigurationUpdateAcknowledge
	UNSUCCESSFUL OUTCOME	GNB-CU-UP-ConfigurationUpdateFailure
	PROCEDURE CODE			id-gNB-CU-UP-ConfigurationUpdate
	CRITICALITY				reject
}

gNB-CU-CP-ConfigurationUpdate E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-CP-ConfigurationUpdate
	SUCCESSFUL OUTCOME		GNB-CU-CP-ConfigurationUpdateAcknowledge
	UNSUCCESSFUL OUTCOME	GNB-CU-CP-ConfigurationUpdateFailure
	PROCEDURE CODE			id-gNB-CU-CP-ConfigurationUpdate
	CRITICALITY				reject
}

e1Release E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		E1ReleaseRequest
	SUCCESSFUL OUTCOME		E1ReleaseResponse
	PROCEDURE CODE			id-e1Release
	CRITICALITY				reject
}

bearerContextSetup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextSetupRequest
	SUCCESSFUL OUTCOME		BearerContextSetupResponse
	UNSUCCESSFUL OUTCOME	BearerContextSetupFailure
	PROCEDURE CODE			id-bearerContextSetup
	CRITICALITY				reject
}

bearerContextModification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextModificationRequest
	SUCCESSFUL OUTCOME		BearerContextModificationResponse
	UNSUCCESSFUL OUTCOME	BearerContextModificationFailure
	PROCEDURE CODE			id-bearerContextModification
	CRITICALITY				reject
}

bearerContextModificationRequired E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextModificationRequired
	SUCCESSFUL OUTCOME		BearerContextModificationConfirm
	PROCEDURE CODE			id-bearerContextModificationRequired
	CRITICALITY				reject
}

bearerContextRelease E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextReleaseCommand
	SUCCESSFUL OUTCOME		BearerContextReleaseComplete
	PROCEDURE CODE			id-bearerContextRelease
	CRITICALITY				reject
}

bearerContextReleaseRequest E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextReleaseRequest
	PROCEDURE CODE			id-bearerContextReleaseRequest
	CRITICALITY				ignore
}

bearerContextInactivityNotification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextInactivityNotification
	PROCEDURE CODE			id-bearerContextInactivityNotification
	CRITICALITY				ignore
}

dLDataNotification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		DLDataNotification
	PROCEDURE CODE			id-dLDataNotification
	CRITICALITY				ignore
}

dataUsageReport E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		DataUsageReport
	PROCEDURE CODE			id-dataUsageReport
	CRITICALITY				ignore
}

gNB-CU-UP-CounterCheck E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-CounterCheckRequest
	PROCEDURE CODE			id-gNB-CU-UP-CounterCheck
	CRITICALITY				ignore
}

privateMessage E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		PrivateMessage
	PROCEDURE CODE			id-privateMessage
	CRITICALITY				ignore
}

END

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc515369006][bookmark: _Toc515369275][bookmark: _Toc515369557][bookmark: _Toc515369741][bookmark: _Toc515369925][bookmark: _Toc515370297][bookmark: _Toc515370482][bookmark: _Toc515370668][bookmark: _Toc515372055]9.4.4	PDU Definitions
[bookmark: _Hlk506316534]-- **************************************************************
--
-- PDU definitions for E1AP
--
-- **************************************************************

E1AP-PDU-Contents {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************
--
-- IE parameter types from other modules
--
-- **************************************************************

IMPORTS
	
	Cause,
	CriticalityDiagnostics,
	GNB-CU-CP-UE-E1AP-ID,
	GNB-CU-UP-UE-E1AP-ID,
	UE-associatedLogicalE1-ConnectionItem,
	GNB-CU-UP-ID,
	GNB-CU-UP-Name,
	GNB-CU-CP-Name,
	CNSupport,
	PLMN-Identity,
	Slice-Support-List,
	NR-CGI-Support-List,
	QoS-Parameters-Support-List,
	SecurityInformation,
	BitRate,
	BearerContextStatusChange,
	DRB-To-Setup-List-EUTRAN,
	DRB-Setup-List-EUTRAN,
	DRB-Failed-List-EUTRAN,
	DRB-To-Modify-List-EUTRAN,
	DRB-Modified-List-EUTRAN,
	DRB-Failed-To-Modify-List-EUTRAN,
	DRB-To-Remove-List-EUTRAN,
	DRB-To-Remove-Required-List-EUTRAN,
	DRB-Required-To-Modify-List-EUTRAN,
	DRB-Confirm-Modified-List-EUTRAN,
	PDU-Session-Resource-To-Setup-List,
	PDU-Session-Resource-Setup-List,
	PDU-Session-Resource-Failed-List,
	PDU-Session-Resource-To-Modify-List,
	PDU-Session-Resource-Modified-List,
	PDU-Session-Resource-Failed-To-Modify-List,
	PDU-Session-Resource-To-Remove-List,
	PDU-Session-Resource-Required-To-Modify-List,
	PDU-Session-Resource-Confirm-Modified-List,
	DRB-Status-Item,
	DRB-Activity-Item,
	Data-Usage-Report-List,
	TimeToWait,
	ActivityNotificationLevel,
	ActivityInformation,
	New-UL-TNL-Information-Required,
	GNB-CU-CP-TNLA-Setup-Item,
	GNB-CU-CP-TNLA-Failed-To-Setup-Item,
	GNB-CU-CP-TNLA-To-Add-Item,
	GNB-CU-CP-TNLA-To-Remove-Item,
	GNB-CU-CP-TNLA-To-Update-Item,
	DRBs-Subject-To-Counter-Check-List-EUTRAN

	
FROM E1AP-IEs

	PrivateIE-Container{},
	ProtocolExtensionContainer{},
	ProtocolIE-Container{},
	ProtocolIE-ContainerList{},
	ProtocolIE-SingleContainer{},
	E1AP-PRIVATE-IES,
	E1AP-PROTOCOL-EXTENSION,
	E1AP-PROTOCOL-IES


FROM E1AP-Containers
	
	id-Cause,
	id-CriticalityDiagnostics,
	id-gNB-CU-CP-UE-E1AP-ID, 
	id-gNB-CU-UP-UE-E1AP-ID,
	id-ResetType,
	id-UE-associatedLogicalE1-ConnectionItem,
	id-UE-associatedLogicalE1-ConnectionListResAck,
	id-gNB-CU-UP-ID,
	id-gNB-CU-UP-Name,
	id-gNB-CU-CP-Name,
	id-CNSupport,
	id-SupportedPLMNs,
	id-SupportedPLMNs-Item,
	id-SecurityInformation,
	id-UEDLAggregateMaximumBitRate,
	id-BearerContextStatusChange,
	id-System-BearerContextSetupRequest,
	id-System-BearerContextSetupResponse,
	id-System-BearerContextModificationRequest,
	id-System-BearerContextModificationResponse,
	id-System-BearerContextModificationConfirm,
	id-System-BearerContextModificationRequired,
	id-DRB-Status-List,
	id-DRB-Status-Item,
	id-Data-Usage-Report-List,	
	id-TimeToWait,
	id-ActivityNotificationLevel,
	id-ActivityInformation,
	id-New-UL-TNL-Information-Required,
	id-GNB-CU-CP-TNLA-Setup-List,
	id-GNB-CU-CP-TNLA-Setup-Item,
	id-GNB-CU-CP-TNLA-Failed-To-Setup-List,
	id-GNB-CU-CP-TNLA-Failed-To-Setup-Item,
	id-GNB-CU-CP-TNLA-To-Add-Item,
	id-GNB-CU-CP-TNLA-To-Add-List,
	id-GNB-CU-CP-TNLA-To-Remove-Item,
	id-GNB-CU-CP-TNLA-To-Remove-List,
	id-GNB-CU-CP-TNLA-To-Update-Item,
	id-GNB-CU-CP-TNLA-To-Update-List,
	id-System-GNB-CU-UP-CounterCheckRequest,
	
	maxnoofErrors,
	maxnoofSPLMNs,
	maxnoofDRBs,
	maxnoofTNLAssociations,
	maxnoofIndividualE1ConnectionsToReset

	
FROM E1AP-Constants;



<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
-- **************************************************************
--
-- DATA USAGE REPORT
--
-- **************************************************************

-- **************************************************************
--
-- Data Usage Report
--
-- **************************************************************

DataUsageReport ::= SEQUENCE {
	protocolIEs			ProtocolIE-Container       { { DataUsageReportIEs } },
	...
}

DataUsageReportIEs E1AP-PROTOCOL-IES ::= {
	{ ID id-gNB-CU-CP-UE-E1AP-ID			CRITICALITY reject	TYPE GNB-CU-CP-UE-E1AP-ID			PRESENCE mandatory }|
	{ ID id-gNB-CU-UP-UE-E1AP-ID			CRITICALITY reject	TYPE GNB-CU-UP-UE-E1AP-ID			PRESENCE mandatory }|
	{ ID id-Data-Usage-Report-List			CRITICALITY ignore	TYPE Data-Usage-Report-List			PRESENCE mandatory },	
	...
}

-- **************************************************************
--
-- GNB-CU-UP COUNTER CHECK
--
-- **************************************************************

-- **************************************************************
--
-- gNB-CU-UP Counter Check Request
--
-- **************************************************************

GNB-CU-UP-CounterCheckRequest ::= SEQUENCE {
	protocolIEs			ProtocolIE-Container       { { GNB-CU-UP-CounterCheckRequestIEs } },
	...
}

GNB-CU-UP-CounterCheckRequestIEs E1AP-PROTOCOL-IES ::= {
	{ ID id-gNB-CU-CP-UE-E1AP-ID			CRITICALITY reject	TYPE GNB-CU-CP-UE-E1AP-ID			PRESENCE mandatory }|
	{ ID id-gNB-CU-UP-UE-E1AP-ID			CRITICALITY reject	TYPE GNB-CU-UP-UE-E1AP-ID			PRESENCE mandatory }|
	{ ID id-System-GNB-CU-UP-CounterCheckRequest	CRITICALITY reject	TYPE System-GNB-CU-UP-CounterCheckRequest				PRESENCE mandatory },
} 

System-GNB-CU-UP-CounterCheckRequest	::=	CHOICE {
	e-UTRAN-GNB-CU-UP-CounterCheckRequest		EUTRAN-GNB-CU-UP-CounterCheckRequest,
	nG-RAN-GNB-CU-UP-CounterCheckRequest		NG-RAN-GNB-CU-UP-CounterCheckRequest,
	...
}

EUTRAN-GNB-CU-UP-CounterCheckRequest	::=		SEQUENCE {

	dRBs-Subject-To-Counter-Check-List-EUTRAN				DRBs-Subject-To-Counter-Check-List-EUTRAN,
	iE-Extensions							ProtocolExtensionContainer { { EUTRAN-GNB-CU-UP-CounterCheckRequest-ExtIEs } }	OPTIONAL,
	...
}

EUTRAN-GNB-CU-UP-CounterCheckRequest-ExtIEs		E1AP-PROTOCOL-EXTENSION ::= {
	...
}

NG-RAN-GNB-CU-UP-CounterCheckRequest	::=		SEQUENCE {
	dRBs-Subject-To-Counter-Check-List-NG-RAN				DRBs-Subject-To-Counter-Check-List-NG-RAN,
	iE-Extensions							ProtocolExtensionContainer { { NG-RAN-GNB-CU-UP-CounterCheckRequest-ExtIEs } }	OPTIONAL,
	...
}

NG-RAN-GNB-CU-UP-CounterCheckRequest-ExtIEs		E1AP-PROTOCOL-EXTENSION ::= {

	...
}

-- **************************************************************
--
-- PRIVATE MESSAGE
--
-- **************************************************************


PrivateMessage ::= SEQUENCE {
	privateIEs		PrivateIE-Container	{{PrivateMessage-IEs}},
	...
}

PrivateMessage-IEs E1AP-PRIVATE-IES ::= {
	...
}

END

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
DL-TX-Stop	::=	ENUMERATED	{
	stop,
	...
}

DL-Count	::= INTEGER (0.. 4294967295)

DRB-Activity	::= ENUMERATED {
	active,
	not-active,
	...
}


<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
DRB-Usage-Report-List ::= SEQUENCE (SIZE(1..maxnooftimeperiods)) OF DRB-Usage-Report-Item

DRB-Usage-Report-Item	::= SEQUENCE {
	startTimeStamp					OCTET STRING (SIZE(4)),
	endTimeStamp					OCTET STRING (SIZE(4)),
	usageCountUL					INTEGER (0..18446744073709551615),
	usageCountDL					INTEGER (0..18446744073709551615),
	iE-Extensions					ProtocolExtensionContainer { { DRB-Usage-Report-Item-ExtIEs} } OPTIONAL,
	...
}

DRB-Usage-Report-Item-ExtIEs E1AP-PROTOCOL-EXTENSION ::= {
	...
}

DRBs-Subject-To-Counter-Check-List-EUTRAN	::= SEQUENCE (SIZE(1.. maxnoofDRBs)) OF DRBs-Subject-To-Counter-Check-Item-EUTRAN

DRBs-Subject-To-Counter-Check-Item-EUTRAN	::=	SEQUENCE {
	dRB-ID										DRB-ID,
	uL-Count									UL-Count,
	dL-Count									DL-Count,
	iE-Extensions							ProtocolExtensionContainer { { DRBs-Subject-To-Counter-Check-Item-EUTRAN-ExtIEs } }	OPTIONAL,
	...
}

DRBs-Subject-To-Counter-Check-Item-EUTRAN-ExtIEs		E1AP-PROTOCOL-EXTENSION ::= {
	...
}

DRBs-Subject-To-Counter-Check-List-NG-RAN	::= SEQUENCE (SIZE(1.. maxnoofDRBs)) OF DRBs-Subject-To-Counter-Check-Item-NG-RAN

DRBs-Subject-To-Counter-Check-Item-NG-RAN	::=	SEQUENCE {
	pDU-Session-ID								PDU-Session-ID,
	dRB-ID										DRB-ID,
	uL-Count									UL-Count,
	dL-Count									DL-Count,
	iE-Extensions							ProtocolExtensionContainer { { DRBs-Subject-To-Counter-Check-Item-NG-RAN-ExtIEs } }	OPTIONAL,
	...
}

DRBs-Subject-To-Counter-Check-Item-NG-RAN-ExtIEs		E1AP-PROTOCOL-EXTENSION ::= {
	...
}

Dynamic5QIDescriptor	::= SEQUENCE {
	qoSPriorityLevel					QoSPriorityLevel,
	packetDelayBudget					PacketDelayBudget,
	packetErrorRate						PacketErrorRate,
	delayCritical						ENUMERATED {delay-critical, non-delay-critical}		OPTIONAL,
	averagingWindow 					AveragingWindow										OPTIONAL,
	maxDataBurstVolume					MaxDataBurstVolume									OPTIONAL,
	iE-Extensions					ProtocolExtensionContainer { { Dynamic5QIDescriptor-ExtIEs } } OPTIONAL
}

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
UL-Configuration	::=	ENUMERATED	{
	no-data,
	shared,
	only,
	...
}

UL-Count	::= INTEGER (0.. 4294967295)

ULDataSplitThreshold	::=	ENUMERATED {b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800, b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400, b6553600, infinity, ...}

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc515369009][bookmark: _Toc515369278][bookmark: _Toc515369560][bookmark: _Toc515369744][bookmark: _Toc515369928][bookmark: _Toc515370300][bookmark: _Toc515370485][bookmark: _Toc515370671][bookmark: _Toc515372058]9.4.7	Constant Definitions
-- **************************************************************
--
-- Constant definitions
--
-- **************************************************************


E1AP-Constants {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-Constants (4) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

IMPORTS

	ProcedureCode,
	ProtocolIE-ID

FROM E1AP-CommonDataTypes;

-- **************************************************************
--
-- Elementary Procedures
--
-- **************************************************************

id-reset														ProcedureCode ::= 0
id-errorIndication												ProcedureCode ::= 1
id-privateMessage												ProcedureCode ::= 2
id-gNB-CU-UP-E1Setup											ProcedureCode ::= 3
id-gNB-CU-CP-E1Setup											ProcedureCode ::= 4
id-gNB-CU-UP-ConfigurationUpdate								ProcedureCode ::= 5
id-gNB-CU-CP-ConfigurationUpdate								ProcedureCode ::= 6
id-e1Release													ProcedureCode ::= 7
id-bearerContextSetup											ProcedureCode ::= 8
id-bearerContextModification									ProcedureCode ::= 9
id-bearerContextModificationRequired							ProcedureCode ::= 10
id-bearerContextRelease										ProcedureCode ::= 11
id-bearerContextReleaseRequest								ProcedureCode ::= 12
id-bearerContextInactivityNotification						ProcedureCode ::= 13
id-dLDataNotification											ProcedureCode ::= 14
id-dataUsageReport												ProcedureCode ::= 15
id-gNB-CU-UP-CounterCheck										ProcedureCode ::= x


<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>
-- **************************************************************
--
-- IEs
--
-- **************************************************************

id-Cause														ProtocolIE-ID ::= 0
id-CriticalityDiagnostics										ProtocolIE-ID ::= 1
id-gNB-CU-CP-UE-E1AP-ID 										ProtocolIE-ID ::= 2	
id-gNB-CU-UP-UE-E1AP-ID										ProtocolIE-ID ::= 3
id-ResetType													ProtocolIE-ID ::= 4	
id-UE-associatedLogicalE1-ConnectionItem						ProtocolIE-ID ::= 5
id-UE-associatedLogicalE1-ConnectionListResAck				ProtocolIE-ID ::= 6
id-gNB-CU-UP-ID												ProtocolIE-ID ::= 7
id-gNB-CU-UP-Name												ProtocolIE-ID ::= 8
id-gNB-CU-CP-Name												ProtocolIE-ID ::= 9
id-CNSupport													ProtocolIE-ID ::= 10
id-SupportedPLMNs												ProtocolIE-ID ::= 11
id-SupportedPLMNs-Item										ProtocolIE-ID ::= 12
id-TimeToWait													ProtocolIE-ID ::= 13 
id-SecurityInformation										ProtocolIE-ID ::= 14 
id-UEDLAggregateMaximumBitRate								ProtocolIE-ID ::= 15 
id-System-BearerContextSetupRequest							ProtocolIE-ID ::= 16
id-System-BearerContextSetupResponse							ProtocolIE-ID ::= 17
id-BearerContextStatusChange									ProtocolIE-ID ::= 18
id-System-BearerContextModificationRequest					ProtocolIE-ID ::= 19
id-System-BearerContextModificationResponse					ProtocolIE-ID ::= 20
id-System-BearerContextModificationConfirm					ProtocolIE-ID ::= 21
id-System-BearerContextModificationRequired					ProtocolIE-ID ::= 22
id-DRB-Status-List												ProtocolIE-ID ::= 23
id-DRB-Status-Item												ProtocolIE-ID ::= 24

id-ActivityNotificationLevel									ProtocolIE-ID ::= 25 
id-ActivityInformation										ProtocolIE-ID ::= 26
id-Data-Usage-Report-List										ProtocolIE-ID ::= 27
id-New-UL-TNL-Information-Required							ProtocolIE-ID ::= 28
id-GNB-CU-CP-TNLA-To-Add-Item									ProtocolIE-ID ::= 29
id-GNB-CU-CP-TNLA-To-Add-List									ProtocolIE-ID ::= 30
id-GNB-CU-CP-TNLA-To-Remove-Item								ProtocolIE-ID ::= 31
id-GNB-CU-CP-TNLA-To-Remove-List								ProtocolIE-ID ::= 32
id-GNB-CU-CP-TNLA-To-Update-Item								ProtocolIE-ID ::= 33
id-GNB-CU-CP-TNLA-To-Update-List								ProtocolIE-ID ::= 34
id-GNB-CU-CP-TNLA-Setup-List									ProtocolIE-ID ::= 35
id-GNB-CU-CP-TNLA-Setup-Item									ProtocolIE-ID ::= 36
id-GNB-CU-CP-TNLA-Failed-To-Setup-List						ProtocolIE-ID ::= 37
id-GNB-CU-CP-TNLA-Failed-To-Setup-Item						ProtocolIE-ID ::= 38
id-System-GNB-CU-UP-CounterCheckRequest						ProtocolIE-ID ::= x

END
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