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	Reason for change:
	In eNB CP Relocation scenario, when authentication failure happens, current procedure description indicates that the MME will reply the eNB with CONNECTION ESTABLISHMENT INDICATION message without security information, and then the eNB shall fail the RRC Re-establishment.

But in case of authentication failure, the MME will not setup UE context and herein should not setup the S1 UE association.

	
	

	Summary of change:
	Update the authentication failure case handling, i.e. the eNB and the MME should locally release the allocated S1 resources, if any.

	
	

	Consequences if not approved:
	Wrong handling by the MME and eNB in case of authentication failure for eNB CP Relocation.
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----Start of the Change----
19.2.2.30
eNB CP Relocation Indication

The eNB CP Relocation Indication procedure is only applicable for NB-IOT UEs using Control Plane CIoT EPS optimizations. The purpose of the eNB CP Relocation Indication procedure is to request the MME to authenticate the UE's re-establishment request as described in TS 33.401 [22], and initiate the establishment of the UE-associated logical S1-connection after the UE has initiated a RRC Re-establishment procedure in a new eNB.

When the new eNB receives the RRCConnectionReestablishmentRequest message, it triggers the eNB CP Relocation Indication procedure including NAS-level security information received from the UE. If the MME authenticates the request, it initiates the Connection Establishment Indication procedure including NAS-level security information to be sent to the UE in the RRCConnectionReestablishment message. In case the MME cannot authenticate the UE's request, the MME shall trigger Error Indication procedure towards the eNB with proper cause value, e.g. “Authentication failure” and without assigning the MME UE S1AP ID, and then the eNB shall fail the RRC Re-establishment. The eNB and the MME should locally release the allocated S1 resources, if any.
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Figure 19.2.2.30-1: eNB CP Relocation Indication procedure (highlighted in blue)

Interactions with the MME CP Relocation and UE Context Release procedures:

In case of successful UE authentication, the MME initiates the UE Context Release procedure to release the UE's S1-connection in the old eNB. The MME may initiate the MME CP Relocation procedure before the release procedure in order to trigger the old eNB to return non-delivered NAS PDUs to the MME.

----End of the Change----
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