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1. Introduction
SA3 has identified a similar security requirement to that for inter-RAT handover from E-UTRAN to GERAN/UTRAN. This document briefly explains the background and provides a text proposal to fulfil the requirement.
2. Discussion
In LTE S1AP specifications, there is an IE that is passed from the MME to the eNB at inter-RAT handover to UTRAN or GERAN (NAS Security Parameters from E-UTRAN). This IE contains information that is sent to the UE and used by the UE to estimate the NAS downlink COUNT selected by the MME (see TS 33.401).
A similar functionality is required in NG-RAN, as detailed in the received LS from SA3. The background is that, although there is no NAS security container that is used for N1 to S1 mode handover, the UE still needs to use the DL NAS COUNT to create a mapped EPS security context, i.e. derive K'ASME from KAMF. Hence, the DL NAS COUNT should be provided to the UE as part of the handover signalling (i.e. at RRC) as a parameter (i.e. not as a security container) like the NAS security parameters from E-UTRAN IE. The IE needs to be provided from the AMF to the NG-RAN, for the case of inter-system handover (5GS to EPS).
It is proposed to agree the text proposal in the Annex.
3. Conclusions
Proposal: It is proposed to agree the text proposal in the Annex.
4. Annex – Text proposal

NOTE: The below is written on top of the baseline CR in R3-184387. The changes proposed are independent of this (vs 15.0.0)

>>>>> Start of Changes <<<<

9.2.3.2
HANDOVER COMMAND

This message is sent by the AMF to inform the source NG-RAN node that resources for the handover have been prepared at the target side.

Direction: AMF( NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	NAS Security Parameters from NG-RAN
	C-iftoEPS
	
	9.3.3.X
	The NG-RAN node shall use this IE as specified in TS 33.501 [13].
	YES
	reject

	PDU Session Resource Handover List
	
	1
	
	
	YES
	ignore

	>PDU Session Resource Subject to Forwarding Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	ignore

	>>PDU Session ID
	M
	
	9.3.1.50
	
	-
	

	>>Handover Command Transfer
	M
	
	OCTET STRING
	Containing the Handover Command Transfer IE specified in subclause 9.3.4.10.
	-
	

	PDU Session Resource to Release List
	
	0..1
	
	
	YES
	ignore

	>PDU Session Resource to Release Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	ignore

	>>PDU Session ID
	M
	
	9.3.1.50
	
	-
	

	>>Handover Preparation Unsuccessful Transfer
	M
	
	OCTET STRING
	Containing the Handover Preparation Unsuccessful Transfer IE specified in subclause 9.3.4.18.
	-
	

	Target to Source Transparent Container
	M
	
	9.3.1.21
	
	YES
	reject

	Criticality Diagnostics
	O
	
	9.3.1.3
	
	YES
	ignore


	Condition
	Explanation

	iftoEPS
	This IE shall be present if the Handover Type IE is set to the value “5GStoEPS”.


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


>>>>> Next Change  <<<<

9.3.3.X
NAS Security Parameters from NG-RAN
The purpose of the NAS Security Parameters from NG-RAN IE is to provide security related parameters for inter-system handover from NG-RAN to E-UTRAN via the eNB to the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	NAS Security Parameters from NG-RAN
	M
	
	OCTET STRING
	Coded as the value part of NAS security parameters from NG-RAN  IE defined in TS 24.501 [26].


>>>>> Next Change  <<<<
9.4.4
PDU Definitions

-- **************************************************************

--

-- PDU definitions for NGAP.

--

-- **************************************************************

NGAP-PDU-Contents { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

ngran-Access (22) modules (3) ngap (1) version1 (1) ngap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************

--

-- IE parameter types from other modules.

--

-- **************************************************************

IMPORTS


AllowedNSSAI,


AMFName,


AMFSetID,


AMF-UE-NGAP-ID,

AssistanceDataForPaging,


BroadcastCancelledAreaList,


BroadcastCompletedAreaList,


CancelAllWarningMessages,

***skip unchanged text in same section  ***


UEPresenceInAreaOfInterestList,


UERadioCapability,


UERadioCapabilityForPaging,


UESecurityCapabilities,


UnavailableGUAMIList,


UserLocationInformation,


WarningAreaList,


WarningMessageContents,


WarningSecurityInfo,


WarningType,

NASSecurityParametersfromNG-RAN
FROM NGAP-IEs


PrivateIE-Container{},


ProtocolExtensionContainer{},


ProtocolIE-Container{},


ProtocolIE-ContainerList{},


ProtocolIE-ContainerPair{},


ProtocolIE-SingleContainer{},


NGAP-PRIVATE-IES,


NGAP-PROTOCOL-EXTENSION,


NGAP-PROTOCOL-IES,


NGAP-PROTOCOL-IES-PAIR

FROM NGAP-Containers


id-AllowedNSSAI,


id-AMFName,


id-AMFSetID,


id-AMF-TNLAssociationFailedToSetupList,


id-AMF-TNLAssociationSetupItem,


id-AMF-TNLAssociationSetupList,


id-AMF-TNLAssociationToAddItem,


id-AMF-TNLAssociationToAddList,


id-AMF-TNLAssociationToRemoveItem,


id-AMF-TNLAssociationToRemoveList,


id-AMF-TNLAssociationToUpdateItem,

id-AMF-TNLAssociationToUpdateList,

***skip unchanged text in same section  ***


id-UERadioCapabilityForPaging,


id-UESecurityCapabilities,


id-UnavailableGUAMIList,


id-UserLocationInformation,


id-WarningAreaList,


id-WarningMessageContents,


id-WarningSecurityInfo,


id-WarningType,

id-NASSecurityParametersfromNG-RAN,

maxnoofNGConnectionsToReset,


maxnoofTAIs,


maxnoofTNLAssociations,


maxnoofPDUSessions

FROM NGAP-Constants;

***skip unchanged text in same section  ***

-- **************************************************************

--

-- HANDOVER COMMAND

--

-- **************************************************************

HandoverCommand ::= SEQUENCE {


protocolIEs

ProtocolIE-Container

{ {HandoverCommandIEs} },


...

}

HandoverCommandIEs NGAP-PROTOCOL-IES ::= {



{ ID id-AMF-UE-NGAP-ID







CRITICALITY reject
TYPE AMF-UE-NGAP-ID










PRESENCE mandatory
}|


{ ID id-RAN-UE-NGAP-ID







CRITICALITY reject
TYPE RAN-UE-NGAP-ID










PRESENCE mandatory
}|


{ ID id-HandoverType







CRITICALITY reject
TYPE HandoverType










PRESENCE mandatory
}|

{ ID id-NASSecurityParametersfromNG-RAN



CRITICALITY reject
TYPE NASSecurityParametersfromNG-RAN




PRESENCE conditional
}|

-- This IE shall be present if HandoverType IE is set to value "5GStoEPPS" --}|

{ ID id-PDUSessionResourceHandoverList



CRITICALITY ignore
TYPE PDUSessionResourceHandoverList




PRESENCE mandatory
}|


{ ID id-PDUSessionResourceToReleaseListHOCmd

CRITICALITY ignore
TYPE PDUSessionResourceToReleaseListHOCmd


PRESENCE optional

}|


{ ID id-TargetToSource-TransparentContainer


CRITICALITY reject
TYPE TargetToSource-TransparentContainer


PRESENCE mandatory
}|


{ ID id-CriticalityDiagnostics





CRITICALITY ignore
TYPE CriticalityDiagnostics







PRESENCE optional

},


...

}

>>>>> Next Change  <<<<
9.4.5
Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

NGAP-IEs {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

ngran-Access (22) modules (3) ngap (1) version1 (1) ngap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

IMPORTS

***skip unchanged text in same section  ***

-- N

N3IWF-ID ::= CHOICE {


n3IWF-ID



BIT STRING (SIZE(16)),


...

}

NAS-PDU ::= OCTET STRING
NASSecurityParametersfromNG-RAN ::= OCTET STRING
NewSecurityContextInd ::= ENUMERATED {


true,


...

}
NextHopChainingCount ::= INTEGER (0..7)

>>>>> Next Change  <<<<
9.4.7
Constant Definitions

-- **************************************************************

--

-- Constant definitions

--

-- **************************************************************

NGAP-Constants { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

ngran-Access (22) modules (3) ngap (1) version1 (1) ngap-Constants (4) } 

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************

--

-- IE parameter types from other modules.

--

-- **************************************************************

IMPORTS


ProcedureCode,


ProtocolIE-ID

FROM NGAP-CommonDataTypes;

***skip unchanged text in same section  ***


id-PDUSessionResourceFailedToSetupItemSURes



ProtocolIE-ID ::= 141

id-PDUSessionResourceFailedToSetupListCxtRes


ProtocolIE-ID ::= 142

id-PDUSessionResourceFailedToSetupListHOAck



ProtocolIE-ID ::= 143

id-PDUSessionResourceFailedToSetupListPSReq



ProtocolIE-ID ::= 144

id-PDUSessionResourceReleasedItemNot




ProtocolIE-ID ::= 145

id-PDUSessionResourceReleasedItemPSAck




ProtocolIE-ID ::= 146

id-PDUSessionResourceReleasedListPSAck




ProtocolIE-ID ::= 147

id-PDUSessionResourceToReleaseItemHOCmd




ProtocolIE-ID ::= 148

id-PDUSessionResourceToReleaseItemRelCmd



ProtocolIE-ID ::= 149

id-PDUSessionResourceToReleaseListHOCmd




ProtocolIE-ID ::= 150

id-NASSecurityParametersfromNG-RAN





ProtocolIE-ID ::= XXX
END

>>>>> End of Changes  <<<<
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