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1 Introduction
In LTE, security information is transmitted in X2AP and inter-node RRC message. In NR, how to transfer the security information in the Xn and NG interface is still FFS. This document discusses what security information is needed in NR handover scenarios and where to put them. 
2 Discussion
As in LTE, in NR, for HO preparation, the source gNB decides the target cell and provides KgNB* for this target cell in handover related message. The source gNB can also provide multiple candidate cells on any supported carrier frequency of the target gNB. Candidate cell list is included in inter-node RRC message (i.e. candidateCellInfoList IE) and contains physical cell Id and corresponding measurement result. For handover execution, the target gNB can decide the final serving cell (i.e. PCell) from the candidate cells provided the KgNB* for this cell can be known.

Currently the KgNB* isn’t provided in candidateCellInfoList, there are different ways for the target gNB to calculate KgNB* if gNB selects a new serving cell from candidateCellInfoList.
NG based Handover

Upon receiving HANDOVER RQUIRED message, the CN shall increase NCC value by one and compute a fresh NH, then send {NH, NCC} pair to the target gNB in HANDVOER REQUEST message. The target gNB shall compute the KgNB* to be used by performing the key derivation with the fresh {NH, NCC} and the target PCI and its frequency EARFCN-DL. 
{NH, NCC} pair is not cell specific, so for NG based handover, target gNB can decide a new PCell from the candidate cell list and calculate the corresponding KgNB* by itself based on the information sending from CN.
Xn based handover
For Xn based handover, the source gNB should compute KgNB* for target cell and HO candidate cell, and sends to the target SgNB via HANDOVER REQUEST message. CandidateCellInfoList IE doesn’t contain KgNB*. But another list for reestablishment (called ReestabNCellInfoList IE) contains KgNB*, as showed in below table. If the target gNB decides a new PCell from candidate cell list and the cell corresponding KgNB* can be found in the reestablishment cell list, the new decision will be executed.  
Table 2: Reestablishment cell List

	Reestablishment cell List 

	· Source Cell PCI

	· Target Cell Short Mac-I

	· Additional cell List

	· Cell Identity (28bits)

	· KeNB*

	· Short Mac-I


Observation:
The target gNB can decide a new PCell, only if KgNB* can be known in target gNB.
It was discussing which parameter should be transmitted in XnAP/NGAP and which parameter should be transmitted in inter-node RRC message. The principle is to group the similar kind of information in one place. For the candidate cell list, the measurement report should be kept in the inter-node RRC message as it is quite radio related. For the security related information for candidate cell and reestablishment cell, considering existing XnAP and NGAP carry the security information for target cell, it is thinking to transfer the security information for candidate cell or re-establishment cell in XnAP/NGAP, i.e. moving all security related information outside inter-node RRC message.

Here in below give some considerations if transferring security information in XnAP/NGAP instead of in inter-node RRC message. Generally speaking there are two approaches: either using separated list to transfer security information for candidate cells and reestablishment cell, or using one general list to transfer security information for both. 

· Two List approach: Define two lists to carry security information, one for reestablishment cells and one for candidate cells. Different information is included in the different list.   

· In XnAP, the reestablishment cells list includes {Cell Identity, KgNB*, shortMac-I}. The candidate cells list includes {Cell Identity, KgNB*}. 

· In NGAP, the reestablishment cells list includes {Cell Identity, shortMac-I}. It is no need to include KgNB* since target cell can calculate it by itself. With the same reason, no need to include candidate cell list in NGAP.

· One List approach: The second alternative is to define a list, e.g. “prepared cell list”, to include security information for HO candidate cells and potential reestablishment cells. Some IE useful for reestablishment only should be optional present. 

Proposal:
It is proposed RAN3 to agree to transfer security information for reestablishment cells and candidate cells in XnAP and NGAP, i.e. outside the RRC container.

3 Proposal

In this document, security information for reestablishment cell and candidate cell was discussed. It was concluded with below observation and proposal.

Observation:
The target gNB can decide a new PCell, only if KgNB* can be known in target gNB.
Proposal:
It is proposed RAN3 to agree to transfer security information for reestablishment cells and candidate cells in XnAP and NGAP, i.e. outside the RRC container.

4 Text Proposal to TS38.413 baseline
	First change, omitted text not changed


9.3.1.29
Source NG-RAN Node to Target NG-RAN Node Transparent Container

This IE is produced by the source NG-RAN node and is transmitted to the target NG-RAN node. For inter-system handovers to 5G, the IE is transmitted from the external handover source to the target NG-RAN node.

This IE is transparent to the 5GC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	RRC Container
	M
	
	OCTET STRING
	Includes the RRC HandoverPreparationInformation message as defined in TS 38.331 [18] if the target is a gNB.

Includes the RRC HandoverPreparationInformation message as defined in TS 36.331 [21] if the target is an ng-eNB.

	PDU Session Resource Information List
	
	0..1
	
	For intra-system handovers in NG-RAN.

	>PDU Session Resource Information Item IEs
	
	1..<maxnoofPDUSessions>
	
	

	>>PDU Session ID
	M
	
	9.3.1.50
	

	>>QoS Flow Information List
	
	1
	
	

	>>>QoS Flow Information Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>>>QoS Flow Indicator
	M
	
	9.3.1.51
	

	>>>>DL Forwarding
	O
	
	9.3.1.33
	

	>>DRBs to QoS Flows Mapping List
	
	
	9.3.1.34
	

	E-RAB Information List
	
	0..1
	
	For inter-system handovers to 5G.

	>E-RAB Information Item IEs
	
	1..<maxnoofE-RABs>
	
	

	>>E-RAB ID
	M
	
	9.3.2.3
	

	>>DL Forwarding
	O
	
	9.3.1.33
	

	Target Cell ID
	M
	
	NG-RAN CGI

9.3.1.73
	

	Index to RAT/Frequency Selection Priority
	O
	
	9.3.1.61
	

	Prepared Cell List
	O
	
	9.3.1.x
	


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.

	maxnoofE-RABs
	Maximum no. of E-RABs allowed towards one UE. Value is 256.


	Unchanged Part Omit


9.3.1.x
Prepared Cell List

This IE contains information for cells under control of the target NG-RAN node, required for potential re-establishment by the UE in these cells to succeed.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Source Cell PCI
	M
	
	9.3.1.y
	

	Target Cell ShortMAC-I
	M
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRC Re-establishment Request message (TS 38.331 [18])


	Prepared Cell List
	
	1 .. < maxnoofPreCell>
	
	

	>NR Cell Identity
	M
	
	BIT STRING (SIZE(36))
	The leftmost bits of the NR Cell Identity IE correspond to the gNB ID (defined in subclause 9.3.1.6).

	>ShortMAC-I
	M
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRC Re-establishment Request message (TS 38.331 [18])



	Range bound
	Explanation

	maxnoofPreCell
	Maximum no. of  prepared cells. Value is 32.


9.3.1.y
NG-RAN Cell PCI
This IE defines physical cell ID of a cell served by an NG-RAN node. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE RAT
	M
	
	
	

	>nr
	
	
	
	

	>>NR PCI
	M
	
	INTEGER (0..1007, …)
	NR Physical Cell ID

	>e-utra
	
	
	
	

	>>E-UTRA PCI
	M
	
	INTEGER (0..503, …)
	E-UTRA Physical Cell ID


	End of change


