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1   Introduction
User plane security has been discussed in RAN3 for several meetings based on incoming LS from SA2. The related IEs have been introduced to support information transferring over both NG and Xn interfaces. Currently, the Security Indication IE is optional in the messages, which seems not aligned with SA2’s definition.
In this paper, we would provide some analysis and give the corresponding proposal.
2   Discussion

RAN3 has introduced integrity protection and confidentiality protection for the purpose of user plane security. The corresponding IE Security Indication is added to the PDU SESSION RESOURCE SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUIRED, and HANDOVER REQUEST messages. It is defined as optional for now.
According to [1], the User Plane Security Enforcement information communication takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. It seems that the security indication should be always present in the request messages. 
And as described in [2], The SMF shall provide UP security policy for a PDU session to the gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. In our understanding, the security policy shall be always be present in the establishment of a PDU session. In that case, the optionality of RAN3 specification does not reflect this agreement.
To solve this inconsistency, either we should modify the presence of the IE to mandatory, or add description to clarify that the security indication information shall be always be included in the above messages. We would prefer to change the IE to mandatory since it is a clearer way before ASN.1 freeze.
Proposal: It is proposed to change the optionality of the Security Indication IE to mandatory.
3   Conclusion
Based on the discussion in this paper, we propose to clarify that the Security Indication IE shall be present in the request messages over NG and Xn interfaces. The detailed proposal is:
Proposal: It is proposed to change the optionality of the Security Indication IE to mandatory.
The corresponding TP changes are in the Annex for TS 38.413, and [3] for TS 38.423.  
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5   Annex – TP
TP to TS 38.413:
	*** First change, omitted text not changed ***


9.3.4.8
Path Switch Request Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	DL NG-U UP TNL Information
	M
	
	UP Transport Layer Information

9.3.2.2
	NG-RAN node endpoint of the NG-U transport bearer, for delivery of DL PDUs.

	User Plane Security Information
	M
	
	9.3.1.60
	

	QoS Flow Accepted List
	
	1
	
	

	>QoS Flow Accepted Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>QoS Flow Indicator
	M
	
	9.3.1.51
	


	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.


9.3.4.9
Path Switch Request Acknowledge Transfer

This IE is transparent to the AMF.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	UL NG-U UP TNL Information
	M
	
	UP Transport Layer Information
9.3.2.2
	UPF endpoint of the NG-U transport bearer, for delivery of UL PDUs.

	Security Indication
	M
	
	9.3.1.27
	


	*** Next change, omitted text not changed ***


9.3.4.1
PDU Session Resource Setup Request Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PDU Session Aggregate Maximum Bit Rate
	M
	
	Bit Rate

9.3.1.4
	

	UL NG-U UP TNL Information
	M
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the NG-U transport bearer, for delivery of UL PDUs.

	Additional UL NG-U UP TNL Information 
	O
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the additional NG-U transport bearer, for delivery of UL PDUs.

	Data Forwarding Not Possible
	O
	
	9.3.1.63
	

	PDU Session Type
	M
	
	9.3.1.52
	

	Security Indication
	M
	
	9.3.1.27
	

	QoS Flow Setup Request List
	
	1
	
	

	>QoS Flow Setup Request Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>QoS Flow Indicator
	M
	
	9.3.1.51
	

	>>QoS Flow Level QoS Parameters
	M
	
	9.3.1.12
	

	>>E-RAB ID
	O
	
	9.3.2.3
	


	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.


	*** Next change, omitted text not changed ***


PathSwitchRequestAcknowledgeTransfer ::= SEQUENCE {


uL-NGU-UP-TNLInformation

UPTransportLayerInformation,


securityIndication



SecurityIndication,


iE-Extensions

ProtocolExtensionContainer { {PathSwitchRequestAcknowledgeTransfer-ExtIEs} }
OPTIONAL,


...
}

PathSwitchRequestAcknowledgeTransfer-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}

PathSwitchRequestTransfer ::= SEQUENCE {


dL-NGU-UP-TNLInformation


UPTransportLayerInformation,


userPlaneSecurityInformation

UserPlaneSecurityInformation
,

qosFlowAcceptedList




QosFlowAcceptedList,

iE-Extensions

ProtocolExtensionContainer { {PathSwitchRequestTransfer-ExtIEs} }
OPTIONAL,


...
}

PathSwitchRequestTransfer-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}
	*** Next change, omitted text not changed ***


PDUSessionResourceSetupRequestTransfer ::= SEQUENCE {


pDUSessionAggregateMaximumBitRate

BitRate,


uL-NGU-UP-TNLInformation



UPTransportLayerInformation,


additionalUL-NGU-UP-TNLInformation

UPTransportLayerInformation









OPTIONAL,


dataForwardingNotPossible



DataForwardingNotPossible









OPTIONAL,


pDUSessionType






PDUSessionType,


securityIndication





SecurityIndication,


qosFlowSetupRequestList




QosFlowSetupRequestList,


iE-Extensions

ProtocolExtensionContainer { {PDUSessionResourceSetupRequestTransfer-ExtIEs} }
OPTIONAL,


...

}
PDUSessionResourceSetupRequestTransfer-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}
	*** Remaining text not changed ***
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