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1. Introduction
In the NG interface, the Security Indication IE is optional in PDU Session Setup Request and Path Switch Request Ack. In the Xn interface, the Security Indication IE is optional in Handover Request message.
In the procedural texts, it’s described how to perform the security for the PDU session if the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred" or “not needed”.  However, the RAN behavior is not specified in case the IE is not included.

In this contribution, we will further clarify how to handle the above case and provide corresponding proposals.

2. Discussion
The procedural texts for the Security Indication in PDU Session Setup Request are as follows:
[image: image1]
Issue: What’s the RAN behavior in case of Security Indication IE is not included for a PDU session?
Here are some potential solutions:

· Solution 1: Specify the RAN behavior for the case when Security Indication IE is not included for a PDU session, e.g. RAN could understand as the integrity and ciphering are not needed for the PDU session.

· Solution 2: Change the Security Indication IE to mandatory when Setup a new PDU session.

· Solution 3: Leave to implementation.

Whether to activate Integrity Protection or Confidentiality Protection for a PDU session should be decided by the 5GC according to the characteristics of the traffic to be activated. So it’s more proper to tell RAN the security requirement for a PDU session clearly.
The ENUMERATED value for Integrity Protection Indication and Confidentiality Protection Indication includes “required”, “preferred” and “not needed”, AMF could always signalling the Security Indication IE to RAN when set up a new PDU session, no matter it wants to activate the security for the PDU session or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.


Proposal 1: Change the Security Indication IE in PDU Session Setup Request message to mandatory.

Same thing for Xn handover, source NG-RAN node shall tell the target node the existing security indication received from the 5GC. The target should perform the security for the PDU sessions base on those indications until it receives new security indication with different security requirement.

Proposal 2: In Xn, Change the Security Indication IE in Handover Request message to mandatory.

3. Conclusion
Proposal 1: Change the Security Indication IE in PDU Session Setup Request message to mandatory.

Proposal 2: In Xn, Change the Security Indication IE in Handover Request message to mandatory.

4. Reference
[1] R3-184387 38.413 BL CR
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5. Text Proposals 
<<<<<<<<<<<<<<<<<<<<<<<<< Text proposal Begin >>>>>>>>>>>>>>>>>>>>>>>>>>>>
9.3.4.1
PDU Session Resource Setup Request Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PDU Session Aggregate Maximum Bit Rate
	M
	
	Bit Rate

9.3.1.4
	

	UL NG-U UP TNL Information
	M
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the NG-U transport bearer, for delivery of UL PDUs.

	Additional UL NG-U UP TNL Information 
	O
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the additional NG-U transport bearer, for delivery of UL PDUs.

	Data Forwarding Not Possible
	O
	
	9.3.1.63
	

	PDU Session Type
	M
	
	9.3.1.52
	

	Security Indication
	M
	
	9.3.1.27
	

	QoS Flow Setup Request List
	
	1
	
	

	>QoS Flow Setup Request Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>QoS Flow Indicator
	M
	
	9.3.1.51
	

	>>QoS Flow Level QoS Parameters
	M
	
	9.3.1.12
	

	>>E-RAB ID
	O
	
	9.3.2.3
	


	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.


<<<<<<<<<<<<<<<<<<<<<<< Text proposal End >>>>>>>>>>>>>>>>>>>>>>>>>>>

If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".


For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU SESSION RESOURCE SETUP RESPONSE message.


For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
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