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	Reason for change:
	It is worth noting that SA2 expects that the PDU session’s security result/status will be kept unchanged during its lifetime in particular serving NG-RAN node. In DC with 5GC, some new issue arises due to ng-eNB or gNB being not able to support DRB IP as below:

In NR-NR DC: MgNB+SgNB, upon receiving PDU session setup with IP = preferred, MgNB may decide to offload it to SgNB during setup phase, so IP can be activated in SgNB. After a while, when SgNB is released, it is questionable whether MgNB can take it back so has to keep the PDU session’s IP security result or simply drop it due to not being able to activate IP?

In option 7: MeNB+SgNB, upon receiving PDU session setup with IP = preferred, MeNB may decide to offload it to SgNB during setup phase, so IP can be activated in SgNB. After a while, when SgNB is released, it is questionable whether MeNB can take it back so has to change the PDU session’s IP security result or simply drop it due to not being able to activate IP?

In option 4: MgNB+SeNB, upon receiving PDU session setup with IP = preferred, MgNB may decide to take it without offloading during setup phase, so IP can be activated, but if MgNB cannot hold it in later phase, it is questionable whether MgNB can offload it to SeNB, so can change the PDU session’s IP security result or simply drop it?

Since for single connectivity case, the security result/status is allowed to be changed during HO in “preferred” case, it should be also valid for DC with 5GC, when PDU session’s anchor node is changed.

	
	

	Summary of change:
	In the case of security policy being “preferred”, PDU session can be offloaded between MN and SN freely, and its security result can be changed during its lifetime. To introduce “security result” IE into “PDU Session Resource Modify Indication Transfer” in PDU SESSION RESOURCE MODIFY INDICATION message.
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8.2.5.2
Successful Operation
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Figure 8.2.5.2-1: PDU session resource modify indication: successful operation

The NG-RAN node initiates the procedure by sending a PDU SESSION RESOURCE MODIFY INDICATION message. Upon reception of the PDU SESSION RESOURCE MODIFY INDICATION message, the AMF shall, for each PDU session indicated in the PDU Session ID IE, transparently transfer the PDU Session Resource Modify Indication Transfer IE to each SMF associated with the concerned PDU session.
-
The DL TNL Information IE included in the PDU Session Resource Modify Indication Transfer IE in the PDU SESSION RESOURCE MODIFY INDICATION message shall be considered by the SMF as the new DL address of the PDU sessions.
-
The Security Result IE included in the PDU Session Resource Modify Indication Transfer IE in the PDU SESSION RESOURCE MODIFY INDICATION message shall be considered by the SMF as the new security status of the PDU sessions.
NOTE 1:
The text above on the PDU Session Resource Modify Indication Transfer IE may need to be refined.

The AMF shall report to the NG-RAN node in the PDU SESSION MODIFY RESOURCE CONFIRM message the result for each PDU session listed in PDU SESSION RESOURCE MODIFY INDICATION message:

-
For each PDU session which is successfully modified, the PDU Session Resource Modify Confirm Transfer IE shall be included to report: 

1. 
The list of QoS flows which are modified successfully shall be included in the QoS Flow Modify Confirm List IE.

2. 
The list of QoS flows which fail to be modified, if any, shall be included in the QoS Flow Failed to Modify List IE.

NOTE 2:
The text above on the PDU Session Resource Modify Confirm Transfer IE may need to be refined, including whether to define a Modify Failure Confirm.
-
For each PDU session which failed to be modified, the PDU Session Resource Modify Confirm Transfer IE shall be included to report the failure cause.
Upon reception of the PDU Session Resource Modify Confirm Transfer IE for each PDU session listed in the PDU SESSION RESOURCE MODIFY CONFIRM message:
-
If the QoS Flow Failed To Modify List IE is included, the NG-RAN node shall either 

1.
de-associate the corresponding Data Radio Bearer for the concerned QoS flow, or

2.
keep the previous transport information before sending the PDU SESSION RESOURCE MODIFY INDICATION unchanged for the concerned QoS flow.
-
If a PDU session failed to be modified is included, the NG-RAN node shall either
1.
release all corresponding NG-RAN configuration and resources for the concerned PDU session, or

2.
keep the previous transport information before sending the PDU SESSION RESOURCE MODIFY INDICATION unchanged for the concerned PDU session.
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9.3.4.6
PDU Session Resource Modify Indication Transfer

This IE is transparent to the AMF.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	DL UP TNL Information
	O
	
	UP TNL Information

9.3.2.1
	One or multiple RAN Transport Layer Information

	Security Result
	O
	
	9.3.1.59
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