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1. Overall Description:
SA3 has discussed RAN2 LS on “security requirements for RRC connection release” and would like to provide the following feedback.

According to RAN2 LS (R2-1810916), RRC connection release may include one or all of the following information:
· Re-direction request to move the UE to another carrier in NR or to LTE.  It could be used for example, to redirect the UE during a emergency VoIP call setup, to another NR carrier or LTE.
· Dedicated frequency reselection priorities for other LTE and NR carriers.  UE uses this information to prioritise the carrier frequencies in LTE or NR for reselection.
· De-prioritisation of NR RAT or the current NR frequency for a maximum period of 30min.  This will make NR or the current NR frequency the lowest priority for reselection and hence the UE will reselect the next highest priority carrier available in LTE or NR.
SA3 understanding is that when the UE receives such RRC connection release message with any of the above mentioned information, the UE will use the included information to make a decision that impacts the UE service, e.g., UE can be redirected to another technology access network, UE’s list of dedicated frequencies priorities can be impacted, etc.
With the above understanding, SA3 finds it necessary for RAN2 to ensure that RRC connection release message is at least integrity protected. This is required to enable the UE to validate the authenticity of the source of the message and prevent fake base station attack.

2. Actions:
To RAN2 group.
ACTION No. 1: SA3 kindly requests RAN2 to take the above feedback into account when deciding on the security of RRC Connection Release.

ACTION No. 2: SA3 kindly requests RAN2 to inform SA3 if there is any scenario in which the network sends RRC Connection Release to the UE without any of the above three pieces of information. 

3. Date of Next TSG-SA WG3 Meetings:
SA3#92Bis	                24-28 September 2018			Harbin, China
SA3#93	                12-16 November 2018			Spokane, USA
