3GPP TSG-RAN WG3 Meeting #101	R3-184890
Gothenburg, Sweden, Aug. 20th – 24th, 2018

Agenda item:		31.3.4.11
Source:	LG Electronics Inc.
Title:	(TP for NR BL CR for TS 38.463) Further Discussion on Counter Check in CU-CP UP Separation
Document for:		Approval
1. Introduction
In last meeting, the procedure for PDCP counter wrap around was agreed for E1AP. This paper is to investigate a little bit more on counter check for supporting security in CU-CP/UP separation. The corresponding proposals are also provided.
2. Discussion
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. 
On the other hand, in TS 33.501, signalling procedure for PDCP COUNT check for NR was also defined as follows: 
---------------------------------------------------------------------------------------------------------------------------------------------
The following procedure is used optionally by the gNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the gNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.
The gNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.


Fig. 6.13-1. gNB periodic local authentication procedure.
1.	When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the gNB. The Counter Check message contains the most significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active radio bearer.
2.	The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.
3.	If the gNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the gNB receives a counter check response that contains one or several PDCP COUNT values, the gNB may release the connection or report the difference of the PDCP COUNT values for the serving AMF or O&M server for further traffic analysis for e.g. detecting the attacker.
---------------------------------------------------------------------------------------------------------------------------------------------
As highlighted above, for both uplink and downlink, gNB is monitoring the PDCP COUNT values associated to each radio bearer. The condition for triggering the procedure is, e.g, the value in some fixed bit position in the hyperframe number is changed. So whether this function locates in the CU-CP or CU-UP in case of CP/UP separation is the key point to decide whether counter check procedure for E1 is necessary or not. 
For example, for uplink case, all the packets will go to CU-UP directly, then how the CU-CP monitor the hyperframe number? So if CU-CP cannot monitor it, it should be allowed for CU-UP to trigger the counter check procedure through E1 interface. Then the CU-CP can use RRC message to perform the authentication to UE. 
[bookmark: _GoBack]Proposal 1): CU-UP triggered Counter Check procedure should be defined in E1AP. 

Proposal 2): To agree the Text Proposal for E1AP. 

3. Conclusion
In this contribution, the counter check procedure in CU-CP/UP Separation was investigated. The following proposals are suggested to RAN3:
Proposal 1): CU-UP triggered Counter Check procedure should be defined in E1AP. 
Proposal 2): To agree the Text Proposals for E1AP. 
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<<<<<<<<<<<<<<<<<<<< Start of Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc462753014]8.3.X	gNB-CU-UP Counter Check
[bookmark: _Toc462753015]8.3.X.1	General
This procedure is initiated by the gNB-CU-UP to request the gNB-CU-CP to execute a counter check procedure to verify the value of the PDCP COUNTs associated with DRBs established in the gNB-CU-UP.
The procedure uses UE-associated signalling.
[bookmark: _Toc462753016]8.3.X.2	Successful Operation
gNB-CU-UP
gNB-CU-CP
GNB-CU-UP COUNTER CHECK REQUEST

Figure 8.3.X.2-1: gNB-CU-UP Counter Check procedure, successful operation.
The gNB-CU-UP initiates the procedure by sending the gNB-CU-UP COUNTER CHECK REQUEST message to the gNB-CU-CP.
Upon reception of the gNB-CU-UP COUNTER CHECK REQUEST message, the gNB-CU-CP may perform the RRC counter check procedure as defined in TS 33.401 [11].
[bookmark: _Toc462753017]8.3.X.3	Unsuccessful Operation
Not applicable.
[bookmark: _Toc462753018]8.3.X.4	Abnormal Conditions
Not applicable.

<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc462753074]9.2.2.Y	GNB-CU-UP COUNTER CHECK REQUEST
This message is sent by the gNB-CU-UP to request the verification of the value of the PDCP COUNTs associated with the DRBs established in the gNB-CU-UP.
Direction: gNB-CU-UP  gNB-CU-CP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRBs Subject to
Counter Check List
	
	1
	
	
	YES
	ignore

	>>>DRBs Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	

	>NG-RAN
	
	
	
	
	
	

	>>PDU Sessions Subject to Counter Check List
	
	1
	
	
	YES
	ignore

	>>>PDU Sessions Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>PDU Session ID
	M
	
	
	
	-
	

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	



	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.




<<<<<<<<<<<<<<<<<<<< end of Change >>>>>>>>>>>>>>>>>>>>
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