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1. Overall Description:

SA3 thanks RAN2 for their Reply LS to SA3 on encryption of broadcast positioning information. Based on the response, SA3 concluded the following:

· There is no strong motivation to develop a security solution that supports the usage of hierarchical keys for the encryption of broadcasted positioning data
· Reuse OMA LPPe (LPP Extensions), as described in S3-173296, for the encryption of broadcasted positioning data with following changes on how to generate D0 to avoid keystream reuse:
· The value for D0 shall be different for different broadcast messages to ensure that the counters derived from C1 for any message are different to the counters for any other message for a given ciphering key.
· D0 shall contain at least 16 least significant bits (LSBs) set to zero to ensure that the values of D0 differ from another by a large value. The rationale for this is that a long SIB message (or a segmented SIB message) would require the use of consecutive counter values C1 to Cn, where n is the SIB message size in bits divided by 128 (and rounded up). There would then be a danger of small changes in the value of D0 for ciphering of different SIB messages (e.g. D0 being chosen as 1 larger than a previous D0 value) reusing previous counter values. 
· The size of D0 is 128 bits. For every message, a new D0 is transmitted. To minimize data overhead, if RAN2 deems beneficial to send a shorter D0 value and pad it to 128 bits, then SA3 recommends padding the least significant bits of D0 instead of most significant bits of D0 (a change compared to a proposal in R2-1804788).
2. Actions:

To RAN2 group.

ACTION: 
RAN2 is kindly requested to take the above SA3 conclusions into account in their specifications for the encryption of broadcasted positioning data.
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