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Description and Proposals
The topic of “secured signaling only connections” has been controversial due to not splitting the discussion into two distinct parts organized around two questions which are different and should be sequentially addressed:

· Q1: need to have in release 15 secured signaling-only connections supported;

· Q2: how to secure it when gNB is split between CU and DU: need of SRB2 or not, if SRB2 need to reuse F1AP Initial Context Setup or not, etc…

Proposal 1: clearly organize the discussion between Q1 and Q2 above. 
Consistently, this paper focusses on Q1. 
Q1: Secured signaling-only connections in release 15 

On Q1, at the last RAN#79, RAN discussed the support of secured signaling only connection and concluded that it shall be supported in release 15:

RAN confirms there is a requirement to support secured signalling-only connection in Rel-15
RAN further sent the LS to RAN3 to support the solution in release 15 in [3] stating: 

RAN3 is requested to start developing corresponding specifications at their next meeting to cover the use cases.
Besides, SA2 has specified the need to secure signaling only connection in multiple places of T 23.501 and TS 23.502. Most of them have been summarized in the Annex of this paper for the convenience of the reader.

One of the main use case is the Attach where no PDU sessions are setup. This is illustrated in section 4.2.2.2.2 of TS 23.502.

From the call flow:

· NAS messages are exchanged between steps 6 to steps 9b until UE is authenticated and a secured NAS is setup. These exchanges can be carried over the NGAP DL NAS Transport.

· At step 9c the AMF sends an NGAP procedure to trigger the AS security setup:

9c.
Upon completion of NAS security function setup, the AMF initiates NGAP procedure as specified in TS 38.413 [10]. This is to enable 5G-AN use it for securing procedures with the UE.
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At this point in time, an NGAP procedure is needed to send the security material for AS security and setup the security context in the NG-RAN node. This context is stored in the NG-RAN node.

The Initial Context Setup procedure is used to create this context. It currently has the PDU session information as optional which can cover all needed cases:

· This Attach case is covered by not including the PU session resource information,

· The Service Request case is covered where the PDU session resource information may be included. 

Last RAN3#99, the following text seemed to be agreeable until last minute:
-
store the received Security Key in the UE context and, if the NG-RAN is required to activate security for the UE, take this security key into use. 
This text was to acknowledge three key principles:
· There can be signalling only connections,
· It shall be possible to secure signalling only connections,

· However, NG-RAN may decide to not secure necessarily all signalling only connections.

Besides, a few minor additional related changes were identified:
· The Aggregate maximum bit rate makes no sense for signaling only connections. So it was proposed to make this IE conditional to the presence of PDU Session Resource Setup List,

· Presence of GUAMI should be optional because not needed in this case.

Proposal 2: agree the Text Proposal below for Initial Context Setup along the above key principles (same as almost agreed at last RAN3#99bis) and remove the FFS to send the AS security material to the NG-RAN node.

Modification Request

Similar changes are proposed. See TP below.

Handover case

The handover case must be considered as well. It is possible that a signaling only connection gets handed over and in general this shall be enabled to make the protocol future-proof. 
Besides, TS33.501 mandates security material to be sent with two components:

· Security capabilities,

· Security context (contains the new NH, NCC) values.

Currently (security capabilities, security key) is sent “optional, FFS”. This should be fixed as above by replacing the Security Key IE with Security Context IE and make these IEs mandatory in the message.

Besides, in case (source) AMF has refreshed the Kamf but not yet informed the (source)NG-RAN node before the handover, the source AMF sends a new Kamf to target AMF and target AMF shall take it into account not only towards target NG-RAN node but also inform the UE over NAS. Target AMF must then create a NAS Container with necessary NAS security information (see TS 33.501 section 6.9.2.2.3). This NAS container must be added optional in the Handover Request message.

Proposal 3: agree the Text Proposal below for Handover Request and remove the FFS.

Text Proposal for TS 38.413
2
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8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Initial context setup: successful operation

In case of the establishment of a PDU session the 5GC must be prepared to receive user data before the INITIAL CONTEXT SETUP RESPONSE message has been received by the AMF. If no UE-associated logical NG-connection exists, the UE-associated logical NG-connection shall be established at reception of the INITIAL CONTEXT SETUP REQUEST message.

The INITIAL CONTEXT SETUP REQUEST message shall contain the Subscriber Profile ID for RAT/Frequency Priority IE, if available in the AMF. [FFS pending RAN2]

If the Masked IMEISV IE is contained in the INITIAL CONTEXT SETUP REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

Upon receipt of the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall
-
attempt to execute the requested PDU session configuration;

-
store the received UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE; 
-
store the received Handover Restriction List in the UE context;

-
store the received UE Radio Capability in the UE context;

-
store the received Subscriber Profile ID for RAT/Frequency Priority in the UE context and use it as defined in TS 38.300 [8]; [FFS pending RAN2]

-
store the received UE Security Capabilities in the UE context;

-
store the received Security Key in the UE context and, if the NG-RAN is required to activate security for the UE, take this security key into use. 
For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context. 
If the PDU Session Resource Setup List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall behave the same as the one defined in the PDU Session Resource Setup procedure. The NG-RAN node shall report to the AMF, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the result for all the requested PDU sessions. When the NG-RAN node reports the unsuccessful establishment of a PDU Session, the cause value should be precise enough to enable the AMF to know the reason for the unsuccessful establishment.

The NG-RAN node shall use the information in the Handover Restriction List IE if present in the INITIAL CONTEXT SETUP REQUEST message to

-
determine a target for subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE;

-
select a proper SCG during dual connectivity operation.

If the Handover Restriction List IE is not contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:

-
one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]

If the Trace Activation IE is included in the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. In particular, the NG-RAN node shall, if supported: [FFS pending RAN2 and SA5]

-
if the Trace Activation IE does not include the MDT Configuration IE, initiate the requested trace session as described in TS 32.422 [11];

-
if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT and Trace”, initiate the requested trace session and MDT session as described in TS 32.422 [11];

-
if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT Only”, or “Logged MDT only”, initiate the requested MDT session as described in TS 32.422 [11] and the NG-RAN node shall ignore the Interfaces To Trace IE and Trace Depth IE;

-
if the Trace Activation IE includes the MDT Location Information IE, within the MDT Configuration IE, store this information and take it into account in the requested MDT session;

-
if the Trace Activation IE includes the Signalling based MDT PLMN List IE, within the MDT Configuration IE, the NG-RAN node may use it to propagate the MDT Configuration as described in TS 37.320 [12].

If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message only contains the EIA0 algorithm as defined in TS 33.501 [13] and if this EIA0 algorithm is defined in the configured list of allowed integrity protection algorithms in the NG-RAN node (TS 33.501 [13]), the NG-RAN node shall take it into use and ignore the keys received in the Security Key IE. 
If the Management Based MDT Allowed IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall use it, if supported, together with information in the Management Based MDT PLMN List IE, if available in the UE context, to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11]. [FFS pending RAN2 and SA5]

If the RRC Inactive Assistance Information IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].

If the Emergency Fallback Indicator IE is included in the INITIAL CONTEXT SETUP REQUEST message, it indicates that the UE Context to be set up is subject to emergency service fallback as described in TS 23.501 [9] and the NG-RAN node may, if supported, take the appropriate mobility actions. 

After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the NG-RAN node.

Editor’s Note:
Further details are FFS.
Next change
8.3.4.2
Successful Operation
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Figure 8.3.3.2-1: UE context modification: successful operation

Upon receipt of the UE CONTEXT MODIFICATION REQUEST message the NG-RAN node shall
-
store the received Security Key IE, and, if the NG-RAN is required to activate security for the UE, take this security key into use 
-
store the UE Security Capabilities IE and take them into use together with the received keys according to TS 33.501 [13]. 

-
store the Index to RAT/Frequency Selection Priority IE and use it as defined in TS 23.501 [9].

If the RAN Paging Priority IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node may use it to determine a priority for paging the UE in RRC_INACTIVE state.
If the UE Aggregate Maximum Bit Rate IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall
-
replace the previously provided UE Aggregate Maximum Bit Rate by the received UE Aggregate Maximum Bit Rate in the UE context;

-
use the received UE Aggregate Maximum Bit Rate for all non-GBR QoS flows for the concerned UE as specified in TS 23.501 [9].

If the RRC Inactive Assistance Information IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].
The NG-RAN node shall report, in the UE CONTEXT MODIFICATION RESPONSE message to the AMF, the successful update of the UE context.

If the Emergency Fallback Indicator IE is included in the UE CONTEXT MODIFICATION REQUEST message, it indicates that the concerned UE Context is subject to emergency service fallback as described in TS 23.501 [9] and the NG-RAN node may, if supported, take the appropriate mobility actions.

After sending the UE CONTEXT MODIFICATION RESPONSE message, the procedure is terminated in the NG-RAN node.

If the New AMF UE NGAP ID IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall use the received value for future signalling with the AMF.

Editor’s Note:
Further details are FFS.

Next change
8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation

The AMF initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node.

If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

Upon receipt of the HANDOVER REQUEST message the target NG-RAN node shall
-
attempt to execute the requested PDU session configuration;

-
store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for all non-GBR QoS flows for the concerned UE as specified in TS 23.501 [9];

-
store the received Handover Restriction List in the UE context;

-
store the received UE Security Capabilities in the UE context;

-
store the received Security Context in the UE context, take it into use as defined in TS 33.501 [13]; 

Upon receiving the PDU Session Resource Setup List IE contained in the HANDOVER REQUEST message, the target NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure. 

The target NG-RAN node shall then report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU sessions. In particular, for each PDU session resource successfully setup, it shall include the Handover Request Acknowledge Transfer IE containing the following information:

-
The list of QoS flows which have been successfully established in the QoS Flows Setup Response List IE.

-
The Data Forwarding Accepted IE if the data forwarding for the QoS flow is accepted.
-
The list of QoS flows which have failed to be established, if any, in the QoS Flows Failed to Setup List IE.
-
The transport layer address and tunnel endpoint to be used for the PDU session.
The list of PDU session resources which failed to be setup, if any, shall be reported in the HANDOVER REQUEST ACKNOWLEDGE message with an appropriate cause value within the PDU Session Resource Setup Failed List IE. 

Upon reception of the HANDOVER REQUEST ACKNOWLEDGE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the Handover Request Acknowledge Transfer IE to each SMF associated with the concerned PDU session.
When the target NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to know the reason for an unsuccessful establishment [FFS].

If the HANDOVER REQUEST message contains the Data Forwarding Not Possible IE associated with a given PDU session within the Handover Request Transfer IE set to “data forwarding not possible”, the target NG-RAN node may not include the DL Forwarding Transport Layer Information IE and for intra-system handover the Data Forwarding Response DRB List IE within the Handover Request Acknowledge Transfer IE in the HANDOVER REQUEST ACKNOWLEDGE message for that PDU session.

In case of intra-system handover, if the target NG-RAN node accepts the downlink data forwarding for at least one QoS flow for which the DL Forwarding IE is set to “DL forwarding proposed”, it may include the DL Forwarding Transport Layer Information IE in the Handover Request Acknowledge Transfer IE for the PDU session within the PDU Session Resource Admitted List IE in the HANDOVER REQUEST ACKNOWLEDGE message.

In case of intra-system handover, if the target NG-RAN node accepts the data forwarding for a successfully configured DRB, the target NG-RAN node may include the DL Forwarding Transport Layer Information IE for the DRB within the Data Forwarding Response DRB List IE within Handover Request Acknowledge Transfer IE in the HANDOVER REQUEST ACKNOWLEDGE message. [FFS: to be confirmed by SA2]
If the HANDOVER REQUEST ACKNOWLEDGE message contains the UL Forwarding Transport Layer Information IE for a given DRB in the Data Forwarding Response DRB List IE within the Handover Request Acknowledge Transfer IE, it indicates the target NG-RAN node has requested the forwarding of uplink data for the DRB. [FFS: to be confirmed by SA2]
In case of inter-system handover from E-UTRAN, the target NG-RAN node includes the Data Forwarding Accepted IE for each QoS flow that the DL Forwarding IE is set to “DL forwarding proposed” for the corresponding E-RAB in the Source NG-RAN Node to Target NG-RAN Node Transparent Container IE and that the target NG-RAN node has admitted the proposed forwarding of downlink data for the QoS flow. If the target NG-RAN node accepts the downlink data forwarding for at least one QoS flow of an admitted PDU session it shall include the DL Forwarding Transport Layer Information IE in the PDU Session Resource Setup Response Transfer IE for that PDU session within the PDU Session Resources Admitted List IE of the HANDOVER REQUEST ACKNOWLEDGE message. 
The target NG-RAN node shall use the information in the Handover Restriction List IE if present in the HANDOVER REQUEST message to

-
determine a target for subsequent mobility action for which the target NG-RAN node provides information about the target of the mobility action towards the UE;

-
select a proper SCG during dual connectivity operation.

If the Handover Restriction List IE is not contained in the HANDOVER REQUEST message, the target NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The target NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:

-
one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]
If the Trace Activation IE is included in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. 

If the Location Reporting Request Type IE is included in the HANDOVER REQUEST message, the target NG-RAN node should perform the requested location reporting functionality for the UE as described in subclause 8.12.


If the RRC Inactive Assistance Information IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].

If the KAMF Change Indicator IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall use this K_AFM_CI information as specified in TS 33.501 [13].
If the NASC IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall use it towards the UE as specified in TS 33.501 [13].
After all necessary resources for the admitted PDU Session Resources have been allocated, the target NG-RAN node shall generate the HANDOVER REQUEST ACKNOWLEDGE message.

Editor’s Note:
Further details are FFS.

Next change
9.2.2.1
INITIAL CONTEXT SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to request the setup of a UE context.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	C-ifPDUsessionResourceSetup
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	GUAMI
	O
	
	<ref>
	
	YES
	reject

	PDU Session Resource Setup List
	O
	
	<ref>
	[FFS align with PDU Session management]
	YES
	reject

	UE Security Capabilities
	M 
	
	<ref>
	
	YES
	reject

	Security Key
	M 
	
	<ref>
	
	YES
	reject

	Trace Activation
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	UE Radio Capability
	O
	
	<ref>
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency Priority
	O
	
	<ref>
	[FFS]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore

	NAS-PDU
	O
	
	9.3.3.4
	[FFS]
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject


	Condition
	Explanation

	ifPDUsessionResourceSetup
	This IE shall be present if the PDU Session Resource Setup List IE is present.


Next change
9.2.2.7
UE CONTEXT MODIFICATION REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to provide UE Context information changes to the NG-RAN node.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	RAN Paging Priority
	O 
	
	9.3.3.15
	
	YES
	ignore

	Security Key
	O
	
	<ref>
	
	YES
	reject

	Index to RAT/Frequency Selection Priority
	O
	
	9.3.1.61
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.3.1.58
	
	YES
	ignore

	UE Security Capabilities
	O
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	O
	
	9.3.1.15
	
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject

	New AMF UE NGAP ID
	O
	
	AMF UE NGAP ID

9.3.3.1
	
	YES
	ignore


Next change
9.2.3.4
HANDOVER REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.

Direction: AMF ( NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	Cause
	M
	
	9.3.1.2
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	C-ifPDUsessionResourceSetup
	
	9.3.1.58
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	UE Security Capabilities 
	M
	
	<ref>
	
	YES
	reject

	Security Context 
	M
	
	<ref>
	
	YES
	reject

	KAMF Change Indicator
	O
	
	9.3.1.55
	
	YES
	reject

	NASC
	O
	
	NAS PDU

9.3.3.4
	NAS Container (NASC) as specified in TS 24.501 [xx].
	YES
	reject

	PDU Session Resource Setup List
	
	0..1
	
	
	YES
	reject

	>PDU Session Resource Setup Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	9.3.1.50
	
	-
	

	>>S-NSSAI
	M
	
	9.3.1.24
	
	-
	

	>>Handover Request Transfer
	M
	
	PDU Session Resource Setup Request Transfer

9.3.4.1
	
	-
	

	Trace Activation
	O
	
	9.3.1.14
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.3.1.54
	
	YES
	ignore

	Source to Target Transparent Container
	M
	
	9.3.1.20
	
	YES
	reject

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	Location Reporting Request Type
	O
	
	9.3.1.65
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


	Condition
	Explanation

	ifPDUsessionResourceSetup
	This IE shall be present if the PDU Session Resource Setup List IE is present.


End of Text Proposal for TS 38.413
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