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1   Introduction

In this contribution, we further analyse the issue of support of secured signalling-only connections, based on the WA we reached in last meeting and the incoming LS from SA2, we try to have proposals to conclude this issue.
2   Discussion
During last meeting, we have a WA on this issue, and we also received an LS from SA2 [1] and SA3 [2] informing RAN3 their view on this issue.

RAN3 WA: It is up to the RAN to run AS security (i.e. RAN will look at procedures started by the RAN with the UE)
LS from SA2:
SA2 confirms that there are some scenarios (e.g. redirection, MDT) to secure AS procedures for signalling-only connection (i.e. without DRB).
LS from SA3:
SA3 would like to point out that the current 5G AS SMC procedure as described in TS33.501 allows the setup of RRC security without the setup of DRBs. It is up to SA2 and RAN3 groups to identify the scenarios which need RRC signalling only connection and how to trigger AS security setup. SA3 will have to evaluate the security aspects of such scenarios. 

SA3 believes, based on analogy with LTE, that at least MDT reporting and RRC redirect, are scenarios that should not be allowed until after RRC security activation. SA3 assumes that all RRC signalling are protected except RRC messages which will be in the exception list in TS38.331.
Here we mainly have two questions to answer:
1) Mandatory or optional for security parameters from CN to RAN over NGC interface

2) Concurrent security activation for SRB and DRB over radio interface 
From RAN3 working assumption, we could conclude that when security parameters are received by RAN from NGC, RAN will decide whether to use it or not, i.e. whether to initiate SMC procedure over radio interface. We did not detect, yet any issue against the WA.

With this assumption, on one hand, NGC can always include security parameters as mandatory, it is then up to RAN to decide how to use it. We would like to confirm the WA and turn it to an agreement and then always provide the security parameters. If the security parameters are optional and RAN needs them, we will face an issue  and  will have to proceed with a new procedure of security parameters request from RAN to CN e.g. .MDT Management based triggered by the OAM on to a signalling connected UE only. This case might be seen as corner case but we cannot denied it exists ….

Observation 1: from RAN3 working assumption, we could conclude that:
· WA can be turn to an Agreement

· If security parameters are mandatory, it is up to RAN to decide how to use;

· If security parameters are optional, new procedure of security parameters request from RAN to CN might be needed
Obviously, new procedure would introduce additional work and complexity from RAN point of view, while mandatory presence would give some flexibilities to RAN.

Proposal 1: It is proposed to make security parameters as Mandatory over NGC interface.

From SA2 and SA3 LS, we could see that on one hand SRB and DRB could be established separately, SRB only connection is a valid use case; on the other hand, security is not always needed for SRB only case, pending on different scenario, e.g. MDT reporting and RRC redirect requires security.
Observation 2: SRB only connection is a valid use case, for which security is not always needed, pending on different scenario.
There is another question is about SRB1 and SRB2 which was discussed before in RAN3, from current RAN3 spec, SRB1 is established during initial UE access procedure, and RAN redirection signalling shall use SRB1; while SRB2 could be established later using UE context step procedure but has to be together with DRB establishment. So here the question would come down to the following:
· For SRB only connection case, could SRB2 be used; if so, will this SRB2 also needs to be secured?

As could be seen from SA3 LS that, in legacy LTE, signalling for MDT reporting needs to be secured, and still based on agreements in legacy LTE, MDT reporting should use SRB2 and MDT reporting doesn’t need to be coupled with a DRB connection.
Observation 3: SRB2 might be used for SRB only connection case, and might also need to be secured.
According to current RAN3 spec, SRB2 can only be established together with DRB establishment, which doesn’t match the guidance from SA3, also introduce unnecessary restrictions.

Proposal 2: It is proposed to allow the possibility of establishing SRB2 without DRB. 

3   Conclusion

In this paper, we have the following observations and proposals:
Observation 1: from RAN3 working assumption, we could conclude that:

· If security parameters are mandatory, it is up to RAN to decide how to use;

· If security parameters are optional, new procedure of security parameters request from RAN to CN might be needed

Observation 2: SRB only connection is a valid use case, for which security is not always needed, pending on different scenario.

Proposal 1: It is proposed to make security parameters as Mandatory over NGC interface.

Proposal 2: It is proposed to allow the possibility of establishing SRB2 without DRB. 
Corresponding CR/TPs to 38.413 and 38.473 could be referred to [3] and [4].
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