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1
Introduction

Security related information in XnAP and NG-RAN APs is still a stub and needs to be progressed.
This document contains a TP for NGAP at the end.
2
Discussion

2.0
Progress in SA3

Algorithms in 5GS

TS 33.501 specifies NEAx and NIAx (x = 0..3) for 5GS, which are basically identical to the EPS algorithms. This can be taken for the UE Security Capability definition.
{NH, NCC} in 5GS

same concept as in EPS, according to 33.501. This is input for the security context definition.

Applicability of the KgNB for gNBs and ng-eNBs in NG-RAN
As agreed in SA3#91 in [1], section 6.2.1 was modified as follows:

Key for NG-RAN:

-
KgNB is a key derived by ME and AMF from KAMF. KgNB is further derived by ME and source gNB when performing horizontal or vertical key derivation. The KgNB is used as KeNB between ME and ng-eNB.
Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause A.10. 

-
KNG-RAN* is a key derived by ME and NG-RAN (i.e., gNB or ng-eNB) when performing a horizontal or vertical key derivation as specified in Clause 6.9.4.1.1 using a KDF as specified in Clause A.11/A.12. 

-  K'AMF is a key that can be derived by ME and AMF when the UE moves from one AMF to another during inter-AMF mobility as specified in Clause 6.9.3 using a KDF as specified in Annex A.13.

So, it is safe to call the KgNB KNG-RAN and the KgNB* KNG-RAN*, referencing to TS 33.501.
handling of DC

As agreed in SA3#91 in [2], section 6.10 was started to be specified. Most important input was as follows:

6.10.1.2
Dual Connectivity architecture for MR-DC with 5GC
...
When the MN establishes security context between an SN and the UE for the first time for a given AS security context shared between the MN and the UE, the MN generates the S-KSN for the SN and sends it to the SN over the Xn-C. To generate the S-KSN, the MN associates a counter, called an SCG Counter, with the current AS security context. The SCG Counter is used as freshness input into S-KSN derivations as described in the clause <TBD>. The MN sends the value of the SCG Counter to the UE over the RRC signalling path when it is required to generate a new S-KSN. 
Editor’s Note: Further details of S-KSN key derivation is ffs.
security for N3IWF

Derivation of the KN3IWF is the same as for KgNB.

The KN3IWF is provided to the N3IWF from the AMF as specified in 33.501.

Keys in the N3IWF

The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.

2.1
NGAP impact (all new text)
9.3.1.y1
Security Context

The purpose of the Security Context IE is to provide security related parameters to the NG-RAN node which are used to derive security keys for user plane traffic and RRC signalling messages and for security parameter generation for subsequent Xn or intra NG-RAN node Handovers, or for the security parameters for the current NG Handover. For intra 5GS NG Handover one pair of {NCC, NH} is provided for 1-hop security, see TS 33.501 [13].
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Counter (NCC) defined in TS 33.501 [13]. For inter-RAT Handover into LTE the Next Hop Chaining Count IE takes the value defined for NCC at initial setup, i.e., Next Hop Chaining Count IE = “0”.

	Next-Hop NH
	M
	
	9.3.1.y4
Security Key
	The NH together with the NCC is used to derive the security configuration as defined in TS 33.501 [13].


9.2.1.y3
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than NEA0,

“first bit” – 128-NEA1,

“second bit” – 128-NEA2,

“third bit” – 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:

“all bits equal to 0” – UE supports no other algorithm than NIA0,

“first bit” – 128-NIA1,

“second bit” – 128-NIA2,

“third bit” – 128-NIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].


9.3.1.y4
Security Key

The Security Key IE is used to apply security in the NG-RAN node for different scenarios as defined in TS 33.501 [13].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Security Key
	M
	
	BIT STRING (SIZE(256))
	Key material for KgNB / Kng-eNB or Next Hop Key as defined in TS 33.501 [13]


2.2
XnAP impact (all new text)
2.2.1
Handover in XnAP
9.2.2.x1
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	 Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" - UE supports no other algorithm than EEA0

 “first bit” - 128-NEA1,

“second bit” - 128-NEA2,

“third bit” - 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 

Algorithms are defined in TS 33.501 [x2].

	Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection algorithm:

all bits equal to 0" - UE supports no other algorithm than NIA0 
“first bit” - 128-NIA1,

“second bit” - 128-NIA2,

“third bit” - 128-NIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value “0” indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [x2].


9.2.2.x3
AS Security Information
The AS Security Information IE is used to generate the key material to be used for AS security with the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Key NG-RAN Star
	M
	
	BIT STRING (256)
	KNG-RAN* defined in TS 33.501 [x2]. 
KNG-RAN* for a gNB is derived as specified in TS 33.501 [x2].

KNG-RAN* for an ng-eNB is derided as specified in TS 33.501 [x2].

If the target cell is an NR cell and belongs to multiple frequency bands, the source NG-RAN node selects the DL-ARFCN for KNG-RAN* calculation as specified in section 10.3 of TS 38.331 [9] [FFS].
If the target cell is an E-UTRA cell and belongs to multiple frequency bands, the source NG-RAN node selects the DL-EARFCN for KNG-RAN* calculation as specified in section 10.3 of TS 36.331 [9].


	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Count (NCC) defined in TS 33.501 [x2]


2.2.2
DC in XnAP
9.2.2.x4
S-NG-RAN node Security Key

The S-NG-RAN node Security Key IE is used to apply security in the S-NG-RAN node as defined in TS 33.501 [x2].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	S-NG-RAN node
	M
	
	BIT STRING (SIZE(256))
	The S-KSN which is provided by the M-NG-RAN node, see TS 33.501 [x2].


4
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<<<<<<<<<<<<<<<<<<<< First Change >>>>>>>>>>>>>>>>>>>>

8.3.1
Initial Context Setup

8.3.1.1
General

The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE Context including PDU session context, the Security Key, Handover Restriction List, UE Radio Capability and UE Security Capabilities etc. The procedure uses UE-associated signalling.

Editor’s Note:
Further details are FFS.

8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Initial context setup: successful operation

In case of the establishment of a PDU session the 5GC must be prepared to receive user data before the INITIAL CONTEXT SETUP RESPONSE message has been received by the AMF. If no UE-associated logical NG-connection exists, the UE-associated logical NG-connection shall be established at reception of the INITIAL CONTEXT SETUP REQUEST message.

The INITIAL CONTEXT SETUP REQUEST message shall contain the Index to RAT/Frequency Selection Priority IE, if available in the AMF.

If the Masked IMEISV IE is contained in the INITIAL CONTEXT SETUP REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

Upon receipt of the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall
-
attempt to execute the requested PDU session configuration;

-
store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE; [FFS]
-
store the received Handover Restriction List in the UE context;

-
store the received UE Radio Capability in the UE context;

-
store the received Index to RAT/Frequency Selection Priority in the UE context and use it as defined in TS 23.501 [9];

-
store the received UE Security Capabilities in the UE context;

-
store the received Security Key in the UE context, take it into use and associate it with the initial value of NCC as defined in TS 33.501 [13].
For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context.
If the PDU Session Resource Setup Request List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall behave the same as the one defined in the PDU Session Resource Setup procedure. The NG-RAN node shall report to the AMF, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the result for all the requested PDU sessions. When the NG-RAN node reports the unsuccessful establishment of a PDU Session, the cause value should be precise enough to enable the AMF to know the reason for the unsuccessful establishment.

The NG-RAN node shall use the information in the Handover Restriction List IE if present in the INITIAL CONTEXT SETUP REQUEST message to

-
determine a target for subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE;

-
select a proper SCG during dual connectivity operation.

If the Handover Restriction List IE is not contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:

-
one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]
If the Additional QoS Flow Information IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node may consider it for the DRB allocation process. It is up to NG-RAN node implementation to decide whether and how to use it.

If the Trace Activation IE is included in the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. 

If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message only contains the EIA0 algorithm as defined in TS 33.501 [13] and if this EIA0 algorithm is defined in the configured list of allowed integrity protection algorithms in the NG-RAN node (TS 33.501 [13]), the NG-RAN node shall take it into use and ignore the keys received in the Security Key IE.
If the RRC Inactive Assistance Information IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].

If the Emergency Fallback Indicator IE is included in the INITIAL CONTEXT SETUP REQUEST message, it indicates that the UE Context to be set up is subject to emergency service fallback as described in TS 23.501 [9] and the NG-RAN node may, if supported, take the appropriate mobility actions. 

After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the NG-RAN node.
Editor’s Note:
Further details are FFS.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

8.3.4
UE Context Modification

8.3.4.1
General

The purpose of the UE Context Modification procedure is to partly modify the established UE Context, e.g. [FFS for the example]. The procedure uses UE-associated signalling.

Editor’s Note:
Further details are FFS.

8.3.4.2
Successful Operation
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Figure 8.3.3.2-1: UE context modification: successful operation

Upon receipt of the UE CONTEXT MODIFICATION REQUEST message the NG-RAN node shall
-
store the received Security Key IE, take it into use and associate it with the initial value of NCC as defined in TS 33.501 [13].
-
store the UE Security Capabilities IE and take them into use together with the received keys according to TS 33.501 [13]. 

-
store the Index to RAT/Frequency Selection Priority IE and use it as defined in TS 23.501 [9].

If the RAN Paging Priority IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node may use it to determine a priority for paging the UE in RRC_INACTIVE state.
If the UE Aggregate Maximum Bit Rate IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall
-
replace the previously provided UE Aggregate Maximum Bit Rate by the received UE Aggregate Maximum Bit Rate in the UE context;

-
use the received UE Aggregate Maximum Bit Rate for all non-GBR QoS flows for the concerned UE as specified in TS 23.501 [9].

If the RRC Inactive Assistance Information IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].
The NG-RAN node shall report, in the UE CONTEXT MODIFICATION RESPONSE message to the AMF, the successful update of the UE context.

If the Emergency Fallback Indicator IE is included in the UE CONTEXT MODIFICATION REQUEST message, it indicates that the concerned UE Context is subject to emergency service fallback as described in TS 23.501 [9] and the NG-RAN node may, if supported, take the appropriate mobility actions.

After sending the UE CONTEXT MODIFICATION RESPONSE message, the procedure is terminated in the NG-RAN node.

If the New AMF UE NGAP ID IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall use the received value for future signalling with the AMF.

Editor’s Note:
Further details are FFS.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

8.4.2
Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target NG-RAN node for the handover of a UE.

Editor’s Note:
Further details are FFS.

8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation

The AMF initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node.

If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

Upon receipt of the HANDOVER REQUEST message the target NG-RAN node shall
-
attempt to execute the requested PDU session configuration;

-
store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for all non-GBR QoS flows for the concerned UE as specified in TS 23.501 [9];

-
store the received Handover Restriction List in the UE context;

-
store the received UE Security Capabilities in the UE context;

-
store the received Security Key in the UE context, take it into use and associate it with the initial value of NCC as defined in TS 33.501 [13];
For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context.
Upon receiving the PDU Session Resource Setup List IE contained in the HANDOVER REQUEST message, the target NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure. 

The target NG-RAN node shall then report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU sessions. In particular, for each PDU session resource successfully setup, it shall include the Handover Request Acknowledge Transfer IE containing the following information:

-
The list of QoS flows which have been successfully established in the QoS Flows Setup Response List IE.

-
The Data Forwarding Accepted IE if the data forwarding for the QoS flow is accepted.
-
The list of QoS flows which have failed to be established, if any, in the QoS Flows Failed to Setup List IE.
-
The transport layer address and tunnel endpoint to be used for the PDU session.
The list of PDU session resources which failed to be setup, if any, shall be reported in the HANDOVER REQUEST ACKNOWLEDGE message with an appropriate cause value within the PDU Session Resource Setup Failed List IE. 

Upon reception of the HANDOVER REQUEST ACKNOWLEDGE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the Handover Request Acknowledge Transfer IE to each SMF associated with the concerned PDU session.
When the target NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to know the reason for an unsuccessful establishment [FFS].

If the HANDOVER REQUEST message contains the Data Forwarding Not Possible IE associated with a given PDU session within the Handover Request Transfer IE set to “data forwarding not possible”, the target NG-RAN node may not include the DL Forwarding Transport Layer Information IE and for intra-system handover the Data Forwarding Response DRB List IE within the Handover Request Acknowledge Transfer IE in the HANDOVER REQUEST ACKNOWLEDGE message for that PDU session.

In case of intra-system handover, if the target NG-RAN node accepts the downlink data forwarding for at least one QoS flow for which the DL Forwarding IE is set to “DL forwarding proposed”, it may include the DL Forwarding Transport Layer Information IE in the Handover Request Acknowledge Transfer IE for the PDU session within the PDU Session Resource Admitted List IE in the HANDOVER REQUEST ACKNOWLEDGE message.

In case of intra-system handover, if the target NG-RAN node accepts the data forwarding for a successfully configured DRB, the target NG-RAN node may include the DL Forwarding Transport Layer Information IE for the DRB within the Data Forwarding Response DRB List IE within Handover Request Acknowledge Transfer IE in the HANDOVER REQUEST ACKNOWLEDGE message. [FFS: to be confirmed by SA2]
If the HANDOVER REQUEST ACKNOWLEDGE message contains the UL Forwarding Transport Layer Information IE for a given DRB in the Data Forwarding Response DRB List IE within the Handover Request Acknowledge Transfer IE, it indicates the target NG-RAN node has requested the forwarding of uplink data for the DRB. [FFS: to be confirmed by SA2]
In case of inter-system handover from E-UTRAN, the target NG-RAN node includes the Data Forwarding Accepted IE for each QoS flow that the DL Forwarding IE is set to “DL forwarding proposed” for the corresponding E-RAB in the Source NG-RAN Node to Target NG-RAN Node Transparent Container IE and that the target NG-RAN node has admitted the proposed forwarding of downlink data for the QoS flow. If the target NG-RAN node accepts the downlink data forwarding for at least one QoS flow of an admitted PDU session it shall include the DL Forwarding Transport Layer Information IE in the PDU Session Resource Setup Response Transfer IE for that PDU session within the PDU Session Resources Admitted List IE of the HANDOVER REQUEST ACKNOWLEDGE message. 
The target NG-RAN node shall use the information in the Handover Restriction List IE if present in the HANDOVER REQUEST message to

-
determine a target for subsequent mobility action for which the target NG-RAN node provides information about the target of the mobility action towards the UE;

-
select a proper SCG during dual connectivity operation.

If the Handover Restriction List IE is not contained in the HANDOVER REQUEST message, the target NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The target NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:

-
one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]
If the Trace Activation IE is included in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. 

If the Location Reporting Request Type IE is included in the HANDOVER REQUEST message, the target NG-RAN node should perform the requested location reporting functionality for the UE as described in subclause 8.12.

If the UE Security Capabilities IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall handle it accordingly.
If the RRC Inactive Assistance Information IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].

If the KAMF Change Indicator IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, use this K_AFM_CI information as specified in TS 33.501 [13].

After all necessary resources for the admitted PDU Session Resources have been allocated, the target NG-RAN node shall generate the HANDOVER REQUEST ACKNOWLEDGE message.

Editor’s Note:
Further details are FFS.
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.2.1
INITIAL CONTEXT SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to request the setup of a UE context.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.3.1.58
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	GUAMI
	M
	
	9.3.3.3
	
	YES
	reject

	PDU Session Resource Setup Request List
	
	0..1
	
	
	YES
	reject

	>PDU Session Resource Setup Request Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID
	M
	
	9.3.1.50
	
	-
	

	>>NAS-PDU
	O
	
	9.3.3.4
	
	-
	

	>>S-NSSAI 
	M
	
	9.3.1.24
	
	-
	

	>>PDU Session Resource Setup Request Transfer

	M
	
	9.3.4.1
	
	-
	

	UE Security Capabilities
	O
	
	9.3.1.y3
	
	YES
	reject

	Security Key
	O
	
	9.3.1.y4
	
	YES
	reject

	Trace Activation
	O
	
	9.3.1.14
	
	YES
	ignore

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	UE Radio Capability
	O
	
	<ref>
	
	YES
	ignore

	Index to RAT/Frequency Selection Priority
	O
	
	9.3.1.61
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.3.1.54
	
	YES
	ignore

	NAS-PDU
	O
	
	9.3.3.4
	[FFS]
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.2.7
UE CONTEXT MODIFICATION REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to provide UE Context information changes to the NG-RAN node.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	RAN Paging Priority
	O 
	
	9.3.3.15
	
	YES
	ignore

	Security Key
	O
	
	9.3.1.y4
	
	YES
	reject

	Index to RAT/Frequency Selection Priority
	O
	
	9.3.1.61
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.3.1.58
	
	YES
	ignore

	UE Security Capabilities
	O
	
	9.3.1.y3
	
	YES
	reject

	RRC Inactive Assistance Information
	O
	
	9.3.1.15
	
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject

	New AMF UE NGAP ID
	O
	
	AMF UE NGAP ID

9.3.3.1
	
	YES
	ignore


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.3.4
HANDOVER REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.

Direction: AMF ( NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	Cause
	M
	
	9.3.1.2
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	M
	
	9.3.1.58
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	UE Security Capabilities 
	O
	
	9.3.1.y3
	
	YES
	reject

	Security Key 
	O
	
	9.3.1.y4
	
	YES
	reject

	KAMF Change Indicator
	O
	
	9.3.1.55
	
	YES
	reject

	PDU Session Resource Setup List
	
	1
	
	
	YES
	reject

	>PDU Session Resource Setup Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	9.3.1.50
	
	-
	

	>>S-NSSAI
	M
	
	9.3.1.24
	
	-
	

	>>Handover Request Transfer
	M
	
	PDU Session Resource Setup Request Transfer

9.3.4.1
	
	-
	

	Trace Activation
	O
	
	9.3.1.14
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.3.1.54
	
	YES
	ignore

	Source to Target Transparent Container
	M
	
	9.3.1.20
	
	YES
	reject

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	Location Reporting Request Type
	O
	
	9.3.1.65
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.3.8
PATH SWITCH REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the NG-RAN node to inform the AMF of the new serving NG-RAN node and to transfer some NG-U DL tunnel termination point(s) to the SMF via the AMF for one or multiple PDU session resources.

Direction: NG-RAN node ( AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	Source AMF UE NGAP ID
	M
	
	AMF UE NGAP ID

9.3.3.1
	
	YES
	reject

	User Location Information
	M
	
	9.3.1.16
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.3.1.y4
	
	YES
	ignore

	PDU Session Resource to be Switched in Downlink List
	
	1
	
	
	YES
	reject

	>PDU Session Resource to be Switched in Downlink Item IEs
	
	1..<maxnoofPDUSessions> 
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	9.3.1.50
	
	-
	

	>>Path Switch Request Transfer
	M
	
	9.3.4.8
	
	-
	

	PDU Session Resource Failed to Setup List
	O
	
	PDU Session List

9.3.1.11
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.3.9
PATH SWITCH REQUEST ACKNOWLEDGE

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to inform the NG-RAN node that the path switch has been successfully completed in the 5GC.

Direction: AMF ( NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	ignore

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	ignore

	Security Context
	M
	
	9.3.1.y1
	
	YES
	reject

	KAMF Change Indicator
	O
	
	9.3.1.55
	
	YES
	reject

	PDU Session Resource to be Switched in Uplink List
	
	0..1 
	
	
	YES
	ignore

	>PDU Session Resource to be Switched in Uplink Item IEs
	
	1..<maxnoofPDUSessions> 
	
	
	EACH
	ignore

	>>PDU Session ID 
	M
	
	9.3.1.50
	
	-
	

	>>Path Switch Request Acknowledge Transfer
	M
	
	9.3.4.9
	
	-
	

	PDU Session Resource Released List
	O
	
	PDU Session List

9.3.1.11
	
	YES
	ignore

	RRC Inactive Assistance Information 
	M
	
	9.3.1.15
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.3.1.3
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.3.1.y1
Security Context

The purpose of the Security Context IE is to provide security related parameters to the NG-RAN node which are used to derive security keys for user plane traffic and RRC signalling messages and for security parameter generation for subsequent Xn or intra NG-RAN node Handovers, or for the security parameters for the current NG Handover. For intra 5GS NG Handover one pair of {NCC, NH} is provided for 1-hop security, see TS 33.501 [13].
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Counter (NCC) defined in TS 33.501 [13]. For inter-RAT Handover into LTE the Next Hop Chaining Count IE takes the value defined for NCC at initial setup, i.e., Next Hop Chaining Count IE = “0”.

	Next-Hop NH
	M
	
	9.3.1.y4
Security Key
	The NH together with the NCC is used to derive the security configuration as defined in TS 33.501 [13].


9.2.1.y3
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE (16, …))
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than NEA0,

“first bit” – 128-NEA1,

“second bit” – 128-NEA2,

“third bit” – 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE (16, …))
	Each position in the bitmap represents an integrity protection algorithm:

“all bits equal to 0” – UE supports no other algorithm than NIA0,

“first bit” – 128-NIA1,

“second bit” – 128-NIA2,

“third bit” – 128-NIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].


9.3.1.y4
Security Key

The Security Key IE is used to apply security in the NG-RAN node for different scenarios as defined in TS 33.501 [13].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Security Key
	M
	
	BIT STRING (SIZE (256))
	Key material for KgNB / Kng-eNB or Next Hop Key as defined in TS 33.501 [13]


<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>>
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