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1
Introduction
In RAN3 NR AH1801, a cause (i.e. Count reaches max value) was introduced to indicate near to wrap-around in [1]. However, corresponding behaviour of MN was not discussed. There would be several options for MN e.g. change the bearer type to MCG bearer or keep the bearer type with  key refresh/DRB ID change. However, in current specification, it seems to be impossible for MN to keep the bearer type. This contribution addresses how to achieve keep the bearer type on wrap-around. (Note that this paper is revision of R3-181782 (not treated in RAN3#99bis) to reflect latest status of RAN2 and add more analysis.)
2
Discussion
2.1 Back ground

In RAN3 NR AH1801,  following CR was endorsed to introduce a cause to indicate near to wrap-around .
-------Start of Quotation from [1]-------

	Count reaches max value
	Indicates the PDCP COUNT for UL or DL reached the max value and the bearer may be released.


-------End of Quotation from [1]-------
However, corresponding behavior of MN was not discussed. There would be several options for MN e.g. change the bearer type to MCG bearer or keep the bearer type with key refresh/DRB ID change
Observation 1: The corresponding action for MN on wrap-around was not discussed..
2.2 Issue on bearer type change to MCG bearer on wrap-around
If bearer type change to MCG bearer would be the only choice on wrap-around, the SCG RLC bearer cannot be used for a while. So, the Uu-rate would decrease dramatically. (Even if MN re-starts EN-DC again, it would take some time to recover.) Furthermore, according to [2], the decrease of Uu rate would happen frequently (e.g. around 11 minutes) for the UE with high Uu-rate. It may cause problem on the use of EN-DC for e.g. IAB and real-time broad casting service.

Observation 2: The decrease of Uu rate would happen if RAN3 allows only bearer type change to  MCG bearer on wrap-around.
2.3 Solution to avoid Uu-rate decrease

There would be several options to avoid it. (Note that RAN2 already decided  not to introduce the wrap-around behavior on UE side i.e. “RAN2 confirm previous agreement that COUNT does not wrap around” in RAN2#100 . )

Option 1: Longer bit length for HFN+PDCP SN

This option is to change the bit length of HFN+PDCP SN (currently 32 bit) longer. However, not only network but also UE would be affected a lot. Thus, RAN2 impact also needs to be considered. Furthermore, it cannot avoid the decrease completely i.e. just interval would be longer. So, this method should be avoided. 
Option 2: Keep the bear type with Key refresh/DRB ID change on wrap-around (by  using a release and add of the corresponding radio bearer or a full configuration)
This option is to reconfigure the bearer to avoid key stream reuse instead of just changing bearer type to MCG bearer. It seems there would be some interruption time for reconfiguration but much shorter than once changing to MCG bearer and change the bearer type again. And, the impact would be limited to the network side. Furthermore, RAN2 already agreed  as “Since PDCP does not allow COUNT to wrap around in DL and UL, it is up to the network to prevent it from happening (e.g. by using a release and add of the corresponding radio bearer or a full configuration).”  in [3]
Thus, following proposal is obtained.

Proposal 1:RAN3 to allow to keep the bearer type (with e.g. Key refresh/DRB ID change) on wrap-around to avoid key stream reuse.
To achieve it, several options (e.g. intra-cell intra-SN HO (same Pcell, PScell and Scell would be used before and after HO) for key refresh/DRB ID change, Release and Add the bearer and so on.) can be considered. However, on X2 perspective, the procedure would be same i.e. (1) SN triggers to indicate the cause (Count reaches max value) over SGNB MODIFICATION REQUIRED (2) MN triggers Key refresh/DRB ID change over SGNB MODIFICATION REQUEST and (3) SN indicates to accept the modification over SGNB MODIFICATION REQUEST ACKNOWLEDGE as shown in following figure.


[image: image1]
However, current TS37.340 [4]  doesn’t allow MN to reconfigure SCG bearer / split bearer over SGNB MODIFICATION REQUEST right after SGNM MODIFICATION REQUIRED. Thus, the modification for Key refresh/DRB ID change cannot be performed for SCG bearer / split bearer at this timing. (Allowed behavior by MN is only change the bearer type to MCG bearer (MN terminated or SN terminated) as shown in following.)
.-------Start of Quotation from [4]-------

The SN uses the procedure to perform configuration changes of the SCG within the same SN, e.g. to trigger the release of SCG bearer(s) and the SCG RLC bearer of split bearer(s) (upon which the MN may release the bearer or reconfigure it to an MCG bearer, either MN terminated or SN terminated), and to trigger PSCell change (e.g. when a new security key is required or when the MN needs to perform PDCP data recovery).
-------End of Quotation from [4]-------
Observation 3: Current TS37.340 doesn’t allow MN to keep the bear type as SCG/ split bearer  on wrap-around.
Thus, following proposal is obtained.

Proposal 2:RAN3 to modify TS37.340 that MN is allowed  to keep the bear type for SCG/ split bearer on wrap-around.
3
Conclusion
This contribution addresses how to achieve key refresh/DRB ID change on wrap-around for SN terminated bearer. 
Following observations and proposals are obtained.

Observation 1: The corresponding action for MN on wrap-around was not discussed.
Observation 2: The decrease of Uu rate would happen if RAN3 allows only bearer type change to MN terminated MCG bearer on wrap-around.
Proposal 1:RAN3 to allow to keep the bearer type (with e.g. Key refresh/DRB ID change) on wrap-around to avoid key stream reuse.
Observation 3: Current TS37.340 doesn’t allow MN to keep the bear type as SCG/ split bearer  on wrap-around.
Proposal 2:RAN3 to modify TS37.340 that MN is allowed  to keep the bear type for SCG/ split bearer on wrap-around.
(Corresponding CR is available in [5])
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