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Introduction

During recent RAN3 meeting, there have been some discussion on the handling of the PDCP COUNT wrap around issue which is related to the E1 interface. In this contribution, we provide further analysis on this issue.

Discussion
The definition for the PDCP COUNT in [1] is shown as follows:

---------------------------------------------------------------------------------------------------------------

6.3.5
COUNT

Length: 32 bits

The COUNT value is composed of a HFN and the PDCP SN. The size of the HFN part in bits is equal to 32 minus the length of the PDCP SN.
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Figure 6.3.5-1: Format of COUNT

NOTE:
COUNT does not wrap around.

---------------------------------------------------------------------------------------------------------------
According to the definition mentioned above, the 32 bits PDCP COUNT will not reach its max value in most scenarios.  Even a very active UE would have to be always-online for a couple of days and stay in the same place before getting close to sending or receiving 2^32 data packets with the same security key. Thus the PDCP COUNT wrap around is a very rare event.

Observation1: PDCP COUNT warp around is a very rare event.

During recent meeting, there have been some discussion that the PDCP COUNT wrap around could be handled by the key refresh. However, according to our understanding, the key refresh is not related to the PDCP COUNT wrap around. When the key refresh is performed, the PDCP COUNT will not be reset to zero. Thus the key refresh cannot handle the PDCP COUNT wrap around issue. One reasonable way is to perform the DRB release/addition procedure.

Observation2: The key refresh cannot handle the PDCP COUNT wrap around issue. 

Observation3: The PDCP COUNT wrap around could be handled by the DRB release/addition procedure.  

In order to perform the DRB release/addition procedure, the key point is to allow the CU-UP to notify the CU-CP that the PDCP COUNT for the specific DRB is about to wrap around. According to our understanding, the following two methods could be adopted:  the counter check procedure or the DRB release procedure.

Similar as the counter check mechanism in DC [2][3], the CU-UP could trigger the counter check procedure in order to notify the CU-CP that the PDCP COUNT for the specific DRB is about to wrap around. Then the CU-CP can perform the DRB release/addition procedure to reset the PDCP COUNT value. Since the counter check function for NR is still FFS, the specification effort is needed and details need further discussion.

Observation4: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the counter check procedure. Specification efforts are needed over the E1 interface. 

As described in [4], the Bearer Context Modification function has already been captured as an E1AP message, which could be triggered either by CU-CP or CU-UP. In order to notify the CU-CP that the PDCP COUNT is about to wrap around, one simple way is allow the CU-UP to trigger the Bearer Context Modification procedure by providing an additional indicator.

Proposal1: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the Bearer Context Release procedure by providing an additional indicator.

The corresponding TPs for [4] can be found in Annex.

Conclusion
The following observations and proposals are provided:

Observation1: PDCP COUNT warp around is a very rare event.

Observation2: The key refresh cannot handle the PDCP COUNT wrap around issue. 

Observation3: The PDCP COUNT wrap around could be handled by the DRB release/addition procedure.  

Observation4: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the counter check procedure. Specification efforts are needed over the E1 interface. 

Proposal1: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the Bearer Context Release procedure by providing an additional cause value.
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Annex

Start of TP1 for TS38.463
9.2.2.7
BEARER CONTEXT MODIFICATION REQUIRED

This message is sent by the gNB-CU-UP to inform the gNB-CU-CP that a modification of a bearer context is required (e.g., due to local problems at the gNB-CU-UP).

Direction: gNB-CU-UP ( gNB-CU-CP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	DRBs to be Released List
	
	0..1
	
	List of DRBs to be released
	YES
	reject

	>DRBs to be Released List item
	
	1.. <maxDRBingNBCUUP>
	
	
	EACH
	reject

	>> DRB ID
	M
	
	
	
	-
	-

	>>Cause
	M
	
	9.3.1.2
	
	-
	-


Editor’s note: The details of this message are FFS. 

Start of TP2 for TS38.463
9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the E1AP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified, 

Unknown or already allocated gNB-CU-CP UE E1AP ID, 

Unknown or already allocated gNB-CU-UP UE E1AP ID, 

Unknown or inconsistent pair of UE E1AP ID, 

Interaction with other procedure,
PDCP COUNT wrap around, …)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Unspecified, 

Transport Resource Unavailable, …)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,

Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified, …)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	Unknown or already allocated gNB-CU-CP UE E1AP ID
	The action failed because the gNB-CU-CP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU) is known and already allocated to an existing context.

	Unknown or already allocated gNB-CU-UP UE E1AP ID
	The action failed because the gNB-CU-UP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU-UP) is known and already allocated to an existing context.

	Unknown or inconsistent pair of UE E1AP ID
	The action failed because both UE E1AP IDs are unknown, or are known but do not define a single UE context.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	PDCP COUNT wrap around
	PDCP COUNT approaches the maximum value.
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