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Introduction

In RAN3#99bis meeting, the summary of offline discussion on Secured SRB-only connection was provided in R3-182349. In this paper, we will continue to discuss the left open issues over NG interface and F1 interface in order to support the Secured SRB-only connection.  

Discussion
2.1 Background

According to the minutes from last meeting, the WA and open issues are listed as below:

WA: It is up to the RAN to run AS security (i.e. RAN will look at procedures started by the RAN with the UE)

GUAMI, RRC_INACTIVE assist info need further discussion
The revised stage3 CR for TS38.413 was provided in R3-182347. In current TS38.413, the GUAMI IE and the RRC Inactive Assistance Information IE are defined as Mandatory in the INITIAL CONTEXT SETUP REQUEST message.

the GUAMI IE
It is introduced in multiple SCTP case, if UE Contexts that are related to a certain GUAMI shall be moved to another (backup/target) AMF then the RAN should have this information. Anyway it helps RAN node to understand which AMF serving the UE.

In the case of Secured SRB-only connection, the RAN node still needs to understand which AMF serving the UE and supports the multiple SCTP association. Therefore, it can be kept as Mandatory as before.

the RRC Inactive Assistance Information IE

This IE provides assistance information for RRC-INACTIVE paging. The UE with Secured SRB-only connection also needs to support RRC-INACTIVE and mobility. Therefore, it can be kept as Mandatory as before.
Proposal1: Keep the GUAMI IE and the RRC Inactive Assistance Information IE as Mandatory in the INITIAL CONTEXT SETUP REQUEST message.

2.2 F1AP impact
According to TS38.401, the signaling flow for UE Initial Access is shown as below:
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Figure 8.1-1: UE Initial Access procedure
According to the WA: It is up to the RAN to run AS security, there are three cases when the gNB-CU receives the INITIAL CONTEXT SETUP REQUEST message.

the gNB-CU decides to run AS security together with SRB2 establishment

Take LTE as an example, after having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. Therefore, even without PDU session included in step8, the gNB-CU also needs to establish the SRB2. NG-RAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2.

In this case, when the CU receives the Initial UE Context Setup Request message from AMF without PDU session, but included the security information, the CU shall trigger the UE Context Setup Request message towards the DU in order to finalize the AS security activation and SRB2 establishment. The signalling flow is the same as shown in Figure 8.1-1.

the gNB-CU decides to run AS security together without SRB2 establishment

Some company is thinking about that SRB2 is not so important and can be established later.

In this case, when the CU receives the Initial UE Context Setup Request message from AMF without PDU session, but included the security information, the CU can use UL/DL RRC Message Transfer to finalize the AS security activation. The signalling flow is shown in Figure2.
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                               Figure 2: UE Initial Access procedure in Case2
the gNB-CU decides to not run AS security

In last meeting, the possible use case discussed is that after UE registration, UE may need to report logged MDT measurements towards the network. However, according to TS37.320 (LTE), Logged MDT measurements are sent on Signalling Radio Bearer SRB2 in RRC_CONNECTED state. It means that before UE reports the logged MDT measurements, the SRB2 needs to be established, therefore, the signalling flow should be the same as in Case1).

In this case, no AS security activation procedure is needed over air interface, and it means that only NAS infor via SRB1 is allowed to be exchanged between UE and network. The signalling flow is shown in Figure3.
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                               Figure 3: UE Initial Access procedure in Case3

According to the above analysis and if the above three cases need to be supported, then the current TS38.473, the DRB to Be Setup List IE in the UE CONTEXT SETUP REQUEST message needs to change to Optional in order to support Case1).

Proposal2: The DRB to Be Setup List IE in the UE CONTEXT SETUP REQUEST message needs to be changed to Optional IE in the case of the gNB-CU decides to run AS security together with SRB2 establishment.

Proposal3: To approve the corresponding stage3 CR as in [1] and the corresponding LSout to RAN2 in [2].

Conclusion
The following observations and proposals are provided:

Proposal1: Keep the GUAMI IE and the RRC Inactive Assistance Information IE as Mandatory in the INITIAL CONTEXT SETUP REQUEST message.

The following three cases are analyzed when the gNB-CU receives the the INITIAL CONTEXT SETUP REQUEST message:

the gNB-CU decides to run AS security together with SRB2 establishment

the gNB-CU decides to run AS security together without SRB2 establishment

the gNB-CU decides to not run AS security

Proposal2: The DRB to Be Setup List IE in the UE CONTEXT SETUP REQUEST message needs to be changed to Optional IE in the case of the gNB-CU decides to run AS security together with SRB2 establishment.

Proposal3: To approve the corresponding stage3 CR as in [1] and the corresponding LSout to RAN2 in [2].

References

[1] R3-182860 TS38.473 CR for UE RB Context Management ZTE

[2] R3-182861 [DRAFT] LS on NG impact on UE Registration without a PDU session setup ZTE

1
1

_1234567891.vsd
�

UE


gNB-DU


gNB-CU


1.RRC Connection Request


4.RRC Connection Setup 



5.RRC Connection Setup Complete



2.Initial UL RRC message


AMF


7.Initial UE message


8.Initial UE Context Setup request


3. DL RRC message transfer


13.Initial UE Context Setup Response


6.UL RRC Message Transfer



10.RRC Security Mode Command 



11.RRC Security Mode Complete



9.DL RRC Message Transfer


12.UL RRC Message Transfer



_1234567892.vsd
�

UE


gNB-DU


gNB-CU


1.RRC Connection Request


4.RRC Connection Setup 



5.RRC Connection Setup Complete



2.Initial UL RRC message


AMF


7.Initial UE message


8.Initial UE Context Setup request


3. DL RRC message transfer


10. Downlink NAS transfer


12.DL Information Transfer


11. DL RRC message transfer


9.Initial UE Context Setup Response


6.UL RRC Message Transfer




_1234567890.vsd
�

UE


gNB-DU


gNB-CU


1.RRC Connection Request


4.RRC Connection Setup 



5.RRC Connection Setup Complete



2.Initial UL RRC message


AMF


7.Initial UE message


8.Initial UE Context Setup request


3. DL RRC message transfer


15.RRC Connection Reconfiguration


11.UE Context Setup Response


16.RRC Connection Reconfiguration Complete


18.Initial UE Context Setup Response


6.UL RRC Message Transfer



14.DL RRC Message Transfer



17.UL RRC Message Transfer



10.RRC Security Mode Command 



12.RRC Security Mode Complete



9.UE Context Setup Request


13.UL RRC Message Transfer



