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1. Abstract

It has been discussed in the last meeting regarding the cause code for some abnormal RANAP procedure e.g. Relocation. However some other cause code that have not specified at current should be specified. Also the current cause code can be used for other abnormal procedure that have not yet been specified at current RANAP specification. This contribution shows the cause code for RANAP.

2.  Proposed text for RANAP Procedure description 

In the RANAP, some parts need description of utilization of the Cause code. Those are shown below.

8.2 Radio Access Bearer Assignment

8.2.1 
Normal operation

This procedure is used to modify or release an already established RAB or to establish a new RAB for a given UE. The procedure is connection oriented. The signalling flow for the RAB Assignment procedure is shown in Figure 1.
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Figure 1.  RAB Assignment procedure.

The CN initiates the procedure by sending a RAB ASSIGNMENT REQUEST message. When sending the RAB ASSIGNMENT REQUEST, the CN starts the T RABAssgt timer .

The message contains the information required by the UTRAN to build the new RAB configuration. CN can request UTRAN to: 

· establish 

· modify 

· release 

one or several RABs with one RAB ASSIGNMENT REQUEST message.

The RAB ASSIGNMENT REQUEST message contains the following information:

· list of RABs to establish with their bearer characteristics

· list of RABs to modify with their bearer characteristics

· list of RABs to release

For the list of RABs to release, if the reason is normal release, the cause value is set to “Normal release”. 
If the reason is O and intervention, the cause value is set to “O and M intervention”. 
If the reason is equipment failure the cause value is set to “Equipment failure”. 
If the reason is due to UTRAN by RAB RELEASE REQUEST the cause value is set to “Release Due to UTRAN generated reason”.
Upon reception of the RAB ASSIGNMENT REQUEST message UTRAN shall execute the requested RAB configuration. UTRAN shall report to CN the outcome of the request by sending RAB ASSIGNMENT RESPONSE message(s).

UTRAN can report to CN for one or several RABs, which are:

· successfully established with their respective bearer characteristics (note FFS)

· successfully modified RABs with their respective bearer characteristics (note FFS)

· released

· failed to establish or modify or release
· queued
in one RAB ASSIGNMENT RESPONSE message.
For the “failed to establish or modify or release”, if the reason is the lack of resources e.g. bandwidth, the cause value is set to “No resource available”.

If the reason is O and M intervention the cause value is set to “O and M intervention”.

If the reason is equipment failure, the cause value is set to “Equipment failure”.

If the reason is the unknown of the information element and “reject the IE” is indicated in the compatibility information, the cause value is set to “Unknown information element”. 
If none of the RABs have been queued, the CN shall stop timer T RABAssgt. and the RAB Assignment procedure terminates. In that case, the procedure is also terminated in UTRAN.

Note FFS: The RAB parameters in the bearer characteristics are included in the RAB ASSIGNMENT RESPONSE message only if they are different than requested in the RAB ASSIGNMENT REQUEST message.
UTRAN shall report the outcome of a specific RAB configuration change only after the transport network control plane signalling, which is needed for this configuration establishment or modification, has been executed.  

When the request to establish or modify one or several RABs is queued, UTRAN shall start the timer TQUEUING. This timer specifies the maximum time for queuing of the request of establishment or modification.  The same timer TQUEUING is supervising all RABs being queued.

For each RABs that are queued the following outcomes are possible:

· successfully established or modified 
· failed to establish or modify
· failed due to expiry of the timer TQUEUING
For the “failed to establish or modify”, if the reason is equipment failure, the cause value is set to “Equipment failure”.

If the reason is O and M intervention, the cause value is set to “O and M intervention”.
For the expiry of the timer Tqueuing, the cause value is set to “Tqueuing Expiry”.
In the first RAB ASSIGNMENT RESPONSE message the RNC shall report about all RABs referenced in the RAB ASSIGNMENT REQUEST. Except in the case of TQUEUING expiry, UTRAN shall report the outcome of the queuing for every RAB individually or for several RABs in the RAB ASSIGNMENT RESPONSE message(s). This is left to implementation. UTRAN shall stop TQUEUING when all RABs have been either successfully established or modified or failed to establish or modify. The RAB Assignment procedure is then terminated both in CN and UTRAN.

When CN receives the response that one or several RABs are queued, CN expects UTRAN to provide the outcome of the queuing function for each RAB before expiry of the T RABAssgt timer. Otherwise, CN considers the RAB Assignment procedure terminated.

In the case the timer TQUEUING expires, the RAB Assignment procedure terminates in UTRAN for all queued RABs, and UTRAN shall respond for all of them in one RAB ASSIGNMENT RESPONSE message. The RAB Assignment procedure is also terminated in CN.

8.3 RAB Release Request

This procedure is used to request a release of one or several radio access bearers from UTRAN side. Procedure is initiated by RNC generating a RAB RELEASE REQUEST message towards the CN. The procedure is connection oriented.

This message indicates the list of RABs requested to be released and cause value for each release request.
I f the reason is O and M intervention, the cause value is set to “O and M intervention”. If the reason is equipment failure, the cause value is set to “Equipment failure”. If the reason is due to preemption of a RAB, the cause value is set to “RAB preempted”.
8.4 Iu Release Request

If the release of the radio bearers assigned to a particular UE is required because of a UTRAN generated reason (e.g. "O and M intervention", "equipment failure", "RAB pre-empted") then, the RNS controlling the Iu connection(s) of that particular UE shall generate an IU RELEASE REQUEST message towards the CN. If it exists two Iu connections for that particular UE, then an IU RELEASE REQUEST message shall be sent to CN domain. Iu Release Request is a connection oriented procedure.

If the contact with the UE is lost then an IU RELEASE REQUEST message shall be sent to the CN node(s) having an Iu connection with the RNS for that particular UE.

The IU RELEASE REQUEST message shall include a Cause Information Element, indicating the reason for the release.
If the reason of initiating a IU RELEASE REQUEST is O and M intervention, the cause value is set to “O and M intervention”. If the reason is equipment failure, the cause value is set to “Equipment failure”. If the reason is due to preemption of a RAB, the cause value is set to “RAB preempted”. If the reason is due loss of communication with the UE, the cause value is set to “lost contact with the UE”. The signalling flow for Iu Release Request procedure due to UTRAN generated reasons is shown in figure 4:

8.5 Iu Release

8.5.1 Normal operation

Iu Release procedure is used by CN to release the Iu connection and all UTRAN resources related onlyt to the Iu connection to be released.  Messages belonging to this procedure are transmitted utilising the connection oriented mode of the signalling bearer. 

The Iu Release procedure can be initiated for the following reasons:

· Completion of transaction between UE and CN.

· UTRAN generated reasons, i.e. reception of IU RELEASE REQUEST.

· Completion of successful relocation of SRNS.

Procedure is initiated by the CN by sending message IU RELEASE COMMAND to UTRAN. 

After the IU RELEASE COMMAND has been sent, the CN shall not send further RANAP connection oriented messages on this particular connection, except IU RELEASE COMMAND.

The IU RELEASE COMMAND message shall include a Cause Information Element, indicating the reason for the release. 
If the reason of initiating a IU RELEASE COMMAND is completion of transaction between UE and CN, the cause value is set to “Normal release”.

If the reason is completion of successful relocation of SRNC, the cause value is set to “Successful of relocation”.

If the reason is O and M intervention the cause value is set to “O and M intervention”.

If the reason is equipment failure, the cause value is set to “Equipment failure”.

If the reason is due to preemption of a RAB, the cause is set to “RAB pre-empted”.

If the reason is receiving messages e.g. IU　RELEASE　REQUEST, RAB RELEASE REQUEST　message from UTRAN, the cause value is set to “Release due to UTRAN generated reason.

If the reason is due to unsuccessful of relocation procedure, the cause value is set to “Relocation cancelled”.
When the RNS receives the IU RELEASE COMMAND:

1) The clearing of the UTRAN resources is initiated. However, the UTRAN shall not clear resources related to other Iu signalling connections the UE might have.

2) The RNC returns an IU RELEASE COMPLETE message to the CN and takes action to return any assigned user plane resources to idle. (The RNC does not need to wait for the release of UTRAN resources to be completed before returning the IU RELEASE COMPLETE message.)

The signalling flow for Iu Release procedure is shown in Figure 2:
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Figure 2. Iu Release procedure.

In case of Inter system forward handover to GPRS, the  IU RELEASE COMMAND shall contain Iu transport address and Iu transport association for the RABs for which the GTP-PDU forwarding was prepared by SRNS Context Transfer procedure. Upon reception of this message UTRAN should initialise the GTP-PDU forwarding for addressed RABs.

The Iu transport bearers for RABs subject for data forwarding and other UTRAN resources used for the GTP-PDU forwarding process are released by RNC only when the timer T(Data forwarding) expires.

8.11 Security Mode Control

8.11.1 Successful operation

8.11.2 Unsuccessful operation

If the UTRAN or the UE is unable to support the ciphering and/or integrity protection algorithms specified in the SECURITY MODE COMMAND message, then the UTRAN shall return to CN a SECURITY MODE REJECT message with a cause value “Request UEAs and/or UIAs are not supported”. A SECURITY MODE REJECT message shall also be returned if a CN requests a change of ciphering and/or integrity protection algorithms for a UE  when ciphering or integrity protection is already active for that CN. A cause value shall set to “Request UEA and/or UIA is already active”.
Note: Re-authentication is being discussed in S3, which may result in that changing of algorithms will be allowed. Guidance from S3 is needed.

If the radio interface Security Control Procedure fails, SECURITY MODE REJECT shall be sent to CN with a cause value indicating failure in the radio interface procedure.
If the information element is not known in the UTRAN, and the compatibility information is indicated as “reject the IE”, the cause value is set to “Unknown information element”.
The signalling flow of the Security Mode Control procedure in case of unsuccessful operation is shown in Figure 3.
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Figure 3. Security Mode Control procedure, unsuccessful case.

8.13 Location Report

8.13.1 Successful operation

The LOCATION REPORT message is issued from the RNC to the CN. It is used to provide the UE location information to the CN. This may be used as a response for the LOCATION REPORTING CONTROL message. Also, when a user enters or leaves a classified area set by O&M, e.g. disaster area, a LOCATION REPORT message will be sent to the CN. When a user enters a disaster area, the cause is set to “User restriction start indication”. When a user leaves a disaster area, the cause is set to “User　restriction end indication”. Cause information is included in the message. Other triggers of this message are FFS. The procedure is connection oriented.

In case the reporting of Area Identity Code is requested by CN, then  RNC shall issue a location report always when the information given in the previous LOCATION REPORT or INITIAL UE MESSAGE is not anymore valid.  In this case RNC shall include to the LOCATION REPORT message the Area Identity Code which indicates one of the cells from which the UE is consuming radio resources.

The signalling flow for Location Report procedure is shown in Figure 4.
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Figure 4.  Location Report procedure.

8.13.2 Unsuccessful operation

If the RNC can not deliver the location information as requested, RNC shal indicate UE location to be "Undetermined". A cause value shall be set to “Request location reporting information not available”.

8.19　Reset

8.19.1 General

The purpose of the Reset procedure is to initialise the UTRAN and CN in the event of a failure. The procedure is a global procedure applying to a whole RNC (instead of a particular UE), and therefore all messages relating to the Reset procedure are sent as global messages using the connectionless mode of the signalling bearer.
If only a limited part of the CN or UTRAN has suffered a failure then Radio Access Bearer Assignment Request procedures (indicating bearer release) can be used to clear only the affected Radio Access Bearers.

The cause value shall set to “O and M intervention” if the reset procedure is initiated by the O and M intervention.
The cause value shall set to “Equipment Failure” is the reset procedure is initiated by the failure occurred of an equipment.

3. Cause code list for RANAP

This chapter lists and categorizes the cause for RANAP. 

Table 1 shows the Categorization of cause codes and the cause code names and the usage of those.

Categorization
Cause 
Usage

O and M related
O and M intervention
This cause is used in:

-RESET message 

-RAB RELEASE REQUEST message

-RAB ASSIGNMENT REQUEST message

-RAB ASSIGNMENT RESPONSE message

-IU RELEASE REQUEST message 

when the UTRAN is intervened by O and M. 

Equipment Failure
Equipment Failure
This cause is used in:

-RESET message

-RAB RELEASE REQUEST message

-RAB ASSIGNMENT REQUEST message

-RAB ASSIGNMENT RESPONSE message

-IU RELEASE REQUEST message 

when the UTRAN detect a hardware equipment failure.

RAB related
RAB pre-empted
This cause is used in:

-IU RELEASE REQUEST message

-RAB RELEASE　REQUEST message

-RAB ASSIGNMENT　REQUEST message

This is due to the pre-empted of a RAB in UTRAN

RAB related
No Resource available
This cause is use in:

-RAB ASSIGNMENT RESPONSE message

When the RNC can not allocate the resource e.g. radio resource or bandwidth in the UTRAN.

Timer Expiry
Trelocoverall expiry
This cause is used in:

-IU RELEASE REQUEST message

When the time Trelocoverall expires.

Timer Expiry
Trelocprep expiry
This cause is used in:

-RELOCATION PREPARATION FAILURE message,

When the timer Trelocprep expires.

Timer Expiry
Trelocalloc Expiry
This cause is used in

-RELOCATION PREPARATION FAILURE message

When the timer Trelocalloc expires.

Timer Expiry
Trelocamplete Expiry
This cause is used in:

-IU RELEASE COMMAND  message 

When the time Treloccomplete expiry.

Timer Expiry
Tqueing Expiry
This cause is used in:

-RAB ASSIGNMENT RESPONSE  message

when the timer Tqueing expires

Relocation related
Relocation Triggered
This cause is used in:

-RAB ASSIGNMENT RESPONSE message, 

When the RNC decide to initiate relocation procedure during RAB Assignment procedure.

Relocation related
Hard-Handover
This cause is used in:

-RELOCATION REQUIRED  message,

When the UTRAN decide to initiate a Hard-Handover procedure

Relocation related
SRNC Relocation
This cause is used in:

-RELOCATION REQUIRED message,

When the UTRAN decide to initiate a SRNC relocation procedure.

Relocation related
Unknown Target RNC
This cause is used in

-RELOCATION PREPARATION FAILURE message

When the unrecognizable target ID, which is indicated in the RELOACTION REQUIRED message is detected in the CN.

Relocation related
Relocation Cancelled
This cause is used in

-IU RELEASE message towards target RNC.

This is due to:

-the cancellation of relocation during Relocation Resource Allocation procedure in the CN,

-when receives a RELCATION FAILURE message from Target RNC, 

-when the timer Trelocalloc is expired,

-when the CN detect some conflict information in the RELOCATION REQUEST　ACKNOWLEDGE message.

Relocation related
Relocation Failure in Target RNC
This cause is used in

-RELOCATION PREPARATION FAILURE message
when the CN received RELOCATION FAILURE　message from target RNC.

Relocation Related
Relocation Rejected
This cause is used in

-RELOCATION PREPARATION FAILURE message

when the CN decide to reject the relocation due to some conflict information in the RELOCATION REQUEST ACKNOWLEDGE message.

Relocation Related
Relocation Cancelled before completion
This cause is used in:

-IU RELEASE COMMAND message towards Target RNC when the CN detect a cancellation of the relocation from the source RNC before the completion of the Relocation Resource Allocation procedure.

Relocation related
Successful of relocation
This cause is used in:

-IU RELEASE message

when the relocation is successfully complete.

Location Report related
User restriction start indication
This cause is used in:

-LOCATION REPORT message

when the UTRAN detect a user enters a classified disaster area set by O&M.

Location Report Related
User restriction End indication
This cause is used in:

-LOCATION REPORT message

When the UTRAN detect a user enters a classified disaster area set by O&M.

Location Report Related
Request Location Reporting Information not available
This cause is used in:

-LOCATION REPORT message

When the RNC can not deliver the location information as requested from the CN.

Transport Layer related
Unknown Iu Transport Association
This cause is used in:

-ERROR INDICATION message, 

When either the RNC or the CN detects a G-PDU with unknown Iu Transport Association.

Compatibility 
Unknown Information Element
This cause is used in :

-ERROR INDICATION message, 

-RAB ASSIGNMENT RESPONSE message, 

-RELOCATION PREPARATION FAILURE message,

-SECURITY MODE REJECT message, 

-LOCATION REPORT message,

-CN INFORMATION BROADCAST REJECT message. 

when the receiving node detects an unknown information element, if the compatibility information indicates “reject the IE” or “ignore the UE, notify sender and continue”.

Normal event
Normal Release
This cause is used in:

-RAB ASSIGNMENT REQUEST  message,  

-IU RELEASE COMMAND message, 

when a RAB or a Iu connection is normally release.

Security related
Requested UEAs and/or UIAs are not supported
This cause is used in:

-SECURITY MODE　REJECT message

when the requested UEAs and/or UIAs from the CN are not supported in the UTRAN.

Security related
Requested UEAs and/or UIAs is already active
This cause is used in:

-SECURITY MODE　REJECT message

when the requested UEAs and/or UIAs from the CN have been activated in the UTRAN.

Radio related
Lost contact with the UE
This cause is used in

-IU RELEASE　REQUEST message

when the UTRAN lost the the contact with the UE.

UTRAN Generated reason
Release due to UTRAN generated reason
This cause is used in

-IU RELEASE message

-RAB ASSIGNMENT message

due to the UTRAN generated reason e.g. IU RELEASE REQUEST, RAB RELEASE　REQUEST.

  Table 1 Cause code in RANAP

4. proposal

It is proposed to include chapter 2 of this contribution in the RANAP specification.
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